INFORMATION
SYSTEMS
IN MANAGEMENT
Systemy informatyczne w zarządzaniu

Vol. 2

2013
Quarterly

No. 4

Information Systems in Management
Primary version of the journal is an electronic version.
Editor
Department of Informatics, Warsaw University of Life Sciences − SGGW
Editorial Committee
Dr hab. inż. Arkadiusz Orłowski – Editor-in-Chief
Dr inż. Piotr Jałowiecki – Scientific Secretary / Executive Editor
Prof. nadzw. Kris Gaj – Linguistic Editor
Dr hab. Wiesław Szczesny – Statistical Editor
Dr Piotr Łukasiewicz – Technical Editor
Editorial Council
Dr hab. inż. Arkadiusz Orłowski – Szkoła Główna Gospodarstwa Wiejskiego w Warszawie – Chairman
Prof. dr hab. inż. Ryszard Budziński – Uniwersytet Szczeciński
Prof. dr hab. Witold Chmielarz – Uniwersytet Warszawski
Dr hab. inż. Leszek Chmielewski – Szkoła Główna Gospodarstwa Wiejskiego w Warszawie
Dr hab. Maciej Janowicz – Szkoła Główna Gospodarstwa Wiejskiego w Warszawie
Dr inż. Waldemar Karwowski – Szkoła Główna Gospodarstwa Wiejskiego w Warszawie
Prof. Yuiry Kondratenko – Black Sea State University, Ukraina
Prof. dr hab. Marian Niedźwiedziński – Uniwersytet Łódzki
Dr inż. Jerzy Pejaś – Zachodniopomorski Uniwersytet Technologiczny w Szczecinie
Dr hab. Marian Rusek – Szkoła Główna Gospodarstwa Wiejskiego w Warszawie
Dr hab. inż. Ludwik Wicki – Szkoła Główna Gospodarstwa Wiejskiego w Warszawie
Prof. dr hab. inż. Antoni Wiliński – Zachodniopomorski Uniwersytet Technologiczny w Szczecinie
Reviewers
Piotr Bilski
Leszek Chmielewski
Mariola Chrzanowska
Hanna Dudek
Urszula Grzybowska
Paweł Hoser
Andrzej Jakubiec
Ewa Jałowiecka
Piotr Jałowiecki

Andrzej Jodłowski
Krzysztof Karpio
Maciej Pankiewicz
Marek Karwański
Waldemar Karwowski
Grzegorz Koszela
Jarosław Kurek
Joanna Landmesser
Rafik Nafkha

Luiza Ochnio
Robert Stępnień
Dariusz Strzęciwilk
Wiesław Szczesny
Ryszard Szupiluk
Bartosz Świderski
Artur Wiliński
Mirosław Woźniakowski
Tomasz Woźniakowski

Address of the Editor
Faculty of Applied Informatics and Mathematics, WULS − SGGW
ul. Nowoursynowska 166, 02-787 Warszawa, Poland
e-mail: isim@sggw.pl, www.isim.wzim.sggw.pl
ISSN: 2084-5537
Wydawnictwo SGGW
ul. Nowoursynowska 166, 02-787 Warszawa, Poland
e-mail: wydawnictwo@sggw.pl, www.wydawnictwosggw.pl
Print: Agencja Reklamowo-Wydawnicza A. Grzegorczyk, www.grzeg.com.pl

Piotr Wrzeciono
Tomasz Ząbkowski
Beata Zduniak
Andrzej Zembrzuski
Krzysztof Zmarzłowski

INFORMATION
SYSTEMS
IN MANAGEMENT
Vol. 2

2013

No. 4

Table of contents
Katarzyna Dohn, Adam Gumiński, Mirosław Matusek, Wojciech Zoleński
IMPLEMENTATION OF EXPERT SYSTEM IN KNOWLEDGE
MANAGEMENT IN MECHANICAL ENGINEERING ENTERPRISES ................... 253
Piotr Jałowiecki, Michał Gostkowski
PRODUCTIVITY PARADOX IN POLISH FOOD PRODUCTION INDUSTRY .......... 263
Anna Kaczorowska, Katarzyna Ciach
THE EFFECTIVENESS OF E-GOVERNMENT DEVELOPMENT
IN POLAND IN 2004-2013 .......................................................................................... 274
Zygmunt Mazur, Teresa Mendyk-Krajewska, Hanna Mazur
SECURE DATA EXCHANGE IN PROVISION OF WEB SERVICES........................... 289
Marcin Olejniczak, Tomasz Śmiałowski, Leszek J. Chmielewski,
Arkadiusz Orłowski
PROBLEMS OF VISUALIZATION OF DIGITAL IMAGES FOR THE BLIND
PERSONS WITH SPECIAL ATTENTION PAID TO BUSINESS GRAPHICS ......... 300
Jerzy Tchórzewski, Paulina Szoplik
MODEL AND IMPLEMENTATION OF INTELIGENT INFORMATION
SYSTEM OF E-BUREAU ............................................................................................ 313
Joanna Żyra
ECONOMETRIC MODELS AND DATA PROCESSING FRAMEWORK
FOR MONITORING OF YOUTH LABOR MARKET IN POLAND ........................ 323

INFORMATION
SYSTEMS IN
MANAGEMENT

Information Systems in Management (2013) Vol. 2 (4) 253−262

IMPLEMENTATION OF EXPERT SYSTEM IN KNOWLEDGE
MANAGEMENT IN MECHANICAL ENGINEERING
ENTERPRISES
KATARZYNA DOHN, ADAM GUMIŃSKI, MIROSŁAW MATUSEK,
WOJCIECH ZOLEŃSKI
Faculty of Organisation and Management, Silesian University of Technology

The paper presents the concept of an expert system supporting knowledge management. The rule-based expert system (RES) uses original, proprietary solutions: a
self-organizing Horn clauses table, which simplifies editing and recording of
knowledge bases as well as conversion and deduction expert spreadsheets - combining the possibilities of a spreadsheet (algebraic models) with forward deduction expert system, (logical models). The proposed system can be applied in early warning
systems and risk management.
Keywords: knowledge management, expert system, network knowledge system

1. Introduction
A considerable number of industrial enterprises in mechanical engineering production environment is called in the literature "engineering to order” (ETO). This
environment is characterized by unitary or small-batch production realized at individual customer request. This type of production refers to the products for which the
customer requires a specific engineering design, a significant modification or a purchase of new materials. Design and technology are usually developed individually
for specific customer orders. They are usually unique projects characterized by specific requirements as far as technical planning, production management, and planning and accounting for the expenses are concerned. The need to create offers for

products ordered in small-batches is a common issue here. Such projects are carried
out on the basis of initially incomplete data, from the preparation of an offer and its
valuation, through developing a budget and a timetable for implementation, to supervision of the execution and settlement of a contract. Repeatability of such contracts is
small or even none. Performance of a contract in such an environment requires special support as far as knowledge management is concerned.
As part of a research and development project entitled: "Management support
computer system for knowledge management in machine construction industry enterprises" No.: NR03 - 0112 - 10/2010 dated 09.12.2010, an information system is
being built in which the authors implement such solutions as Web-based Knowledge
System and Rule-based Expert System. These solutions are planned to be used to
support activities such as supplier selection, project risk management, early warning
system, accumulation of good and bad practices.
In advanced early warning systems it is reasonable to employ knowledgeintensive systems. Two types of tasks can be distinguished for these systems:
− processing power with large variety and complexity,
− integration of different methods and concepts of early warning.
Since creation, processing and use of knowledge is mostly human domain, application of operating computer systems which utilize knowledge encounters many difficulties. There are two main directions of development of such systems [10], i.e.:
− Tools for supporting knowledge management systems (knowledge systems).
The aim of these tools is primarily to support knowledge users, i.e. the people involved in knowledge acquisition, creation, recording, structuring, organizing and processing.
− Artificial intelligence (AI) tools [1]. AI tools enable algorithmic acquisition
of knowledge (e.g. inductive algorithms, learning systems using artificial
neural networks or genetic algorithms) and automatic knowledge processing
(for example, deduction systems, universal solvers). The most widely used
are expert systems (SE). The value of an expert system is determined by the
knowledge obtained from experts by means of knowledge engineering methods which is then transformed into a formal representation [7].
The paper presents the concept of rule-based expert system, which could be used in
risk management and early warning systems. In particular, the authors described the
simulation of a complex logical structure process to examine the risk of a delayed
contract execution (see 2.3) and the prognosis of companies' bankruptcy (see 3).
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2. The concept of rule-based expert system (RES) in early warning
system (EWS)
2.1. Rule-based expert system (RES)
Rule-based expert system (RES) was developed in two versions: SQL Server
for large knowledge bases [3] and MS Excel for individual users with little
knowledge bases.
RES rule-based expert system is designed to work with modules of
knowledge (e.g., corresponding to a single case of early warning), which can be
integrated to create a larger knowledge base. Knowledge in the RES is kept in
standard Horn clauses. Those are rules (expert implications) with one conclusion
and with their conditional parts being conjunction statements. The conclusion is
always a non-negative statement. For example, an implication:
If (a ∧ b) ∨ (c ∧ d) then e,
is presented by two Horn clauses:
If (a ∧ b) then e,
If (c ∧ d) then e.
Conditions and conclusions in those rules are logical sentences (not predicates),
therefore they have no variables. That approach simplifies the architecture of an
expert system and facilitates stability of its functioning. The conclusion process
does not suffer from combinatorial explosions and looping, provided its rules are
not externally contradictory.
Knowledge Base can be a multi-level structure (Figure 1). The system recognizes the level and type of statements, i.e.:
− askable conditions, that is level zero statements, these statements are not
conclusions of any rule;
− final conclusions, or statements that do not appear in the conditional part of
any rule;
− indirect conclusions, or statements that are simultaneously conclusions of
certain rules and conditions of other ones.
Rules and statements may be accurate or approximate. The system uses trivalent
logics with the logical values: true (1), unknown (0) false (−1). In case of an
approximate logical reasoning (e.g. fuzzy), instead of logical values the statements
are attributed Certainty Factors (CF) within the range [−1, 1]. CF factors are also
attributed to the rules. CF coefficients of the rules are usually positive, although
this is not an absolute requirement of the system. If the statement is absolutely true
and certain it corresponds to CF factor = 1. If the statement is completely false and
certain, it responds to CF factor = −1. In other cases, the CF factor is an unspecified resultant of accuracy and certainty. In the case of statements, where the
CF ∈ (−½ , ½), it is generally accepted that it is impossible to determine their accu255

racy or certainty (in three-valued logic: unknown). Despite the many reservations
of theoretical nature, in expert systems deducing in approximate logic the concept
of CF coefficients is widely used. [2, 4, 5, 6, 9]. This solution is also applied in
the RES.
The RES expert system consists of four modules: tools to support interactive
editing of knowledge bases, conversion and deduction expert spread sheet, tools for
graphical representation of knowledge and visualization of reasoning paths, as well
as a module for simulation of complex logical functions.
2.2. Tools for graphical representation of knowledge
and visualization of reasoning paths
Presentation of knowledge in graphic form helps one to understand its internal
structure and the relationships occurring between rules and groups of rules.

Rules:
R1:
If (a ∧ ¬b) then k
R2, R3: If (c ∨ k) then l
R4:
If (d ∧ ¬l) then m
R5:
If (b ∧ ¬e ∧ m) then p
Inference schemes:

Statements:
CF(k) = Min(CF(a), −CF(b)) = −1
CF(l) = Max(CF(c), CF(k)) = −1
CF(m) = CF(R4) ⋅ Min(CF(d), −CF(l)) = 0,27
CF(p) = Min(CF(b), −CF(e), CF(m)) = −0,8
0,5 ≤ CF ≤ 1

-0,5 < CF < 0,5

True

Unknown

-1 ≤ CF ≤ -0,5

Figure 1. Graphic representation of knowledge and paths of reasoning in RES
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False

RES system creates a graphical representation of knowledge in the form of interactive graphs. Knowledge base and the corresponding graphs are in spreadsheet
<Diagram> (Fig. 1). The structure of the graph corresponds to the structure of the
expert spreadsheet. The graph not only illustrates the structure of knowledge, but
also shows the paths of reasoning (inference schemes) in a format compatible with
the values of logic. This solution provides a graphical justification for the derived
conclusions.
The user can define the format of paths corresponding to the logical values.
Modification of rules (introduction or removal of symbols "t" , "n", "w") will interactively change the structure of the graph. One can also exchange (read and record)
the knowledge accumulated in sheets <Diagram> and <Table>.
2.3. Module for simulation of complex logical functions
Simulation procedure cooperates with three spreadsheets: <Table>, <Simulations> and <Calculations>. The logical (static) structure of a simulated process is
described in the knowledge base SE contained in the spreadsheet <Table>. However, in most real processes, in addition to logical, there are also other dependencies,
in particular:
− quantitative dependencies between numerical attributes (values);
− dynamic dependencies taking into account time delays and accumulation in
time. Integrators are elementary systems by means of which most dynamic
relationships can be modelled;
− feedback. In static logical dependencies feedbacks are unacceptable
external contradictions. Feedback is only possible if there is a battery
memory (recovery/previous state memory) of the dependent variables
(i.e., conclusions/deductions). Taking into account the previous states
causes the appearance of additional state variables. The simulation
procedure allows for modelling of feedback because it operates iteratively,
so the logical values of deductive conditions are based on the findings of
the previous iteration;
− external influences, or extortions - deterministic and stochastic.
Quantitative dependencies, feedback and external influences can be included in the
definitions of events. Events are treated as deductive conditions. Occurrence of an
event causes that to the relevant deductive condition a logical value <True> is assigned. The spreadsheet <Simulations> contains definitions of events.
In event simulation integrators play an important role. Each integrator is related to input, output and initial condition (IC). The initial condition is set to the integrator output at the beginning of each simulation. The time constant of the integra-
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tor is equal to the time unit. During each iteration, the input value divided by the
time constant, i.e. the number of iterations per time unit (simulation parameter), is
added to the integrator output. It is possible to define three types of events:
− random events. For random events the probability p of of an event in a
time unit and the maximum and minimum event time (Tmin and Tmax) are
defined.
− The actual time of the event is determined randomly (the assumed default
is uniform probability distribution). After a random choice of an event the
simulation procedure randomly determines the time of this event. In case
of generating static random events it must be assumed that the number of
iterations per unit time is equal to one, and Tmin = Tmax = 1;
− deterministic events. For these events the duration time is defined
(beginning and end) using a time counter expressed in time units. At the
beginning of each simulation the value of the counter is reset to zero. In
order to define an event dependent only on time, it is necessary to
introduce a suitable definition of the formula in the table of events;
− events dependent on the course of the simulated process, that is the state of
logical or numerical variables (values). The expressions defining such
events can use all the variables in the spreadsheet <Simulations>, i.e. the
askable conditions, conclusions, integrator outputs and the timer. In case of
more complex dependencies it is also possible to use the expressions,
constants and variables included in spreadsheet <Calculations>
Apart from definitions of events the <Simulations> sheet contains also other information, such as:
− records of the timing of all process variables - logical variables and
numeric variables (values);
− collective results of simulated logical variables, on the basis of which it is
possible to create a histogram of events;
− simulation parameter settings. The parameters being: the time of the
simulated process, the number of iterations per time unit, and the number
of simulations when, due to the occurrence of random events simulation is
repeated many times.
If in a simulated process deterministic factors predominate, then it is appropriate to
present the process by means of time charts. Among the process variables it is possible to distinguish the following:
− boolean (logical) variables - askable conditions and conclusions;
− numerical variables corresponding to the outputs of integrators;
− additional variables. The user can define up to 20 additional variables of
any type.

258

If the simulated process is dominated by random factors (e.g. simulations
using the Monte Carlo method), the simulations are generally repeated several
times. In such case, creating time charts would not be justified, but it is advisable to
determine aggregate results for boolean variables, such as the relative time of the
event, the minimum and maximum time of the event and the data to a histogram
representing the distribution of events in different time intervals. This information
is contained in the <Simulations> spreadsheet. Time periods of the histogram can
be defined in the corresponding cells of the <Simulations> spreadsheet. Detailed
information on how to carry out the simulation are given in the sheet <Help> of
the RES.
An example of a knowledge base that reflects the logical structure of the production process and the contract shows Fig. 2. Based on the presented simulation
was performed according to the risk of delayed execution of the contract.

Figure 2. Sample knowledge base representing the logical structure of the contract

3. Example of RES application in early warning system (EWS)
To examine the financial situation of entities involved in an engineering
industry enterprise, it is possible to use one of the procedures applied in bankruptcy
forecasting systems. It is important to assess the financial situation of other enterprises (contributors, customers, suppliers) due to the extensive cooperative relations mechanical engineering enterprises. Bankruptcy forecasting systems are
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a special category of early warning systems. Below there is an analysis carried out
in one of the companies. Information regarding the financial situation result from
the designation (based on the enterprise business records) of the parameters in the
Frydman procedure. [8]. The logical structure of the aggregation procedure, the
path of reasoning/inference and conclusion are shown in Figure 3.
R1:
R2:
R3:
R4:
R5:
X1 = 0,3625

If
If
If
If
If

(¬s1 ∧ ¬s2) then s5
(s1 ∧ ¬s4) then s5
(¬s1 ∧ s2 ∧ ¬s3) then s6
(¬s1 ∧ s2 ∧ s3) then s7
(s1 ∧ s4) then s7
X2 = 0,12
X3 = 0,0059

X4 = 0,4154

Figure 3. Evaluation of the researched enterprise according to the Frydman
procedure – graphic interpretation

In order to verify the information about the absence of risk, for the indicators
which determine the absence of risk safety margins have been determined. The
conclusion about the lack of risk is usually an R5 rule conclusion for which the
askable conditions are s1 and s4 statements relating to the indicators X1 (maximal)
and X4 (minimal) values (equation 1).
δX1 = 100% ⋅

X 1 − X 1w
X 1w

δX4 = 100% ⋅

X 4w − X 4
X4

Xi − the value of the i-th indicator,
Xiw − the reference value of the i-th reference comparator.
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(1)

For these indicators the safety margins are:
δX1 = 176,95%,

δX4 = 67,92%.

Given the above safety margin values, the accuracy of the information about the
absence of a direct risk due to unfavourable financial situation can be almost certainly confirmed.
4. Conclusions
In the recording and structuring of qualitative information the SSW network
system of knowledge is quite helpful. In particular, it is useful to apply Knowledge
Objects combining a uniform formal structure with a possibility to use different
language representations to describe the factual information. RES, rule-based
expert system is practicable in the processing of relatively well-structured qualitative information and the information described by logical-and-algebraic models.
In the presented concepts original, proprietary solutions were applied:
− a self-organizing Horn clauses chart, simplifying editing and recording of
knowledge bases;
− conversion and deduction expert spreadsheets - combining the possibilities
of a spreadsheet (algebraic models) with forward deduction expert system,
(logical models);
− tools for visualization of knowledge structure and inference/reasoning
paths;
− trivalent logic (True, Unknown, False), that provides monotonic reasoning
in developed knowledge bases.
The presented tools will be used in a system supporting knowledge management in
engineering industry enterprises which is being built. Both the concept
of network-based knowledge and rule-based expert system will be used in the implementation of the following systems: early warning, contract risk management,
gathering and sharing knowledge about good and bad practices, supplier selection
support.

The publication is financed from public science funds in the years 2010-2013 as
the research project No. 03-0112-10 /2010 dated 09.12.2010.
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PRODUCTIVITY PARADOX IN POLISH FOOD PRODUCTION
INDUSTRY
PIOTR JAŁOWIECKI a), MICHAŁ GOSTKOWSKI b)
a)

Warsaw University of Life Sciences, Faculty of Applied Informatics and Mathematics
b)
Warsaw University of Life Sciences, Faculty of Economic Sciences

This paper presents the results of studies of the relationship between level of
advancement of IT solutions used in Polish enterprises of food processing and the
company's financial situation, logistic costs, position on the market against the
sector, and quality of IT support of logistics. The results showed no significant
correlation between IT solutions advancement level and financial situation, and
logistic costs. These results corresponds with the productivity paradox signaled in
the literature. However, there was an average correlations between the IT solutions
advancement level and position on the market against the sector, and quality of IT
support of logistics. The studies used the results of a survey conducted in 2009-2011
among Polish food processing sector enterprises.
Keywords: IT investments, company’s performance, productivity paradox, food
production

1. Introduction
To improve their performance, different organizations, especially commercial
companies are investing more and more money into information technology (IT).
Many research results indicates on increasing trend of IT investments in recent
years. Despite the rapid growth of IT investments, it has no explicit confirmation of
relationship between IT investments level and business performance indicators.
In consequence, questions about the existence of direct effect of investment on the

financial results of enterprises and the possible strength of such relationship
(Henderson et al., 2010) (Lim et al., 2011) (Masli et al., 2011) (Khalaf, 2012).
This problem is not new. Already in the first half of the 90 years of XX century,
on the basis of the results of studies in many companies in the U.S. and Europe,
a famous American economist, Paul A. Strassmann said: "You're looking for
a direct relationship binding expenditure on computerization of business profits?
Forget about it.". Another eminent American economist and Nobel Prize winner in
1987, Robert Solow said: "Computers can be seen everywhere, except efficiency
statistics." (Badurek, 1998). Just then in the literature a term of productivity
paradox was began to be used for determining of described lack of association
(Strassman, 1990) (Brynjolfsson, 1993) (Loveman, 1994).
IT investments are made based on the assumption that they have the potential
to improve both the efficiency of business processes and competitive advantage.
These investments can be internal or external. Internal IT investments aimed at
reducing business costs, improve quality and speed, eliminating repetitive business
processes and increase business agility. Externally focused IT investments are
planned to help the company gain a sustainable competitive advantage and improve
its market position, particularly by improving customer satisfaction.
There have been many studies that have attempted to assess the impact of IT
investments on the financial performance of companies. Berndt & Morrison (1994)
showed a negative impact of IT investments on the company's financial condition.
In turn Bharadwaj (2000) and Kim et al. (2009) showed that IT investments have
a positive impact on the company's financial condition. However, Melville at al.
(2007) showed that the impact of IT investments on the financial condition depends
largely on the branch. The study was conducted on a similar issue in Poland.
Kaminski and Kulisiewicz (2007) conducted a survey and tested a total of 540
Polish companies from the SME (Small and Medium Enterprises) sector. On the
basis of the results conducted studies, they put forward a proposal that among
Polish companies belonging to small and medium-sized enterprises it is difficult to
assess the impact of IT investments on the company's financial condition.
The obtained results shown on the Figure 1 and Figure 2, are ambiguous.
In contemporary information society and electronic commerce, information
technology plays a key role, acting in the most efficient means of achieving, transfer
and process information. Therefore, informatization concerns in principle to all
sectors of the economy, even those in which traditional IT technologies are used in
a very limited extent for example in agriculture and agribusiness, especially in food
processing and production. Modern enterprises producing foods are characterized by
complex logistic chains functioning in accordance with the principle of "from the
farm to the fork", as well as extensive connections including many different kinds of
co-operation partners: providers of agricultural products, suppliers of intermediate
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products and recipients of food products. This is also the case in the Polish sector of
the food processing industry (Jałowiecki i Jałowiecka, 2013).

Figure 1. Is the last quarter of IT equipment (hardware and software) has contributed to the
company's revenue? Source: Kamiński and Kulisiewicz (2007)

Figure 2. Is the last quarter of IT equipment (hardware and software) helped to reduce the
company's costs? Source: Kamiński and Kulisiewicz (2007)
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In consequence, information technology support of activities such enterprises
is primarily concerned on logistics and information management, and the
complexity of information systems should be fairly high. This in turn causes that
the cost of such systems implementation are quite high. Additionally, in Poland,
the vast majority (98.9%) of food producing sector enterprises represent those
belonging to the SME sector, among which the vast majority (69.7%) are microenterprises employing up to 9 persons, inclusive. For obvious reasons, small
enterprises have limited financial capacity, so the acquisition and implementation
of integrated information systems can be problematic (Wicki i Jałowiecki, 2010).
The advancement level of IT technologies and complexity level of information
systems used to support both logistics and information management in Polish
agribusiness enterprises is relatively low. The main focus is on the information
processing and exchange with business partners rather than internal circuit. Quite
large differences were also found between the different sectors (Jałowiecki, 2012a)
(Jałowiecki, 2012b). In previous studies, a correlation was found between the IT
solutions advancement level and position of the enterprise against the branch was
found. Although this relationship was shaped at an average level, it was statistically
significant. It was also found that the strength of this relationship was the greater,
the greater were surveyed companies (Jałowiecki and Gostkowski, 2012).
2. Aim, scope and methods
The main aim of the studies was to examine the correlation between
advancement level of IT solutions used in polish agri-food companies and
company’s performance indicators: financial situation, level of logistic costs,
position on the market, and quality of IT support of logistics. Source data came
from a survey conducted in 2009-2011 among enterprises of the agro-food
industry. As a result of the survey obtained responses from 512 companies. In the
individual studies only those companies which have identified its employment size
category and performance indicators in the surveys, were taken into account.
The study group was divided into four subgroups depending on the number of
employees in company: microenterprises (up to 9 employees), small (from 10 to 49
employees), middle (from 50 to 249 employees), and large enterprises (250 and
more employees). To assessment of used IT solutions advancement level, indicator
proposed by Jałowiecki and Jałowiecka (2013) was used. It is based on six
components:
• the fact of having a comprehensive information system (1 point for answer
“yes”, 0 points for answer “no”);
• IT support of five areas of logistics: transport, stocks, packaging and
reverse logistics, storage management, order management and forecasting
(0.2 points for every answer “yes”);
266

•

method of information transfer in internal circuit (0 – declared any way,
0.17 – verbally, 0.33 – on paper, 0.5 – by phone, 0.67 – by fax, 0.83 – by
e-mail or Internet communicator, 1 – in software);
• method of information transfer in external circuit (0 – declared any way,
0.17 – verbally, 0.33 – on paper, 0.5 – by phone, 0.67 – by fax, 0.83 – by
e-mail or Internet communicator, 1 – in software);
• proficiency level of used information system (0 – declared any system, 0.2
– Financial-Accounting (FA) system, 0.4 – Electronic Data Interchange
(EDI), 0.6 – Materiel Resources Planning (MRP) system, 0.8 – Enterprise
Resources Planning (ERP) system, 1 – Business Intelligence (BI) system);
• method of building and using of forecasts (0 – declared absence of formal
forecasts, 0.2 - production depending on the raw material supply, 0.4 –
production based on orders received, 0.6 – forecasts based on historical
data only from the company, 0.8 – forecasts based only on data from
market studies, 1 - forecasts based on data from the company and market
data, including also market forecasts).
The values of this ratio are in the range of 0 to 6 and was categorized into five
categories: very low, low, average, high and very high, by the fact that its
component variables assume the values categorized.
To assess the strength of the correlation between variables and the stage used
solutions used Spearman's rank correlation coefficient:
n

rS = 1 −

6 ⋅ ∑ d i2
i =1
3

n −n

Hipothesis:

,

d = (xi − y i ) .
2

where

H 0 : rS = 0
H 1 : rS ≠ 0

,

test statistic: t =

rS
1 − rS2
n−2

,

where: i – company number, xi – researched variable category, yi – indicator of IT
solutions advancement category, n – number of enterprises, t – test statistic about
t-Student distribution.
For using Spearman's rank correlation coefficient suggests that there is a
logical sequence of enterprises if we consider those companies with variable
depending on the test. The financial situation of the company takes four possible
values: very bad, quite bad, rather good, very good, and logistics-related costs in
the total cost adopt the following categories: very high, rather high, rather low, and
very low participation. The company’s position in the market against the sector
was categorized on four categories: very weak, rather weak, rather strong, and very
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strong. The last studied company’s performace indicator – the quality of IT support
of logistics has also four possible values: very poor, rather poor, rather good, and
very good.
3. Results
As mentioned Polish sector of the food processing industry is characterized by
a great diversity both in terms of industry branch, as well as due to the volume of
employment. Figure 3 shows the percentages of the enterprise groups that
responded to the survey in division according to employment size category.

Figure 3. The structure of the survey sample of Polish food-producing enterprises
used in research

On the basis of the Spearman correlation coefficient, no correlation between
the IT solutions advancement level, and the financial situation was found in all
enterprises (Table 1). The results confirm prior literature.
Table 1. Results of Spearman’s rank correlation between IT solutions advancement
level and financial condition for all companies surveyed
(significance level α = 0.05)
rs

t

p-value

tα

0.05

1.16

0.25

1.97

The analysis of this relationship in different subgroups of enterprises
indicated the absence of statistically significant correlation in all groups except for
small enterprises (Table 2). The results of previous studies indicate that it is an
enterprise group, which is mainly used for basic autonomous financial and
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accounting systems, often based on commonly available spreadsheets such as
Microsoft Excel (Jałowiecki, 2012a).
Table 2. The values of Spearman’s rank correlation between IT solutions advancement
level and financial condition depending on the size class of the company
(significance level α = 0.05)
size class of company

rs

t

p-value

tα

micro

0.07

0.59

0.59

2.00

small

0.16

2.92

<0.01

1.97

middle

0.06

0.59

0.56

1.98

large

0.02

0.12

0.90

2.05

Statistically significant, but very weak average level of correlation was found
between the level of used IT solutions, and participation of logistics costs in total
operating costs for all companies (Table 3). It was a positive correlation, which
means that, paradoxically, a higher level of advancement of used IT systems meant
higher costs of logistics.
Table 3. Results of Spearman’s rank correlation between IT solutions advancement level
and participation of logistics costs in total operating costs for all companies surveyed
(significance level α = 0.05)
rs

t

p-value

tα

0.17

3.72

<0.01

1,97

The results obtained in the different subgroups of enterprises indicate no
statistically significant correlation in all groups also except for small enterprises.
It was positive and weak correlation, which means that a higher level of
advancement of IT systems is related to the higher level of logistics costs. Even
only in the group of large enterprises was no correlation between higher
advancement IT systems level and lower logistic costs level (Table 4).
Table 4. The values of Spearman’s rank correlation between IT solutions advancement
level and participation of logistics costs in total operating costs depending
on the size class of the company (significance level α = 0.05)
size class of company

rs

t

p-value

tα

micro

0.05

0.37

0.71

2.01

small

0.22

3.78

<0.01

1.97

middle

0.08

0.78

0.44

1.99

large

-0.01

-0.03

0.98

-2.06
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The resulting deficiencies or very weak correlations between the level of
advancement of IT solutions, and the financial situation of enterprises and logistics
costs confirm reports in the literature. Taking into account generally undisputed
positive impact the use of modern IT technologies on the companies functioning, in
the next step correlations between the level of advancement of used IT solutions
and market position the company against the sector and the quality of IT support
logistics were investigated. In both cases there was a statistically significant and
average strong correlations (Table 5 and 7).
Table 5. Results of Spearman’s rank correlation between IT solutions advancement level
and position in the market against the sector for all companies surveyed
(significance level α = 0.05)
rs

t

p-value

tα

0.32

7.53

<0.01

1.96

The results obtained in the different subgroups of enterprises indicate
statistically significant correlations in all groups. Stronger correlations was found
between the level of advancement of used IT solutions, and the quality of IT logistics
supporting, than the company's market position. In both cases, correlations were
getting stronger in groups of enterprises of increasing employment (Table 6 and 8).
Table 6. The values of Spearman’s rank correlation between IT solutions advancement
level and position in the market against the sector depending on the size class
of the company (significance level α = 0.05)
size class of company

rs

t

p-value

tα

micro

0.24

1.87

0.07

2.00

small

0.27

4.84

<0.01

1.97

middle

0.45

4.87

<0.01

1.99

large

0.55

3.26

<0.01

2.06

The results clearly indicate that with increasing size of the company,
the transmission of modern IT technologies on the market position of the company
is getting stronger.
Table 7. Results of Spearman’s rank correlation between quality of IT support of logistics
and IT solutions advancement level for all companies surveyed
(significance level α = 0.05)
rs

t

p-value

tα

0.44

10.18

<0.001

1.97
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Obtained results also indicate that despite the absence of direct correlation
between the level of advancement of IT solutions, modern information
technologies clearly influence the improvement of the market position of
companies.
Table 8. The values of Spearman’s rank correlation between quality of IT support of
logistics and participation of logistics costs in total operating costs depending on the size
class of the company (significance level α = 0.05)
rs

t

p-value

tα

micro

0.25

1.81

0.08

2.01

small

0.40

6.99

<0.01

1.97

middle

0.56

6.40

<0.01

1.99

large

0.70

4.88

<0.01

2.06

size class of company

4. Conclusion
During the studies, a statistically significant correlation with average strength,
according to which the increase in the number of employees in the company was
accompanied by increase in the level of advancement used IT solutions was found
in Polish agri-food production sector (Table 9).
Table 9. Results of Spearman’s rank correlation between size of company’s employment
and IT solutions advancement level for all companies surveyed
(significance level α = 0.05)
rs

t

p-value

tα

0.51

13.20

<0.01

1.96

Further studies showed no correlation between the level of advancement of
used IT solutions, and the financial situation of enterprises and its logistics costs.
This confirmed reports in the literature known as the productivity paradox.
The only exception were a small companies with 10 to 49 employees, which,
together with an increase of level of advancement of IT solutions, it was very weak
improvement of the financial situation and the very weak increase of the logistics
costs. The question remains benefits generated by investments in IT solutions in
the long term, and those that can not be directly translated into profit of company.
These investments and, consequently, the level of IT technology modernity
translates into higher market position of the company and better quality of logistics
support. In the food industry, especially the latter correlation has an special
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importance because of the large number of very different categories of agricultural
raw materials suppliers and consumers of food products, which significantly
increases the complexity and complication level of logistic processes (Jałowiecki
and Jałowiecka, 2013).
Considering a definite advantage for small and medium-sized enterprises in
the Polish sector of food processing, it is worth noting limited possibilities of these
companies for investment in modern IT technologies. In such a situation is
particularly important opportunities for providing application services (APC),
using on-demand software, or using software available in the cloud by SME sector.
They can provide attractive and competitive offer for classic, expensive integrated
information systems (MRP, ERP or BI).
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Poland more than 10 years later than the other European Union (EU) states acted
towards informatizaton of public administration, thanks to which it was possible to
share public services with individuals and companies by electronic means. This article will analyze the assessment of our country in the aspect of full online availability
and maturity of 20 public services in all editions of the study entitled eGovernment
Benchmark Measurement. It’s a comparative study, in which Poland appeared as a
new member of EU in 2004. In the period from 2008 to the 2010, Poland has made
a significant progress in most indicators of information society (SPI). However, in
2013 our country is still closer to the end than to the middle of the chain of
e-government effectiveness in the EU.
Keywords: information society, informatization of the public administration, IT projects, e-government, government e-services, eGovernment Benchmark Measurement

1. Introduction
Building of e-government is an important component of the implementation
of the SPI. It is also conditioned by the informatization of public administration
and the prevailing laws on the basis of which units in this sector operate. Introduction of e-government in Poland took place primarily in terms of Polish stand as
a candidate for accession to the EU and its development occurs as a result of membership in its structures.

The year 1991 is acknowledged as initial for the origin of native SPI. In July
that year a report was drawn up on the Proposal of a strategy of the development
and use of the computer science in the Republic of Poland [1].
From the moment the document entitled Europe and the society of global
information. Recommendations for the Council of Europe (named the Bangemann
Report after the surname of one of the authors) the concept of e-government, as
a component of the eEurope initiative [15], permanently filled the issues undertaken in the EU.
The European Commission (UC) defines the e-government term as the „use of
information and communication technologies (ICT) in public administration,
in strict connection with indispensable organizational change and new skills of
public services with the aim to improve the quality of services provided by service
administration and to make the process of democratic legitimization of policy
wielding more effective” [2].
In Poland the first discussions on the e-government started in 1994, after the
Bangemann Report had been published, but no sooner than in November 2000 the
document The Global Information Society under Poland’s accession to the European Union appeared [3], worked out according to seven expert evaluations prepared at the request of the Scientific Research Committee (KBN).
According to that document: „Poland should actively and creatively join the
pending work on the principles of the future world information order within institutional, servicing and technological means of information infrastructure. Another
problem is the lack of social awareness, knowledge and experience as to where to
use teleinformation science. One of the State’s basic tasks should be to provide an
appropriate common education in this field” [24].
Public administration informatization in Poland, determining the functioning
of e-government, requires coherent strategies - policies constituting the legal
frames for rational use of the State budget resources, but mostly those from the EU
budget and thus taking advantage of the chances resulting from our membership in
the Union.
The goals and priorities of Polish public administration informatization are
presented in many strategic documents, such as: Program of Fighting against Corruption – Anti-Corruption Strategy [6] (both stages of implementation), Informatization Strategy in the Republic of Poland – ePoland for 2004-2006 [7], The Regulation Reform Programme [8], Strategy of the Development of Poland 2007-2015
[9], The State’s informatization Plan for 2006 (PIP2006; [10]), The State’s informatization plan for 2007-2010 (PIP2007-2010; [11]), Strategy of Supporting the
Civil Society Development for 2007-2013 [12] and Strategy of Supporting the Civil
Society Development for 2009-2015 [13] and The Governmental anti-corruption
program for 2012-2016 [14].
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The effectiveness of the mentioned strategies may be evaluated, among
others, according to the results of the cyclic study eGovernment Benchmark Measurement. Wherein first of all the effectiveness of the public administration should
be understood as the ability to provide e-services actually needed for citizens and
businesses.
In 2007 Europe thought about the approaching end of the period of the Lisbon
Strategy implementation, therefore the need for preparing new policies was
noticed, i.e. e-government development strategies appropriate for the next planning
horizon. All the existing reports of the eGovernment Benchmark Measurement
study were considered as reliable instruments of information policy both at the
European level and among the member states. To confirm the intention of undertaking further works on the development of e-government by projects management,
Wolfgang Schäube - the German minister of the interior at the eGovernment conference held in April 2007, in Berlin, said: „every policy initiative becomes sooner
or later an ICT project”.
But why is the public e-services development pace higher in some countries
and lower in other countries? The results of the eGovernment Benchmark Measurement research indicate that this largely has its source in institutional environment, i.e. formal (legal and administrative system) and informal (culture and customs) rules of social and economic life.
2. The beginnings and synthetic characteristics of the eGovernment Benchmark
Measurement Survay
The need to carry out the research on e-government results from the inability
to develop any policy to this extent without the knowledge on the present status
and determining on its basis the planned development trends. The eGovernment
Benchmark Measurement study in Europe has a cyclic nature and the following
detailed goals:
- evaluation of policies, plans and programmes within the e-government,
- analysis of the progress in e-administration and comparison of its effectiveness
in individual countries and between them,
- recognition but also control of the EU member states administration
achievements,
- motivation of public administration in the EU to improve their activities and
modes of e-services provision,
- exchange of knowledge and experiences between administrations of the
respective countries.
The first online study on public services in the Internet was prepared by Cap Gemini Ernst & Young at the request of the European Commission, Directorate General
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for Information Society. The point of reference in this study was one of the twenty
three indicators of e-government, adopted by the EC Council on 30 November
2000, determining the per cent of the basic public services available on-line.
This enabled a measurement of the progress in the internet applications development through which the services are provided, compare the effectiveness and identify the best practices in the e-government area among the states considered in the
study.
Reports from the study are usually drawn up every year. The first of this cycle
was the Web-based Survey on Electronic Public Services. Results of the first measurement: October 2001 [16]. To prepare it the EC made a list of 20 basic public
services, 12 of which were addressed to individual citizens, and 8 to entrepreneurs.
They are presented in table 1.
Additionally, for measurement of the public services sophistication the fourlevel model (information level, the unidirectional interaction level, level of bidirectional interaction, level of personalized transaction) of their sophistication was
defined.
Table 1. 20 common public services aimed at individual citizens (12) and businesses (8)
SERVICES AIMED AT
Ordinal
number
1
2
3
4
5
6
7
8
9
10
11
12

INDIVIDUAL CITIZENS
Income taxes
Job search
Social security benefits
Personal documents
Car registration
Application for building permission
Declaration to the police
Public libraries
Birth & marriage certificates
Enrolment in higher education
Announcement of moving
Health-related services

BUSINESSES
Social contribution for employees
Corporate tax
VAT
Registration of a new company
Submission of statistical data
Custom declaration
Environmental permits
Public procurement

Source: own preparation on the basis of [16, p. 3]

Sophistication of public services available online has a scale from 0 to 100%
and if it was estimated for at least 60% it is assumed that a given service is available online. However, the index of full online availability of public services is
defined as a percentage of services available online among all twenty public services examined.
Apart from the division of the twenty basic public services into those dedicated to individual citizens and those dedicated to businesses, they were classified
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further into four groups (clusters) for which also some statistics are determined.
The following four clusters of public services are evaluated:
- income-generating services (income taxes, corporate taxes, custom declaration,
obligatory contribution for employees),
- registration services (car registration, registration of a new company, submission of statistical data, birth and marriage certificates, announcement of moving),
- returns (job search, public procurement, health-related services, declaration to
the police, social security benefits, public libraries),
- permits and licences (personal documents, permits and certificates, e.g. environmental, enrolment in higher education, permission for building).
The e-government development effectiveness should be visible through offering of
public services at higher and higher levels, i.e. shifting from services provision
exclusively through making information available to more and more advanced
ways of handling official matters.
The results of the eGovernment Benchmark Measurement study are widely
commented by the media and used by various institutions such as, for example, the
World Bank. The member states are also recommended to organize national conferences propagating the results of studies, to which the EC representatives and
consortium of companies carrying out the study may be invited. Poland planned
a ministerial conference (6th European Ministerial Conference on e-administration,
entitled: Trans-border e-administration services for Europeans was held on 17-18
November 2011 in Poznań) devoted to e-administration to be held in November
2011, during our country’s presidency in the EU Council.
3. Analysis and evaluation of polish results in study eGovernment Benchmark
Measurement
Evaluation of Poland in the European chain of e-government effectiveness
will result from the analysis – full online availability and maturity of 20 public
services (table 2) – based on the indices of a comparative study of electronic
administration effectiveness in European countries - eGovernment Benchmark
Measurement.
This study in the first six editions provided only information about online
availability and maturity of 20 basic services of e-administration in the member
states. The first seven editions were conducted independently by Capgemini company, whereas two last editions, substantially more comprehensive, were conducted
by the consortium of companies Capgemini, IDC, Rand Europe, Sogeti and DTi.
The 8th and 9th study [20, 21] apart from the two mentioned indices will also include electronic public procurement, horizontal solutions, analysis of the sequence
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of e-administration services needed in specific life situations, such as loss of a job
or launching a business activity, qualitative analysis of needs, and monitoring of
satisfaction of the entities using the e-government services.
Before 2013 Poland participated six times in the eGovernment Benchmark
Measurement. For the first three years Poland had one of the last positions on ranking lists, both in respect of the index of complete availability on-line of 20 basic
public services and index of their maturity.
Perhaps the achievements of our country, or rather the lack of achievements in
2004 may be accounted for by the fact that in May 2004 Poland became the EU
member, and as early as in October that year it was subjected to examination.
In the aspect of full online availability, in the examination of that year only Latvia
obtained a worse result than Poland.
For administrative reasons, in 2005 no examination from the analysed series
was carried out. But looking at the report of the World Economic Forum (WEF)
report Global Competitiveness Index 2005-2006 for the period 2005-2006 we can
notice that Poland was at that time by five positions higher in the ranking, as compared to the years 2006-2007 (table 2). Lying behind this better position in the
ranking are the restrictions imposed then on the labour market, which toughen it
and do not allow for an effective decrease in unemployment. According to the definition presented in the reports, the country’s competitiveness depends on the
productivity perceived as a combination of individual policies and institutions,
allowing to increase the rate of return from the resources invested in business activity, which will directly contribute to economic growth in the medium and long
period. The criterion of the states classification into respective development stages
is in this ranking the GDP per capita. In 2006 the decrease in unemployment in
Poland was undeniable, but it was rather due to the country’s favourable economic
situation, and not due to its reforms.
The study of 2006 shows that the public administration is focussed rather on
the aspect of using new devices by the clients in contacts with officials than on the
provision of new e-services through the Internet. Such an orientation had its source
in the priorities of the new i2010 eGovernment Action Plan [22]. It assumes that
owing to e-government, up to 2010 all citizens will be able to easily use services
which are safe, more effective, and more corresponding to the global society’s
needs.
The ranking of 2006 mentions Poland on the positions by 1 place higher, as
compared to the previous study launched in October 2004 (the final report of the
study was published in March 2005). But this improvement is so insignificant that
we cannot speak of any permanent tendency.
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Table 2. 20 common public services in Poland in rankings of e-government
authorized by the EC
TWENTY BASIC PUBLIC SERVICES in Poland
as compared to the mean value among all states subjected to the study
The year when
the report was
prepared

Percentage of 20 basic
services with full online
availability (the mean per
cent of full online availability of 20 basic services
among the states covered
by the study)

2004

10% (41%)

Percentage of online sophistication of 20 basic public
services (the mean percentage of maturity of 20 basic
public services among the
states covered by the study /
four- or five-level model of
services maturity)
36% (65% / 4 level model)

2006

20% (50%)

53% (75% / 4 level model)

2007

21% (57%)

53% (75% / 5 level model)

2009

55% (69%)

74% (83% / 5 level model)

2010

79% (82%)

87% (90% / 5 level model)

Poland’s position in
view of full online availability of services,
Poland’s position with
regard to services maturity / number of states
participating in the
study
26 - availability, 27 –
sophistication / 28
25 – availability, 26 –
sophistication / 28
30 – availability, 30 –
sophistication / 31
25 – availability, 24 sophistication / 31
19 - availability, 20 sophistication / 32

Source: Own preparation on the basis of [17, 18, 19, 20, 21]

The lowest position obtained by Poland in the ranking was the last but one –
30th position, in 2007, for both main indices. Those worst, for Poland, indices
could partly have their source in extension of the model which served as a basis for
measurement of the maturity of services by a consecutive, higher, level. Such a low
position points also to other disturbing phenomena occurring in Polish economy
and public administration sector informatization, such as the status of public finances, legal system and technological advancement, as well as the level of inflation and unemployment. Although such changes occurred also in other new members of the EU, yet they did not threaten the general perception of such country as
for instance Estonia as one of the best localities for investments.
First of all we should appreciate the greatest improvement of the e-services
quality between 2007 and 2009. Surely this was largely due to the activities, undertaken at that time, aimed at increasing the public administration effectiveness, such
as working out two PIPs, Strategy of the Development of Information Society in
Poland up to 2013 [25], or financing of the key projects for the e-government development, mostly for the EU’s financial means. PIP2007-2010, apart from continuation of the activities launched in PIP2006, stipulated also implementation of
platform ePUAP, the main purpose of which was to be the integration of information resources of most of offices in Poland and making the public services available for the citizens and businesses through the Internet. The ePUAP platform was
launched, as a pilotage, in April 2008. At the same time legal regulations came in
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force which admit the use of the electronic signature and enable filling in PIT
returns through the Internet. In 2009 an agreement was signed, enabling the Social
Insurance Company (ZUS) to use ePUAP for bilateral communication with clients.
This was an important facilitation mostly for business companies, because a lot of
administrative charges they have to incur refer to the issues connected with social
support packages. Not less important is also the fact that Poland had one more year
to get ready for evaluation in 2009, because in 2008 the final report from the analysed study was not published.
Both the main indices of the e-government development were clearly increased over 2007-2009, but the improvement was too slow for Poland to be significantly advanced among the other examined states. In none of the studies on the
e-government effectiveness was the total percentage of availability (without the
division into clusters of services for citizens and businesses, as presented in table 2)
of 20 basic services of public administration in Poland or the percentage of these
services maturity higher or equal to the relevant mean percentage among all participating countries. In the case of the relation of online availability to public services
maturity an exceptional situation occurred in the study of 2009, when for the first
time in services advancement Poland was awarded the 24th position, and evaluation
of online availability classified our country on the 25th place. How can we explain
this? The circumstance which supports such a scenario was the 2009 recession
which affected 26 EU countries, though was more lenient with Poland. Owing to
appropriate policies undertaken towards increasing informatization cohesion in this
sector in Poland, in 2009 the public services online availability was increased by as
many as 34 PP, in comparison to 2007, and the degree of their advancement was
increased by 21 PP (in 2007 this index amounted to 53%). This good evaluation of
maturity was surely affected by a high grade obtained in the measurement of the
process of electronic public procurements, higher than the mean value for EU27+.
Due to the Union’s recession and fast economic growth in Poland, in 2010
Poland reached the 19th place in respect of full online availability (increase by
6 positions, as compared to the previous study) and 20th place (by 4 positions better
than that of 2009) in respect of the advancement of services. Such results approximated us to the Union’s average national income per capita and reflect quite unexpected achievements of our – 6 years’ at the time – presence in the EU.
In 2004 and 2006 mainly the issue of the difference between Poland’s and
European Union’s economic growth rate was considered. Simple calculations were
then made, consisting in extrapolation, the EU’s and Poland’s economic growth
rate curves were extended, and then expectation not of several, but several dozen
years Polish income convergence with the Union was formulated. The forecasts
assumed that in the initial period the growth rate would be higher in Poland. Later,
after 20 – 30 years, it was to be decreasing but still reaching a higher level than in
richer EU countries. These projections are drastically verified now by the world’s
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crisis, observed even in the EU’s most developed countries, which may lead to
long-term decreases in these countries’ economic growth.
In the 9th study of the e-government effectiveness the Polish administration’s
informatization appeared to be only slightly worse that the average outcome among
the examined states. Almost 80% of analysed public services were considered as
fully available online. The Polish public services maturity index was calculated at
87%, which was also a result only slightly diverging from the mean value.
In 2007 in Europe a further development occurred within the two main indices. The services maturity was estimated on average as 75% among EU27+ and
reached the level defined as the transaction level. This points to a higher advancement, as compared to the year 2006, because then the mean level of services sophistication was qualified to level 3 – bidirectional interaction. However, a great
difference (almost 50%) was observed between the most and the least advanced
countries.
With regard to full availability on-line EU27+ advanced from 50% in 2006 to
57% in 2007. There is another, more distinct divergence (85%) between the countries having the highest and the lowest availability on-line, which points to the appearance of the challenge of supplying the integrated (front-to-back-office),
interoperational services, especially in the case of the states having a decentralized
management system.
In the 7th study there is a high correlation between the two main measures:
online availability and maturity of offered services. Five countries achieved the
level of 90% (Portugal, Great Britain) and above (Austria, Malta, Slovenia) for
both measurements.
At the beginning of the Polish „measurement way” in European e-government
study a great differentiation of results between the participating countries was noticeable. On the other hand, the results of 2007 present e-services already as the
recognized and complex means to meet the liabilities of i2010 eGovernment Action
Plan [22]. The citizens of individual countries expected and sought then the quality
and dynamism in the provision of public services online. Instead, the governments
of these countries, having the data about the users’ experience in using services
Web 2.0, had to aim at the development and accomplishment of concept Gov 2.0,
acknowledged as the main one in achievement of the Lisbon strategy goals and
a significant element of Europe’s competitiveness.
The existing results for Poland for all the years of participation in the study
were always below the European mean value. In 2007 the greatest deviation from
the mean value was noted, by 36 PP in the case of the full online availability index
and by 29 PP in 2004 – with reference to the maturity of the estimated public
services.
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Analysing our internal progress according to the two main indices of the study
we can notice that:
1) the full online availability index between consecutive editions was increasing
respectively by 10 PP (editions from the years 2004 to 2006), 1 PP (2006-2007),
34 PP (2007-2010) and 24 PP (during 2010-2012),
2) the index of advancement of 20 basic public services between the indicated editions formed the following PP sequence {17, 0, 21, 13}.
Hence the observation that the total rate of the development of Polish
e-government, starting from the first ranking lists of 2004, was increasing faster in
the initial years and slower in the last years.
In the last but one [21] of the existing studies of European e-government,
Poland with the index of the average maturity of twenty basic public services estimated as 87%, compared with 90% as the mean value among the tested states and
index of full online availability at the level of 79%, took only somewhat lower
position than the mean value for EU27+ amounting to 82%. The improvement
observed in 2010 was no longer of a one-time type (as the one noted in 2006), so it
may be a manifestation of a more durable tendency. If such a tendency is maintained and the negative image of public administration is broken, Poland’s position
in European ranking of e-government effectiveness should be systematically
improving.
The conditions necessary for full online availability and increasing maturity of
public administration e-services are horizontal information solutions constituting
a basis for e-government applications. The last but one, i.e. the 9th study eGovernment Benchmark Measurement [21] confirmed the presence, in Poland, of legal
bases to use the national basic reference registers, use of electronic payments
(monitoring at the national level) and identified the one-time registration system as
that monitored at all 3 levels (national, regional and local) of public administration.
But Poland still lacks six (of nine) horizontal solutions: electronic identity, safe
repository of electronic documents and data, open standards for e-administration
application, guidelines related to the architecture of systems, catalogue of horizontal solutions and a safe exchange of documents and electronic data.
The latest report on public services online has subtitle Ðigital by Default or by
Detour [23]. It states that public services must be designed and delivered not in
administration-centric but in a customer-centric manner. The new benchmark
framework was used in order to aligned it with the policy priorities of the Digital
Agenda for Europe [25] and the current eGgovernment Action Plan (AP). One of
four priorities of AP is „results driven government”. „The results are based on
a survey sample of more than 28 000 internet-using respondents in 32 countries
who were questioned for this study”, [23, p. 18] and were named EU-27+.
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„Results driven government” evaluates the efficiency and effectiveness of
government on the basics of synthetic indicate Effective Government. It’s building
is shown in table 3.
Table 3. Indicators building the Effective Government Benchmark and values of its
components for Poland versus EU-27+
EFFECTIVE GOVERNMENT – Poland / EU-27+
EFFECTIVE GOVERNMENT – 18% / 26%
eGovernment efficiency – Poland / EU 27+
eGovernment impact – Poland / EU 27+
eGovernment efficiency – 39% / 40%
eGovernment impact – 64% / 71%
User Satisfaction –
Fulfillment of expec- Likelihood of re-use
Perceived benefits
Poland / EU-27+
tations Poland / EUPoland / EU-27+
Poland / EU-27+
27+
Top level satisfaction
% „likely” and „very
% „agree” and
% „better” and
likely”
to
re-use
“strongly
agree” with
scores (8-9-10) across
„much better than
19 life situations
8 perceived benefits”
expected”
37% / 38%
42% / 41%
83% / 86%
45% / 56%

Source: Own preparation on the basis of [26, p. 73]

The synthetic indicator eGovernment efficiency is an average of e-government
users satisfaction and fulfillment of expectation. While eGovernment impact is average of Likelihood of re-use and agreement with Perceived benefits. Effective Government is the most synthetic benchmark and is counted according to formula (1):
Effective Government = average of (eGovernment efficiency and eGovernment
imact) * percent of e-governmen Users scaled on 100
(1)
The effective government shows the extent to which governments succeed in
satisfying their online users and achieve re-use and fulfilled expectation.
5. Conclusions
Poland, despite of 13 years of activities aimed at the public administration informatization is presently counted among the least developed countries of extended
EU in the e-government area. Our country so far has not achieved the total grades
of online availability and maturity of e-services higher than average among all
participants. However, when analysing our results we should consider several
issues. Firstly, we should remember that the mean value for the two basic indices
of the study eGovernment Benchmark Measurement is overestimated by WestEuropean countries and underestimated by such countries as Bulgaria, Romania or
Croatia. Secondly, we should remember that the States for which the indices values
are initially lower find it easier to achieve a faster growth, as compared to the
States where these indices were high before. Thirdly, we should know that the
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main source of the means to finance administration informatization in the present
and previous financial perspective were the EU structural funds, and in the future
financial perspective covering the years 2014-2020 it will be mostly the Cohesion
Fund (CF). It is also an instrument of the EU’s Structural Policy but does not rank
among structural funds. The CF resources are earmarked for the member states in
which the GDP per capita is lower than 90% of the mean value in the EU states and
which prepared a programme aimed at meeting the criteria of convergences established in the Treaty establishing the European Community [5, art. 104].
The results of all analysed editions of eGovernment Benchmark Measurement
show that the European e-government is much more convergent in geographic
respect from the EU extension in 2004, because both the „old” and „new” Europeans live in the countries known as the leaders of electronic administration. The
loophole in the development of e-government was diminished between the „old”
15 European countries and „new” EU members, but not all of them. So the differentiation between the „old” and “„new” members of the EU seems to be irrelevant,
but only with reference to such countries as: Malta, Slovenia, Estonia or Latvia.
Significant for the development of national e-government is the lack of experience in projects management, having no vision of the development of electronic
administration, and non-priority treatment of offices informatization.
The inner attractiveness and international competitiveness of the country in
the public e-services area is based on several pillars. Public administration is one of
them. Of the elements which develop it, special attention is due to the institutional
environment, especially the legal system which should enable a long-term planning
and public finances status.
In Poland the services for business entities always achieved a higher maturity,
as compared to those addressed to natural persons (table 2). We already have
a relatively comprehensive offer of simple public e-services dedicated to citizens.
Therefore, public administration in Poland should provide higher subsidies for the
development of complex services for individual citizens, characterized by a high
level of sophistication and enabling complete fixing of a concrete official matter.
Because of the lack, for the whole country, of a cohesive informatization policy, the Electronic Platform of Public Administration Services (ePUAP) contains
only 60 services, whereas the list of matters which can be fixed using it contains
394 items (as per the 20th January 2012 [4, s. 8]).
The existing legal conditions also confine the public administration informatization capabilities, justifying the need to supplement and modify them so as to
follow faster the development of modern ICT, as completely as possible meet the
needs of its clients who know how to use such technologies and meet the EU’s
demands within the provision of e-services.
Apart from the quality of services for corporate and natural entities, decisive
about the public administration effectiveness are: the degree of its independence of
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political influences and the quality not only of formulated but mostly of implemented policies.
Poland’s political stability is perceived positively, but the quality of public
services obtains the grades from lower parts of rankings. The clearly lower evaluations refer first of all to health protection and administration’s capabilities within
the fast and valid decision-taking related to its clients.
Particularly important, in the e-government aspect, are legal acts by virtue of
which the public administration offices may conduct e-activity. The judiciary’s
independence, its flexibility and fast establishment of legal regulations surely affect
the costs of implementation and development of electronic administration.
The regulatory environment in Poland, due to the time and funds indispensable for passing through administrative procedures should be evaluated as unsatisfactory. Despite positive reforms, e.g. those simplifying the company registration
process, enterprises’ bureaucratic burdens in this sphere have not been changed
significantly. On the other hand, such services as obtaining a building permission
and use of the building in Poland belong to poorly effective services not only in
Europe but worldwide, because they are defined as particularly time-consuming
and expensive.
But the purpose of the development of e-government services in Poland are
not the latest ICT in public sector. Computer science, or rather informatization,
should be treated merely as an instrument enabling an on-going improvement of
the effectiveness of the functioning of public administration, including the activities associated with the provision of e-services for the Polish society.
Presently effective government aims to the extent to which governments meet
the expectations of citizens that use public services and succeeding in convincing
them to return to use e-government services.
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ICT systems commonly used in communication and web services may be successfully attacked, which may result in unauthorized access to data or taking control
of the attacked system. One of the sources of the problem is faulty software, and the
faults arise from programming errors or incorrect configuration of applications used.
There are a number of threats to secure provision of web services. Already known
methods of counteracting undesired phenomena do not offer permanent solutions;
however, there are ways allowing for increasing our security on the Internet. This
paper is aimed at presentation of significant threats to the security of web services
and of possible improvements to be made in this area, which is important when
e-services are ever more popular and when we are facing more and more successful
attacks on IT systems.
Keywords: soft errors, threats to web applications, security of web services

1. Introduction
The provision of web services using dedicated applications is not entirely
secure as ICT systems can be successfully attacked. The main cause is software
faults that arise from programming errors, insufficient software testing and incorrect configuration. Faulty applications may allow for access to data or taking control of a system. The scale of the phenomenon we are observing indicates a very
serious problem. Unfortunately, the provision of improved software versions or
patches for vulnerabilities already discovered offers only a temporary solution.

New faults are being discovered all the time and there are a lot of users who just do
not care enough about updating their systems. Sometimes new patches remove the
discovered software vulnerabilities but at the same time introduce new vulnerabilities to the system.
Among popular languages used to create websites we can name HTML
(to improve the functionality of websites developers also use JavaScript vulnerable
to attacks) and an easy and flexible but faulty PHP, which communicates well with
database systems (MySQL, PostgreSQL, Oracle). Certainly, there are also numerous threats independent from the programming language. Websites are often created using a free package called XAMPP (Cross-platform, Apache, MySQL, PHP,
Perl). A popular server platform for dynamic websites is also LAMP (Linux,
Apache, MySQL, PHP).
The security of a web service (including data transfer) depends, among others,
on the configuration of a web application, configuration of a web server, protection
of the database server and the transfer protocol used for communication. For security reasons the data sent from the user, database or web server files are filtered.
The application of special cryptographic mechanisms makes it possible to guarantee their confidentiality and conformity with the original data. Unfortunately,
sometimes even advanced protection does not guarantee maximum security. What
is worse, tools, trainings and instructions dedicated for IT specialists (system
developers, software developers and administrators) may be used also to attack
a system.
Web applications available on the server are provided for users using web
browsers, but apart from providing information they also allow for interaction
between the user and the system (among others, to enter data). They are the basis
of e-administration, e-learning, e-banking, e-trade and many other. Web applications include the electronic Platform of Public Administration Services, Wikipedia,
auction websites, e-banking systems, systems allowing for booking tickets or hotel
rooms, survey and voting systems.
2. Web services
According to a definition formulated by the World Wide Web Consortium
(W3C) a web service is software providing relevant functionality independent from
a hardware platform and implementation, while data are usually transferred with
the use of HTTP (Hypertext Transfer Protocol) and XML (Extensible Markup
Language) [1].
The use of web applications that provide various services online is often connected with transfer of important data such as personal, financial or medical ones.
With the development of digital economy the range of web services is constantly
expanded and paper documents are replaced with electronic ones. For example,
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universities have replaced traditional student record books and examination
minutes with electronic solutions. Another fast-developing area are systems for
medical services. For example, once we log onto medicover.pl, we can view a record of our appointments, prescriptions and treatment provided. Since 20 May 2013
we can visit www.krok.org.pl, which allows for entering data about surgeries performed in the National Register of Heart Surgeries. Not to mention money transfer
and online shopping, which have become a routine for many of us too.
Common ICT systems must offer high quality, which pertains also to security
and accessibility of data that are stored, transferred and processed. The most popular international standard defining the requirements set for the quality management
system is ISO 9001:2009.
The most common protocol applied in communication with web services is
SOAP (Simple Object Access Protocol) approved by W3C, implemented among
others in Apache SOAP, .NET, gSOAP [2] or WCF (Windows Communication
Foundation) [3]. WCF facilitates programming of distributed applications and
implementation of SOA systems. WCF has the best features applied in other Microsoft technologies for distributed applications and communication plus the latest
solutions: .NET Remoting (technology used for communication between application domains), MSMQ (Microsoft Message Queuing), COM+ (Component Object
Model) and WebServices. When we create a WCF website we pay no attention to
transfer protocols or encryption as it is already defined in the configuration file and
does not affect the implementation of the service.
The key aspect of functioning of IT systems is continuity of their operation
and data security (current databases, their backup and archives).
Disruptions of a stock exchange or air traffic control systems lead to completely different but very serious consequences. In May 2012 the International
Organization for Standardization published a standard called ISO 22301:2012 –
Societal security – Business continuity management systems – Requirements.
So far business continuity management has been governed by a British standard BS
25999. BS 25999 certificates will expire in May 2014. ISO 22301:2012 is more
focused on risk analysis and defining aims related to the continuity of operation,
monitoring of effectiveness and assessment of correctness of actions taken.
All disruptions of IT systems, press releases about attacks on strategic systems and data leaks make a lot of people approach online financial transactions
with reserve, avoid sending important documents and data using ICT networks and
some people are afraid of using web browsers and search engines.
An extremely important aspect of web services and electronic data transfer is
archives. It also pertains to Polish state archives. In 2010 there was published
a document entitled “State archives strategy for 2010-2020”. Services connected
with the provision of common, secure and constant access to the past require
a well-thought-out approach to the needs of the public, to sharing archive resources
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and their online records (among others, registry office records) as well as the related great responsibility for their security [4].
3. Security of web applications
Data are sent to web applications using HTTP methods: GET, POST or cookies (created by a client contain various data sent by a web server). GET allows for
sending data, among others, by adding keys (e.g. index.php?page=contact) and
their values in URI (Uniform Resource Identifier – a web standard that makes it
possible to identify web resources: people, objects, events). POST on the other
hand consists in sending data provided on forms available on websites to web
applications.
The verification of data sent online may cover the correctness of their type,
scope of values, length, format compliance (e.g. for e-mail addresses or IP), credibility, etc. and shall be performed by both the user and the server. Other aspects to
be controlled include the existence of an address on the Internet or the integrity of
important data (such as a bank account number or PESEL) using for this purpose
special algorithms [5].
Forms that send data often feature certain restrictions, such as ‘read only’,
maximum length of the text or choice limited to only one value. Certainly, each
box in the form must be controlled. However, those methods of protection are not
enough as a webpage of a form (HTML code) can be saved on a hard drive and
next its parameters may be modified (e.g. ‘read only’ option may be deleted).
The security of services may be threatened in a number of ways. For instance,
one can attack using HTTP as it allows for manipulating client’s requests and analyzing server’s responses.
If forms are sent using POST in which data saved are transferred, for example, to payment gateways and their correctness in not verified, the data may be
changed by a website user – and such cases have already been reported.
Attacks on web applications are ever more common and more serious.
The problem of software security has been dealt with by the OWASP (Open Web
Application Security Project) for many years now. Based on research conducted for
several years, in 2010 they published a list of ten most critical threats to web applications [6]. These are as follows:
− injection of a code as a result of errors in data filtering (SQL Injection, untrustworthy data may be sent as part of a command or enquiry),
− XSS attack (Cross Site Scripting) as a result of downloading malicious data to
a browser without correct validation and filtering,
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− Broken Authentication and Session Management, which may allow for acquisition of access passwords or execution of a command from the level of an
authorized user.
− Insecure Direct Object References, which pose a threat of manipulating references in order to access data,
− CSRF (Cross Site Request Forgery) – taking advantage of the privilege of
a logged user to send a request to an application in order to perform a specific
action,
− errors regarding the configuration of an application, web server, database server,
− encryption errors,
− no restrictions regarding accessing a URL,
− insufficient protection of data sent (no encryption, invalid certificates, poor
cryptographic algorithms),
− no validation of redirection.
We are observing more and more cases of squatting, i.e. taking advantage of the
similarity between fake and genuine URLs and websites. Users often receive fake
or infected (with exploits, Trojans, etc.) websites – according to Kaspersky Lab in
Q3 2011 malicious URLs were the most often discovered online threat (more than
75%), while in Q2 2012 the threat increased to 85.8% [8]. In the period from January 2012 to May 2013 Kaspersky Lab experts reported 200 thousand attempts at
opening fake websites on Apple computers while in 2011 there was only 1 thousand of such attempts [9].
A document entitled “Online Fraud Report” produced by RSA shows that in
2012 it identified ca. 37 thousand instances of phishing a month. Losses arising
from the attacks amounted to ca. 1.5 billion dollars in total. In May 2013 most such
attacks were reported in the US (50%) and Great Britain (11%) [7].
Web applications should not feature typical vulnerabilities allowing for
attacks, such as:
− disclosure of information by the system (e.g. causes of an error), which may
facilitate an attack (for example – information about SQL enquiries which
caused an error may reveal the structure of a database – names of tables, columns, data types, etc.),
− disclosure of the path to the place where website files are stored on a server in
web application messages,
− path traversal in a web application [10, 11],
− unicode uncoding – UTF-8 encoding allows for entering characters in a number
of ways, which causes problems [12],
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− forced browsing – navigating in an application not using available references
but directly through URLs, which when there is no sufficient control allows for
logging onto someone else’s account or unauthorized access to data.
− lack of control of data transferred as parameters of an application created in
PHP, which may allow for entering and execution of a code,
− parameter delimiter – a possibility to change a separator in a text database,
which may lead to modification of privileges.
The security of an application used depends on the environment in which it is
launched. Therefore, it is important to configure it correctly and update the entire
software (including libraries used by the application). PHP functions which are not
used and may pose a threat (e.g. may enable execution of a command from the
operating system level) should be disabled (disable_functions). In order to increase
protection we can use an extra software. For instance, an advanced system that
protects the PHP code interpreter on the server – Suhosin (ensures protection on
the kernel level and protects an application against errors), and a mod_security
module – a firewall in the application layer (it can monitor HTTP and restrict
requests as pre-defined) and the mod_suPHP mode – software that allows for execution of PHP scripts as an authorized user (instead of the default nobody), i.e.
restricts access to users' files. A good idea is to define limits for each PHP process
(for RAM, process execution time, size of data sent to the server), and enable the
display of messages concerning errors in a website code and of information about
PHP (among others, about the version number) in response headlines.
These are just a few possibilities of improving the security of web applications. We should also remember to remove programs we no longer use (or update)
from the system as they also may become the target.
Certainly, the system should be made available only to those who went
though the authentication process successfully, and in the event of failure to log in,
the system should not inform which information provided, user name or password,
is wrong. In the case of a web application when the name is already known, the
password may be hacked in a dictionary attack or a brute force attack. In order to
make the attack more difficult we should not provide the user name in a drop-down
list while the logging mechanism should minimize the number of possible attempts.
Data must be protected also against programs that browse web resources automatically. However, the act of placing names of important folders that are not to
be browsed by robots in a robots.txt file (in the server main catalogue) already
indicates where important data are stored [13].
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4. Threats to secure provision of services
One of basic threats to the security of web applications is lack of filtering of
data transferred or control errors. Attackers may take advantage of various forms
(registration form, add-your-post forms, etc.) which applications use to transfer
data.
Forms completed incorrectly should be rejected by applications while users
should be informed about the fact. However, if JavaScript is disabled in a web
browser (using NoScript add-on) – data will not be verified and it will be possible
to enter any data in the form, including a malicious code (in HTML or JavaScript).
This vulnerability may be used to carry out XSS and SQL Injection, which may
result in illegal actions (e.g. execution of a forbidden command, gaining unauthorized access to data, session hijacking and redirecting a client to an infected
website).
An attack is also possible when there is no length limitation in a text box
(e.g. a comment) that must contain a string (which is controlled). In such an event
any code can be entered.
Another threat is the possibility to send forms from external (fake) addresses.
The headline Referer (which informs where we were redirected from) may be modified for example using Firefox add-ons [14]. In the case of a completed form with
the method parameter set to GET, it is possible to modify the URL in a browser.
When the form is set to POST it is possible to send modified data as GET if the
application uses the $_REQUEST table instead of global ones.
Still another threat to the security of web applications is connected with file
transfer on the part of the user. For example, errors discovered by the PHP interpreter during saving a file to a temporary folder are connected with exceeding certain limits. As it is possible to modify the maximum size of files defined in the
form and falsify the content of the mime_type box (e.g. set it to image.gif using
a special application), there is a threat of saving a malicious code together with the
file transferred in the server. Filename extension filtration (based on the so-called
black list of rejected types of sets) can also be circumvented.
Skilful manipulation of an address may lead to unauthorized reading of files,
and even injection and execution of a PHP code (e.g. if in the HTML code template
there are fragments of the PHP code and the functions include or require are used).
Another threat is the attack on the application session. As HTTP is stateless
(no relation between subsequent requests sent), the application itself identifies users and supervises their actions (e.g. clients of online stores or bank systems).
For security reasons it should use cookies for that purpose. The session ID
(a standard PHP mechanism generates randomly a 32-character alphanumeric
string) is saved by the client and sent to the server during each request (the content
of the session is stored by the server).
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In the PHP language there are ready functions (e.g. session_start()) that facilitate management of the mechanism.However, it is possible to obtain a session ID
(PHPSESSID) – session hijacking, session fixation and even guessing the ID,
which is tantamount to impersonating the user and gaining access to data. Session
fixation is dangerous for applications that allow for sending a session ID using
GET or POST parameters. On the other hand, the risk of session hijacking is higher
when it is possible to send the ID in an URL (it is saved in the history or the http
headline – Referer). The session ID may be also tapped if the data transfer is not
encrypted (using SSL – HTTPs).In a number of applications there is a problem
with adequate protection of access to data (e.g. due to errors in the authorization
mechanism). When we key in the web browser, for example, filetype:pdf cv, we
may come across files that lack adequate protection, located in the so-called deep
hiding. They can be accessed if we know the access path or by accident. Such
a situation has already taken place in 2011 – seven thousand files containing
resumes were made accessible on terazpraca.pl [15].
5. Threats to electronic data
An important requirement set for IT systems, in particular those that provide
web services, is their reliability. Meanwhile, even large systems of key importance
for financial and state institutions do not meet it.
A latest example here is unavailability of the PESEL system in August 2013
(10-11 and 14-18.08), which is of key importance for a number of other systems
such as ePUAP and eWUŚ (Electronic Verification of Patient’s Privileges) [16].
Another example is eWUŚ implemented on 1 January 2013, which did not work
properly in March and July 2013 ([17, 18]). The continuity of system operation is
also a problem reported among banks, such as BZ WBK (August 2013) [19, 20],
Getin Bank and Multibank (July 2011 [21]) and PKO BP (November 2011 [22],
September 2013 [23]). In December 2010 as many as four banks reported system
failures in one week. These were mBank, ING Bank Śląski, Kredyt Bank and Bank
Pekao [24]. In 2012 servers of the Ministry of Finance failed [25, 26]. The above
examples of disrupted system operation prove the significance of the problem.
Another issue is insufficient data protection, no encryption or access control,
which leads to data leaks or their availability to unauthorized users. For instance, in
July 2012 there occurred a leak of data of around 10 thousand users from a Kielce
sports club website [27]. A much more serious data leak was reported in June 2013
from Facebook, which was caused by an error in the Download Your Information
software used for downloading archive data by users [28, 29], or a series of leaks
from PlayStation Network accounts in 2011.
When testing PCs with MS Windows in 2012, Kaspersky Lab reported
132 million vulnerable applications, including 802 unique vulnerabilities [30].
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The most vulnerable were Adobe Shockwave/Flash Player, Apple
iTunes/QuickTime and Oracle Java. They also noticed that those programs were
not updated (as many as 30% of users did not update Java within seven weeks after
the launch of the new version). In 2008 a serious error was discovered in OpenSSL
used by Debian and distributions that rely on it (Ubuntu, Knoppix).
In a report regarding Q2 2013 Kaspersky Lab analysts mention a malicious
package (NetTraveler) used to infect computers of VIPs, the state, embassies, oil
and gas industries, research centers and companies cooperating with the army.
The attacks were possible, among others, due to failure to update Microsoft software featuring vulnerabilities CVE-2012-0158 and CVE-2010-3333 (although
patches were already available) [31]. In July 2013 Microsoft launched an update
removing 34 vulnerabilities on its software, including CVE-2013-3172 that
allowed access to the system kernel, Internet Explorer errors (16 vulnerabilities
allowing for remote code execution and one vulnerability leading to data leak),
errors in TrueType font processing (that allowed for execution of Blackhole
exploits which redirected users to websites taking control of a system) [32].
Another target of the attacks are computer games producers (in particular
online games). In the period from March to June 2013 30 such companies located
mainly in South and East Asia, Germany, the USA, Japan, China, Russia, Brazil,
Peru and Belarus were reported to have been attacked [30].
A major vulnerability in WordPress v.3.4 (downloaded 3 million times within
only two weeks after its launch) led to manipulation of privileges. An update
removing this vulnerability was made available in July 2012 [33].
6. Conclusion
Programming problems include incorrect validation and filtering of form boxes and variables transferred in URLs. The software certification procedure should
verify not only software functionality but also check if it reveals any data, if it successfully protects against user’s errors, prevents transfer of a code or of attempts at
disabling protection and if it allows for viewing or modification of the code.
In order to find applications and systems that are faulty or vulnerable to
attacks, we can make use of a specialist software. Big corporations (e.g. Google)
offer huge amounts for discovering vulnerabilities in their system [34] in order to
prevent costs they would have to pay for losses caused as a result of vulnerabilities
of their software.
As security is a great responsibility of organizations (companies, institutions)
that implement ICT systems in new areas (the threat may concern even our health
and lives) – now it is possible to insure IT systems. One of such insurance policies
offered (called CyberEdge), which allows an institution to insure against a cyber
attack or data leak, was made available in September 2012 by Chartis Europe.
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As part of the agreement, the injured party can additionally be provided with legal
assistance and technical support ([20, 21]). Introduction of such an insurance offer
on the market shows how significant IT security problems are.
Lack of high-quality protection of ICT systems (including web services) may
prevent further development of digital economy.
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Sight is the most important sense of a human. For the most of the society, the
perception performed by the sight organ is perceived as something very natural.
Reflection on life without the sight is not common, which slows down the
technological development aiming at reducing the social exclusion of persons with
sight disabilities. The dynamical development of advanced technologies does not
provide solutions for all the cases of illness. However, many tools exist which allow
people with visual disabilities to interact with the outside world. In most cases these
tools allow only for the exchange of very basic information. We present some
problems associated with the visualization of images for the blind, with the attention
concentrated upon business graphics. We also give some propositions to enhance the
level of non-visual perception of images with the use of specialized tactile equipment.
Keywords: non-visual presentation of images, blind and visually impaired, tactile
interface, business graphics

1. Introduction
The contemporary concepts of sustainability and knowledge-driven economy
are proper paradigms of the development of individual persons and societies.
However, there are domains in which these paradigms seem to stagger. Some of
the reasons for such a state is the natural and inevitable existence of numerous

human disabilities. The ageing of the European society makes this phenomenon
even more apparent. On of the valuable ways of overcoming the social and
technological exclusion of the disabled persons is the development of supporting
technologies tailored for specific types of disabilities. In humans, sight is the sense
which is responsible for the major part of incoming information (usually estimated
as 85%). Therefore, sight impairment is one of the most acute disabilities on the
one hand, and is exceptionally difficult to compensate with the use of technological
devices on the other. In Poland the number of visually impaired persons is over
60 thousand, nearly 80% of them aged over 50 [9]. Unfortunately, due to the
ageing of the society and the lack of effective methods of medical treatment and
external compensation, the percentage of the population with this disability is
constantly increasing. Together with the loss of sight, the visually impaired people
face a lot of problems and barriers, sometimes insurmountable. Dressing up,
preparing a meal, shopping, moving at home are some of the problems.
The greatest difficulty is moving outside home. Unknown environment, problem
with spatial orientation, the need to remember many details in a correct order and
lack of proper signage makes the departure from home an extremely difficult task
for the blind [12]. Of course, the properly marked, friendly places exist, like urban
communication stops, railway stations, loud talking cash machines, and modern
buildings. However, their number is so small that the world of sighted people is
a hostile environment that evokes the feeling of otherness, the vast loneliness, and
consequently, frequent social exclusion of people with visual disabilities.
Not only social, but also technological exclusion is an effect of the lack of
healthy sight. There exist solutions to change the word written in the website to the
spoken word. This requires that both the design of the web page and the browser
are compliant to the Web Accessibility Initiative (WAI) which is the W3C
recommendation [21]. It is not observed by many developers, however.
There are numerous methods to improve the visibility for persons with visual
impairments, but not totally blind. It is useless to list the software for enlarging the
selected fragments of the computer screen and to strengthen the contrast, due to
that such applications or functionalities are usually included in the operating
systems, under the name of accessibility enhancements or the similar. Interesting
works have been published on using the mathematical models of sight diseases in
the form of transfer functions included in the processing of the human visual
system. By inverting these functions it is possible to transform the images so that
they are better perceived by the persons with sight deficiencies [16].
Blind persons use other senses, mainly hearing and touch, to compensate for
the lack of sight [10, 12, 13]. Touch information is fragmented and rather pointwise
than general, and it can only initiate the complex cognitive process of analysis of
the shape as a whole. This requires strong imagination from the subject [15]. It can
be expected that spatial imagination can be seriously reduced in blind persons.
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Current technology has made considerable progress in the direction of presenting
visual information by information channels other than vision thanks to the
development of audiodescriptions and typhlography. In the first case, shape is
transformed by a trained human into text description. Such text can be reproduced
in the form of speech with many generally available devices. In the second case,
the shape is transformed into a form for which the acquisition by way of senses
other than sight is possible. In this range such technologies are applied as special
embossed paper for 2D objects, three-dimensional printing for 3D objects, spatial
presentation of images, maps, diagrams, etc., or representation of shape by sound
(as described for example in [2]). All these techniques suffer from their specific
restrictions. The use of special printers for visualization of images is time
consuming and the resulting images are static. Getting to the next page in paper
editions makes it impractical to present dynamic phenomena. Understanding the
shape presented as sound requires gaining appropriate experience and will always
be less informative in some aspects and excessively informative in the others.
At present, solutions are available on the market which make it possible to
dynamically create simple images or maps. However, in addition to high cost, the
resolution offered by a tactile table is up to 300*200 points, each of which can be
in one of two stares only: on (protruded) or off (retracted). Such technology makes
it possible to display only simple two-level graphics, like black and white images
or edge images. It goes without saying that such a form of display is far from high
standards of a really tactile book (see for example, at [19], the information and
tutorials on how to make a tactile book for blind children and how a good tactile
book can be). None of the known solutions can enable the blind persons to read
digital photographs or charts, with a possibility to capture the detailed and
colourful representation of the image in full.
Some promising experimental data are already available. In [3] experiments
are shown in which non-speech sound information combined with haptic
experience make it easier to understand and use the information contained in
graphs. The sound information was correlated with the place the experimenter was
touching. In [8] it is proposed to use friction and texture to simulate colour. Other
techniques are collected, compared and arranged in the review paper [14], where
many haptic concepts and devices are described, not only in the context of
supporting the visually impaired people, but also in the applications where
multimodal experience can be useful to capture and learn information in many
dimensions, to have some data reinforced to train skills etc.
If practical applications are the target, it would be necessary to meet the
requirements with a relatively low price. Creating a good solution would be
profitable in many areas, among others, in contact with art, in operating software
systems and in acquiring business graphics. The latter issue is the one to which the
most attention will be paid in this study.
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2. Purpose and scope of study
As the basis for this paper the functionality of a tactile table will be used.
First, some examples of the problems encountered in presenting the images of
general kind with the use of such a simplified tool will be given. Then, some more
examples will be shown in which a restricted domain of business graphics will be
used. Such a restriction will reduce or even remove some of the problems, but not
all. Finally, we shall attempt to give some propositions on how the experience with
the tactile table could be improved if its technical possibilities are extended, and
what good practices resulting from other domains should be applied.
3. Transforming images into the form presentable with a tactile table
As it was already said, the tactile table has up to 300*200 elements, each of
which can be either in an on or off state (protruded or retracted). By examining
such a table with fingers the person can experience a two-level image, usually
called a binary image. The problem arises of how to transform an arbitrary image
into a low-resolution, binary one, and how to do this with the least information loss
possible.
The solution of such stated problem is not known in general. However,
it seems that there are two ways of solving it. One is to binarize an image, and the
other is to display only the edges of the imaged objects, which is based on
a common observation that edges are a good candidate for the element which
constitute the most significant part of the information contained in an image.
In both approaches it is important that the resulting image will be presented with
a low resolution medium (however, it can be expected that the available resolutions
will rather increase than decrease in the future).
In our case, binarization of an image can be reduced to finding a suitable
threshold. The threshold can be global for the whole image, or local, that is,
variable across the image. A set of methods is presented in [1, 11, 18]. Binarization
of an image can be preceded by improving its histogram. Histogram corrections are
not necessary for properly exposed images, which are neither too dark nor too
bright. This operation generally does not introduce new information and is used
mainly for visualisation purposes. However, local histogram equalisation [6] can
make it possible to use a global threshold instead of a local one. Nevertheless, an
excessively strong local histogram equalisation can amplify the noise while
enhancing the visibility of details. Global histogram equalisation (described,
among others, in [6, 11]) and its results are shown in Figs. 1- 4.
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Figure 1. Before using the histogram
equalization (photo view)

Figure 3. After applying the method of
histogram adjustment (photo view)

Figure 2. Before using the histogram
equalization (histogram view)

Figure 4. After applying the method of
histogram adjustment (histogram view)

At the present stage only grey level images can be considered. Therefore, colour
images should be transformed into grey ones. The simplest method yet close to the
colour sensitivity characteristics of the human eye is to calculate the grey level in
each pixel as I = 0.3R + 0.5G + 0.2B, where I is the grey image intensity in a pixel,
and R, G and B are the red, green and blue components, respectively, in this pixel.
Assume the image in Fig. 5 after transformation into a grey image in Fig. 6
has a bimodal histogram which can be displayed as a sum of normal distributions
of grey levels, as in Fig. 9. For such a histogram a good method for finding the best
threshold is the old method of Illingworth and Kittler from 1986 (described among
others in [11]). Its results for Fig. 7 are shown in Fig. 8. In this figure the original
style and mood of Fig. 5 can still be seen, however it is doubtful to which degree it
is still possible to capture by a person with sight disabilities.
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Figure 5. Photo scaled to the size of the
supported by the tyflographics device
(saturation of colors is optimal)

Figure 6. Image 5 in grayscale mode

Figure 7. Histogram equalization

Figure 8. Photo converted to binary form

Figure 9. Selection of the threshold on the basis of the analysis of brightness histogram.
The optimal threshold value (T) minimizes the total image segmentation error which is the
sum of the numbers of points belonging to the object but classified to the background (false
negative) and those belonging to the background but classified to the object (false negative)
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Many examples of images can be found for which the contents is so difficult
to interpret and the details vary so much by their meaning that no attempts can
succeed in transforming them into binary ones in a useful way, like in Figs. 10-12.

Figure 10. Blurred image

Figure 11. Image in grayscale

Figure 12. Binary image

As said before, the second idea to transform the image into a binary one is to
display only its edges. In the case of images in general it is doubtful whether the
outcome is equally satisfying as the original in terms of artistic effects. Compare
the images in Figs. 13 and 14. The two thresholds of the Canny edge detector [4]
have been chosen so that all the details which seem relevant for a typical observer
are still visible in the edge image. The results are doubtful. What makes our task
easier is that we have not the artistic images, but business graphics in mind.

Figure 13. The image before processing

Figure 14. The image after processing
using Canny algorithm
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The purpose of presenting the examples shown until this point was only to
recall the basic techniques. They were all not more than classical. However, even
the most recent ones would give the results for which the quality is not
significantly better when used in the application of our interest.
4. Presentation of business graphics for the blind persons
The basic assumption is that the graphics to be considered should rather be
simple than very dense, due to the rational awareness of the limitations due to the
observer and the displaying device. However, we will not adhere strictly to any
specific resolution, as it will change according the current technological
possibilities. Another assumption is that the text in the image will either be
transformed in to Braille or it can be read out in another way.
Let us consider the graphics of quantity and sales for several categories of
goods in Fig. 15. Let us criticise on it having in mind the recommendations for
good data presentation according to [20].
Trade
18 000

$14 000 000

16 000
$12 000 000
14 000
$10 000 000

12 000
10 000

$8 000 000

8 000

$6 000 000

6 000
$4 000 000
4 000
$2 000 000

2 000

Sales Amount

Bottles and Cages

Hydration Packs

Gloves

Mountain Bikes

Socks

Caps

Road Bikes

Bike Stands

Jerseys

Tires and Tubes

Cleaners

Vests

$0

Order Quantity

Figure 15. An example of bad practices in data presentation (see text)

These recommendations, formulated for visual presentation, are as follows:
• Above all else show the data
• Maximize the data-ink ratio
• Erase non-data-ink
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• Erase redundant data-ink
• Revise and edit
The graphics has an unnecessary background. The frames around the title, labels
and the whole graph are meaningless. The data are not sorted according to any
reasonable criterion. There is nothing real which can be represented by the line
which connects the point of the graph of “Order Quantity”: what does it mean that
the quantity changes linearly between the categories of “Caps” and “Socks”? It is
puzzling which scale refers to which graph; the only cue is that the sales amount is
probably displayed in dollars. The title is not informative. There is no zero value in
the right-hand side scale.
If the data are of interest, we should ask the question what is important to
show. A probable answer is that these are the differing order quantities for large
sales versus small sales categories. If also the obvious drawbacks of the graphs are
removed, the image could be like that in Fig. 16.
Differing order quantities for goods ordered by decreasing sales amount
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Figure 16. Example from Fig. 15 enhanced for visual observation (see text)

Title is more informative. Scales are simplified and explained with
appropriate text. Vertical lines are added to clarify the relation of round points to
categories.
Let us now come back to the display for the blind. In this case, the relation of
quantities to the categories are important, but the observation that the quantities do
not have the same trend as the sales amount is even more important. Hence,
coming back to the connection of points with the line can be considered, to make it
easier to follow the points along the line with touch. Vertical lines are moved to the
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centres of the categories and they end at the points, for better showing the
membership of each point to the category. The pixels of the display should be in
one of the two states, on or off, so colours and shades of grey are removed.
In Fig. 15 on is shown with black, for clarity in print.
Differing order quantities for goods ordered by decreasing sales amount
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Figure 17. Example from Fig. 15 enhanced for tactile observation (see text)

It can be argued if black points should be made white while on black
background, or rather the bars should be made thinner, and points larger. If bars are
too thin they would be difficult to discern from auxiliary lines. This suggests that
simple transformation of one image into another is not always possible and that
special cases can arise and should be considered separately.
It should be noted that the graphics in Fig. 17 can be at the border or even
outside the scope of possibilities of a low resolution tactile display. Overloading
the image with any unnecessary details is unfavourable. Any complicated
constructs are excluded. According to [5, 19, 20], to interesting tutorials to be
found in [17], and to common sense, 3D graphs and any 3D elements in 2D graphs
should be strictly avoided.
5. Need for tactile feedback
A great advantage of a good data display is the possibility of browsing
through it with a pointing device. Simple operations which could be made in this
way are pointing to the data and reading the detailed values. One of the most
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valuable operations that can be made is coordinated highlighting in context,
as described in [7]. This notion pertains to cases where a complex set of
multidimensional data is displayed simultaneously in a small number of graphs,
with a subset of dimensions shown in each graph so that all the graphs are in two
dimensions. It can be briefly described as a possibility to select the interesting parts
of data in one graph and seeing how the view changes in the others, according to
the same or corresponding selection. Due to natural limitations, for blind persons
such possibility would probably not be useful if many graphs are shown. However,
it could be used in a simplified version, in a single graph.
Exchange rates in PLN in 2013
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Figure 18. Example of Fig. 15 enhanced for tactile observation (see text)

Let us look at the simple, self-explaining graph in Fig. 18. Colour information
can be replaced by showing one graph by a line and the other one by points.
However, if the information to which graph the user is touching is available, new
possibilities arise. The system could read aloud the relevant graph name, or the
data for the day under the finger. If the user touches one of the two graph labels,
at the right, the system could display only the graph related to the touched label.
The most interesting feature which could emerge if the information on which
pixel (or pixels, that is, a region) is touched could be the possibility of representing
the features of this pixel (or region) by sound. Such an approach has already been
proposed in [3], but without relation to the tactile on and off information as
provided by a tactile table. The practical possibilities of such a precise, local
sonification seem to be many. The features of the pixel which come to mind first
could be the grey intensity, colour, or local texture. Colour can be represented in
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coordinates of a colour space such as HSI, in which the distance is close to natural
perception of colour difference. The features of the sound could be frequency,
loudness, and all the possible variations of tone, like violin, piano etc.
An interesting experiment with tactile feedback in a tablet with the application for
the blind are described, for example, in [22]; however, the tablet is not the tactile
table, due to that the tactile information in the form of on and off signal, can not be
transferred to single pixels. Nevertheless, the development of touchscreens is likely
to be close to breaking the barriers in communicating the precise, multimodal
information including the sense of touch.
6. Conclusion
A number of simple yet practical methods have been proposed in the past to
transform an image into a two-level form ready to display to the blind persons with
the use of a tactile table. The domain of business graphics is a special case due to
that the images are simplified to great extent with respect to the real world images,
so some acceptable results can be obtained even with the classical techniques.
Recommendations and methods known from the data presentation domain can be
used to enhance these methods to some extent. However, a really large leap
forward can be expected if the information on the location of the point or region
being touched is available through a low-cost tactile table. One of the ways which
will become possible to follow will be to represent the otherwise invisible image
features, like colour and texture, with the features of a sound. This leap is likely to
be made due to the development of tactile hardware in the nearest future. One of its
effects will be that the business graphics becomes easier to read by the persons
with severe sight deficiencies.
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The paper presents selected results of model and implementation research concerning the design of a management information system (MIS) to support the functioning of office administration offering sale of services. The application was tested
with view to implementation in the Association for Promotion and Scientific Innovations Implementation (AP&SII or Association). The following issues were discussed: methods of organization management modelling, suitable software, available
tools supporting modelling, methods of implementation of models in organization
systems, etc. E-Bureau information system is an application developed using Eclipse
platform with the following plug-ins installed, namely Data Base Development
Tools and PHP Development Tools. The system is based on libraries, i.a. Zend,
BootStrap, JQuery. The following programming tools were used: CSS, JavaScript,
HTML, PHP.
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business process modelling, electronic knowledge management

1. Introduction
System development modelling, including organization systems is usually
connected with the need to carry out an initial study concerning the behaviour of a
given organization in various extraordinary and extreme situations. The base serves

to develop a model of the system to be used for suitable experiments, including
analytical and simulation research. With respect to control of organization system
development, the model may be used for testing various parametric changes as well
as structural changes that occur in the real developing organization system.
As regards market economy, organization systems are immersed in the information-decision system of economic processes. Therefore, according to systems
development engineering, development processes may only be observed in long
time θ. Each organization system may be viewed from two points, namely, from
the point of a system of a given organization and its environment as a system.
In the first case, the model of the system may be defined based on the requirements
and needs connected with supply, and with its operational (production) capability.
In the latter case, the model of the system may be defined based on the environment demand for products offered by a given organization system and on the environment's capability to satisfy the organization system's needs. Therefore, two
models of organization systems may be developed, with the specified areas of potential directions of organization system development resulting from the comparison of the above mentioned two models.
Model analysis of organization systems profiles is, therefore, connected with
the need to conduct detailed identification research concerning closer and further
environment of the organization system, which causes entrepreneurs to invest in
the office management systems that handle all aspects of organization system functioning, causing them to use information resources at their disposal effectively, and
perform analytical and development research, etc. [4].
Information system as an information-decision system is a developing system,
which underwent 5 stages of development. Literature distinguishes record and
reporting systems (RRS), management notification systems (MNS), decision support systems (DSS), systems with knowledge base (SKB) and expert systems (ES)
[7, 18-20].
At present, information system designers are required to orient software at
knowledge bases and equip software with development-related elements such as
the system's ability to learn and adapt during software execution. For these reasons,
systems implemented at present, either systems with a knowledge base or expert
systems possess knowledge acquisition mechanisms for knowledge obtained from
various sources, which knowledge is processed by means of sophisticated logical
technologies [7, 18-20], and made available to recipients in various user-friendly
forms, including graphical forms. They are also equipped with explanatory modules used for the interpretation of the obtained expert opinions and evaluations.
Realization of systems with knowledge base or more modern expert systems
requires high computational power and equipping tool environments in highly specialized and high-level programming languages. An important system that supports
management information systems design is an environment known as Computer
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Integrated Manufacturing (CIM). A useful technology used to support decisionmaking, during isolating and making data available, is Data Mining (DM).
Data processing in this technology involves selection followed by knowledge
exploration [1-7, 18-20].
Another up-to-date IT technology is multi-agent programming environment,
called Software Agents (SA) [8-11], where Agent is a unit operating in a certain environment, equipped with communication skills, monitoring the environment and
making autonomous decisions to reach programming assumptions, that informs and
reacts to changes. One of agents used to support office work is an agent for information management (electronic mail - messages filtration, daily schedule organizer)
[16].. When a piece of information with a specified structure is obtained,
a specified activity is performed, e.g. a relation between an order and information
that the product is out of stock. Systems that acquire knowledge through experience
known as Artificial Neuron Networks (ANN) are an advanced technological form.
While not exhausting the rich literature available on the subject, it is worth
mentioning that Integrated Management Information System (IMIS) are the most
sophisticated tools to support management process due to the complexity of service
provided for the organization structure, data integration, and tasks performed within the organization (electronic transfer of documents), etc. Interconnected subsystems that belong to the integrated structure are Integrated Financial Planning System (IFPS) and Integrated Marketing System (IMS) [16].
A model developed to support the work within the organization is, i.a., OLAP,
a system for analytical processing of data. Development of technology provided an
opportunity to use information systems in practice in smaller companies. One of
more important and more sophisticated technologies is OLAP (OnLine Analytical
Processing), which allows for intuitive analysis in order to support management
notification systems, or decision-making that is based on utilizing huge amounts of
information customized to different needs individual users have [15-16].
2. Modelling processes in e-Bureau
E-Bureau electronic system design oriented at a specified organization,
e.g. the Association for Promotion and Scientific Innovations Implementation,
should be based on the results of the initial identification of the internal organization system of the Association as well as the system of its development control.
The problem formulated in this way, requires conducting the information
identification of both the Association and its connections with its business partners.
In this case, realization of projects aimed at development of process-based organization makes reference models, which contain broadly understood organizational
knowledge gain more importance. On the one hand, models of this type contain
methodological knowledge related to organization functioning, on the other hand,
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they make a kind of tool for organization knowledge management, or a tool for
changes management [4].
The association, as organization system is divided into integrated modules
in an office unit. Thus, the first stage of pre-implementation steps was to analyze
the functioning of its internal organization, which required obtaining the answer to
the following questions: the object of the analysis, the reasons for conducting the
analysis, time frames, scope and method of implementation as well as functional
analysis of its control system. Therefore, work done during the development of the
model of the Association's organization system and the system that controls the
development, were, out of necessity, oriented at the organization's real demands
specified during the pre-implementation analysis phase.
3. Implementation of the organization system e-Bureau
The following programming environments [5, 13, 16-17, 20] were used for
the purpose of the configuration and implementation of the organization system
e-Bureau (some results is shown in fig. 1-7 – source [16]):
1) XAMPP – as a platform to run the application written in, i.a. PHP, which application contains: Apache server with PHP implementation, mySQL database
server, FileZilla server that allows access to the application with FTP (e.g. for
remote repairs and maintenance), application for mySQL database management,
phpMyAdmin and mail server Mercury as well as application server Tomcat.
2) DataBase Development Tool – as an element of a project implemented to facilitate the work of the application with large datasets.
3) Eclipse DTP – as a complex tool that comprises numerous components,
i.a. framework tools for the development of expert systems for the management
and transformation of models. Eclipse PHP Development Tools Project is the
best of open source PHP Integrated Development Environment (IDE) tools.
PDT ensures that IDE can use basic code editing options.
4) MySQL – as a relational databases management system, tools implemented
in C/C++ languages, equipped with an interface for application programming
in PHP.
5) PHP – as an object programming language for developing webpages and management in real time, compatible with XAMP server.
6) PDT - PHP edition with syntax highlighting, Java Script with syntax highlighting, HTML with syntax highlighting, PHP code completion from available code
and auto-formatting templates, base for Zend Studio - extending PDT by
numerous additional functions.
7) Zend Framework - a library that supports the development of webpages in PHP
language, which requires that the applications be created according to the
following pattern: model-view-controller. This ensures that the dependence
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between the base structure and the graphical appearance of the application is
minimal (e.g. changing the database engine from MySQL to Oracle does not
require making major changes in the user interface).
8) Controllers as a component that contains controllers, i.e. classes that connect
models with views. In order to use MySQL database as a warehouse for the
application developed using Zend Framework appropriate entries were made in
the configuration file, which enabled handling and implementation of forms,
followed by validation and activities to enable handling by means of one interface. Graphics (presentation of elements - font type, text colour, margins) of the
developed system was defined using style sheets. Cascade Style Sheets (CSS)
applies to a language for presentation of the graphical aspect of a webpage.
Style sheets is a list of directives that organize the way the page is displayed by
the web browser. Separation of page structure and the visual form increased the
availability area and facilitated making changes in the code of the document.
The use of CSS allowed to make changes to the page appearance, and, simultaneously, display the page on many mobile devices.

Figure 1. XAMPP - Programs package

9)

JavaScript (JS) as a scripting programming language, is most often used for
developing webpages. In this project, scripts are used for ensuring interactivity
by reacting to events. JS checks correctness by verifying forms. An important
assumption during the development of the system's functionalities was an
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assumption that the elements of the service can be displayed when JS handling
is disabled.
10) BootStrap as a library published by Twitter (in order to make use of the potential this library offers, one needs to write correct HTML code and place references to bootstrap.js and bootstrap.css in this code), which enables efficient
preparation of a professional webpage while eliminating problems connected
with the graphical interface of the applications being developed.

Figure 2. phpMyAdmin

Figure 3. Product
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Figure 4. Company

Figure 5. CompanyMapper

11) JQuery as a library that facilitates writing scripts in JavaScript language.
The library helps to simplify complicated modules, enables the use of animations, dynamic changes on the webpage without making changes to HTML
code [6, 16]. JQuery functionality is obtained by: selectors - selection and
operations on the DOM tree; attributes - processing node attributes, extending
events handling [4].
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Figure 6. ProductController

Figure 7. addValidator

12) DataBase Development Tool as a project implemented to facilitate the work of
the application with large datasets.
13) Eclipse DTP as a complex tool that consists of components that can be used
for development and that have numerous useful structures e.g. open source
framework for the management and transformation of models to the required
forms.
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14) ZF – as a system that contains a set of classes enabling Forms handling.
The names of these classes begin with Zend_Form - a class that represents
a form as such, its most important methods are addDisplayGroup() - adds section to a form, addElement() - adds an element, init() overwritten in inheriting
classes, used to initialize forms (mainly to add elements to a form).
4. Conclusions and directions for further development of the product
1) At present, there can be observed an increased interest in organization systems,
especially as new possibilities connected with the design and development of
systems oriented at large knowledge bases and expert systems emerged.
2) Organization system E-Bureau is an attempt at initial implementation of the
organization system oriented at large knowledge base management.
3) E-Bureau consists of the following modules: Creating task schedule, Assigning
people to tasks, Defining types and adding tasks, Address book of employees,
Address book of contractors and clients, Assigning people to companies, Defining companies, Sales, Costs.
4) Implementation of the E-Bureau application connected with pre-implementation
elements may be further developed by adding additional modules facilitating
administrative work e.g. Reporting, Synchronizing schedules with overseas
offices located in different time zones, Client zone offering finished products
whose reduced functionality versions may be tested (prior to buying full
version)
5) Both the E-Bureau project and the implementation of its modules was initially
tested, and, in its present form, can be implemented in the AP&SII organization.
6) The introduction of information systems that facilitate the organization management allows to save money and time.
7) The future belongs to solutions that combine technological and business aspects
− soft relations in interpersonal communication, especially in the structure that
consists of many units, and organization systems like E-Bureau may become the
main tool used to manage knowledge in micro organization systems in the
future.
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This article addresses the issue of econometric approaches and necessary data
support systems for monitoring of youth labor market in Poland. Based on the panel
data of 16 voivodeships for the 2000─2010 period, it is established that higher education is the factor behind a decrease in the youth unemployment rate, regardless of
the type of the institution ─ public or private. While there is a standard inverse relationship between the output growth and youth unemployment, it is likely that higher
investment rate has an opposite effect. Our analysis highlights importance of several
key policy issues to addressing current high youth unemployment rate in Poland,
as educational mismatch or job search problems. In this regard, necessary data processing framework is outlined.
Keywords: youth unemployment rate, labor market monitoring, higher education

1. Introduction
Following the 2008─2009 world economic crisis, there is a resurge in the
unemployment of young people (aged 15─24) in Poland, similar to other European
countries. The recession has exacerbated long standing disparities between European countries in this respect [3]. While youth unemployment in Germany has been
falling since the mid 2000s, remained low and stable throughout the economic
crisis in Netherlands and Switzerland, it has risen up above 45 percent in Spain and
Greece. As remarked by Dietrich [4], “the danger of a ‘lost generation’ is no longer

merely the writing on the wall, but is becoming a terrifying reality”. The impacts of
economic crisis on youth unemployment are of concern at least for two key reasons: 1) missing opportunities which could contribute to output losses and social
unrest, 2) high vulnerability of young people to the effects of crisis due to low
income, sectoral preferences, weak political influence, low priority for investment
in young people by employers [7, p. vi]. Beyond the negative effects on future
wages and employability, youth unemployment often create permanent scars
through the harmful effects on a number of other outcomes, including happiness,
job satisfaction and health [10].
Significant cross-country differences in youth unemployment used to be
explained by a number of reasons including the education system, labour market
institutions and the strength of the national economy [3]. It is well recognized that
there are many reasons for youth unemployment: macroeconomic situation, training systems, labour market and employment policies, stratification and distribution
of opportunities in society [4], lack of income support schemes and fiscal incentives, as well as low entrance wages, bad quality jobs, diffusion of non standard
labour contracts, the mismatch between the knowledge acquired through formal
education and the skills required by the labour market [2]. For Poland, it is claimed
that crisis-driven issues (especially the further decline in labour demand and constrained spending on labour market policy) are combined with structural problems
(low labour demand, problems with the education system and labour market transitions, as well as skills mismatches) [9]. As early as of the end of 1979s, it had been
noticed that of all of the factors involved in the problem of youth unemployment,
the effects of the minimum wage were most extensively debated [11, p. 3].
Our aim is to analyse the factors behind youth unemployment rate in Poland
and outline conceptual features of youth labor market monitoring. The structure of
the paper is the following. Section 2 illustrates several important analytical issues
in regard to the problem of youth unemployment. Section 3 presents data and statistical model. Empirical results are reported in Section 4. Discussion of the data
processing system for graduate career path surveys as an integral part of youth
labor market monitoring is subject of Section 5. As usually, a final section concludes the paper.
2. Analytical framework
Although youth unemployment is more sensitive to business cycle conditions
than adult unemployment, business cycles are not sufficient to explain country
differences in the level of youth unemployment [4]. Among countries with low
youth unemployment, such features as a strong dual apprenticeship system
(Germany), active market policies (Denmark), flexibility of the labour market
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(Netherlands), ‘work for the dole’ programme (Australia) play a role [3]. In order
to tackle the problem of high youth unemployment in the U.K., several proposals
are made: policy measures to maximise engagement of large corporates in the
apprenticeship system, stronger employer engagement in the design and delivery of
apprenticeship frameworks and training, review the current balance between academic content and on the job training for all apprenticeship frameworks, implementation of early activation policies to avoid the scarring effects of long term
unemployment, better opportunities for private sector on the job training for young
unemployed people, more local control and better co-ordination between agencies,
authorities and government departments, a guaranteed part-time job for six months
for all unemployed young people combined with intensive support from providers,
better integration between school and the labour market by allowing young people
to experience a variety of employment opportunities.
Assuming wage flexibility across two sectors ─ a covered sector, in which
workers receive the minimum wage, and an uncovered sector, in which wages are
set by the supply and demand, effects of the minimum wage are shown in Figure 1
[11, pp. 3─16]. The supply schedule S shows the number of workers who are willing to work at any given wage, while the demand schedule D characterized the
number of workers who are demanded by employers at any wage. At the initial
equilibrium (p. A), the labor market clears at the wage level of W0. Following an
increase in the minimum wage (W0 → W1 ) , there is a decrease in the number of
workers in the covered sector from N0 to N1 in the short run. Assuming greater
labor market flexibility in the long run, employment further decreases from N1 to
N2 over time, as firms replace some unskilled labor by higher skilled labor and
capital (p. B′). Supply effects can work in two directions. The higher wage in the
covered sector could either attract some workers from the uncovered to covered
sector or exert pressure on workers to leave the covered sector and enter the uncovered sector. Another option is leaving the labor market and staying voluntarily
unemployed. Avoidance strategies include prolonging of or returning to education
as well as interregional mobility [4].
Initially, potential labor supply at the higher wage level is N3 (p. C). As the
most likely effect of higher wages is a fall in labor supply (a leftward shift of the
supply curve to S*), it contributes to a decrease in the unemployment rate in the
covered sector, but the employment stays below the equilibrium level at N1 (short
run) or N2 (long run). As some workers could enter the uncovered sector, it is likely
to increase labour supply Su → Su* . In the consequence of expansionary labour
supply shift, there is an increase of employment in the uncovered sector combined
with a downward wage pressure w0 → w1u . Assuming domination of the covered
sector developments, total employment is likely to decrease.
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Figure 1. Labor market effects of wage pressure
Source: [11, pp. 3─16]

Though higher wages create job opportunities in the uncovered sector, university graduates could feel it uncomfortable to accept jobs at significantly lower wage
level than on average in the economy. On the other hand, university graduates
should suffer from worsening of the demand conditions on the covered sector.
Combination of both factors implies the inverse relationship between the wage
level and youth unemployment, with an increase in the youth unemployment rate to
follow. Such a result is empirically supported. Using a pooled cross-section timeseries data set comprising 17 OECD countries for the period 1975─2000, Neumark
and Wascher [8, pp. 223─248] established that minimum wages cause employment
losses among youths, though the employment effects of minimum wages vary considerably across countries. Addressing this issue, Jimeno and Rodríguez-Palenzuela
[5] develop a model which suggests that obtaining similar unemployment rates for
prime age and young workers requires a certain degree of wage flexibility.
Choudhry et al. [2] estimate the relationship between financial crises and
youth unemployment rate on a large panel of about 70 countries for the period
1980─2005. It is obtained that financial crises lead to increase in youth unemployment rate, along with such factors as slow GDP growth and disinflation. Scarpetta et al. [10] argue that young workers should be given support in order not to
lose contact with the labour market, including income support to sustain job search,
reduction of the gap between temporary and permanent contracts and diversification of educational choices, with a focus on the acquisition of qualifications that are
valued by employers. Bivand et al. [1] recommend that schools and businesses
work more closely together in shaping approaches for a decrease in youth unemployment. Among other solutions as universal youth credit or expansion of apprenticeships program, a highly targeted wage subsidy for young workers is proposed.
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3. Data and statistical model
Our baseline regression model accounts for the general unemployment rate
and human capital accumulation:
UN 24it = β 0 + β1UN it + β 2 ∆Yit + β 3 I it + β 4 log S it + ε it ,

(1)

where UN24it is the unemployment rate of young people of 16─24 age (in percent),
UNit is the general unemployment rate (in percent), ∆Yit is the output growth rate
(in percent), Iit is the investment rate (in percent of GDP), Sit is the number of students per 1000 of population, ε it are idiosyncratic errors, which are not correlated
with independent variables.
The youth unemployment rate is supposed to be dependent on the general
unemployment rate (β1 > 0), and inversely related to the GDP growth rate (β2 < 0).
Investment effects are rather ambiguous (β3 <> 0), as there could be a substitution
away from a less-experienced young labor force but at the same time it is not ruled
out that investment-induced higher demand for labor contributes to a higher
employment and thus to a decrease in the unemployment rate. Assuming accumulation of human capital during university studies, number of students (or graduates)
should be a factor behind lower youth unemployment. Also, it is possible that
higher education serves as a sort of buffer in the case of labor market tightening,
which brings about the same inverse relationship between the number of students
and the unemployment rate.
Referring to the theoretical analysis above (Fig. 1), an alternative specification
accounts for the wage effects:

UN 24it = γ 0 + γ 1UN it + γ 2 ∆Yit + γ 3 ∆ log Wit + γ 4 log Sit + ε it ,

(2)

where Wit is the nominal wage (in zlotys).
In both specifications, educational effects are studied not only by the impact
of the number of students and university graduates, but across the number of students at public and non-public higher education institutions as well.
Using Poland’s data on the general and youth unemployment rates (Fig. 2),
N and N24 respectively, it is not difficult to illustrate a notion by Polakowski
[9, p. 2] that the increase in the level of youth unemployment in Poland since 2008
has not been dramatic due to comparatively high level of youth unemployment in
previous years. Similar to other countries, the youth unemployment rate is on average much higher than the general unemployment rate. This regularity does not hold
only for Warminsko-Mazurskie, Zachodniopomorskie and Lubuskie voivodships.
The youth unemployment is on average above 20 percent, though on a downward
trend that has been reversed since the 2008─2009 world financial crisis. Post-crisis
developments are similar for the general unemployment rate.
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4. Empirical results
Our panel data estimates for the youth unemployment rate are presented in
Table 1. All regression models have a coefficient of determination R2 ranging from
0,68 to 0,71, which is high enough by the standards of a typical first differences
specification. Regardless of the estimator used ─ fixed effects (FE) or random
effects (RE), the unemployment rate among young people aged 15─24 is closely
related to the general unemployment rate. Actually, an increase of UNt by a percentage point is transformed into 0,46 to 0,65 percent of the higher youth

Figure 2. Poland: general and youth unemployment rates (in percent), 2000─2010
Source: GUS
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unemployment rate. As expected, higher output growth rate contributes to a decrease in the youth unemployment rate. Higher investment rate is unambiguously
associated with the unemployment among Poland’s youth. This kind of relationship
could be explained by a shift towards higher productivity and stronger demand for
skilled labour. As young workers used to be less experienced (even despite a high
level formal education), higher investments are working for their disadvantage.
Our important finding is that higher education is a factor behind lower youth
unemployment rate. Such a result does not contradict direct relationship between
the investment rate and youth unemployment, as in both cases the role of skills as
one of the most important factors is underlined. Using the total number of students
Table 1. Determinants of the youth unemployment rate (UN24t) ─ specifications
with number of students and investment rate
Estimators
Independent
Model 1
Model 2
Model 3
variables
FE
RE
FE
RE
FE
RE
UNt
0,592
0,515
0,656
0,542
0,464
0,495
(12,06*)
(9,57*)
(12,08*)
(9,50*)
(8,08*)
(9,29*)
∆Yt
−0,304
−0,360
−0,340
−0,392
−0,372
−0,313
(−5,72*)
(−6,05*)
(−6,20*)
(−6,52*)
(−6,36*)
(−6,01*)
0,277
0,330
0,260
0,278
0,359
0,341
It−1
(2,69*)
(3,39*)
(2,46*)
(2,70*)
(3,88*)
(3,67*)
St
−0,221
−0,133
—
—
—
—
(−4,79*)
(−3,05*)
SPt
−0,246
−0,114
—
—
—
—
(−3,14*) (−1,75***)
SNPt
−0,214
−0,404
—
—
—
—
(−2,96*)
(−4,96*)
N
144
144
144
144
144
112
R2
0,68
0,69
0,68
0,69
0,68
0,71

per 1000 of inhabitants, the FE estimator brings about almost twice as high value
of the coefficient on St as compared to one obtained the RE estimator. The same
feature is observed in specification with the number of students at public universities (SPt). However, it is just the opposite for specification with the number of students at non-public universities, with the RE estimator providing with much higher
estimate of the coefficient on SNPt in comparison with the FE estimator.
Alternative regression model with the nominal wage as an explanatory variable does support previous findings on the general unemployment rate and output
growth effects (Table 2). There is strong evidence that the wage growth contributes
to higher youth unemployment rate. It is consistent with the theoretical framework
of interactions between covered and uncovered sectors, assuming negative net sup329

ply effects in the former (Fig. 1). If control for wage effects, both SPt and SNPt
bring about similar results, which somewhat contrast with estimates for specification with the investment rate (Table 1). It is worth noting that the FE estimator
brings about much higher estimates of the favorable education effects on the youth
unemployment rate as compared with the RE estimates. As the Hausman test
rejects the null hypothesis of the random effects model at the 1 percent of statistical
significance for both specifications ─ with investment rate (Table 1) and wage
growth (Table 2), it only strengthens the conclusion on significant inverse relationship between the number of students and the youth unemployment rate.
Table 2. Determinants of the youth unemployment rate (UN24t) ─ specifications
with number of students and wage growth
Estimators
Independent
Model 4
Model 5
Model 6
variables
FE
RE
FE
RE
FE
RE
Nt
0,524
0,482
0,577
0,512
0,420
0,416
(11,83*)
(9,69*)
(13,04*)
(10,70*)
(7,82*)
(7,41*)
∆Yt
−0,209
−0,247
−0,214
−0,241
−0,264
−0,277
(−3,49*)
(−3,74*)
(−3,69*)
(−3,82*)
(−4,55*)
(−4,25*)
21,008
16,501
17,942
15,425
21,059
16,397
∆Wt−1
(2,76*)
(1,96***)
(2,44**)
(1,90***)
(2,82*)
(1,97***)
St
−0,180
−0,092
—
—
—
—
(−3,72*)
(−2,07*)
SPt
−0,355
−0,214
—
—
—
—
(−4,97*)
(−3,38*)
SNPt
−0,359
−0,194
—
—
—
—
(−4,33*)
(−2,71*)
N
128
128
128
128
128
128
R2
0,69
0,68
0,71
0,70
0,70
0,69

In order to check out robustness of our results, the total number of university
graduates is used as explanatory variable across both specifications – with the
investment rate and nominal wage growth (Table 3). It is further confirmed that
there is a strong direct link between the youth and general unemployment rates,
as well as an inverse relationship with output growth. The number of university
graduates has a strong and highly significant impact on the youth unemployment.
Such finding only strengthens the conclusion on positive contribution of higher
education to fighting of youth unemployment. While making use of the number of
graduates as explanatory variable rules out the assumption of avoidance strategies
[4, p. 4], it is a clear indicator of the human accumulation being a useful hedge
against the youth unemployment.
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Table 3. Determinants of the youth unemployment rate (UN24t) ─ specifications
with number of graduates
Estimators
Independent
variables
Model 7
Model 8
FE
RE
FE
RE
Nt
0,468
0,412
0,447
0,396
(9,98*)
(8,37*)
(9,28*)
(7,85*)
∆Yt
−0,318
−0,335
−0,271
−0,289
(−6,98*)
(−3,74*)
(−4,80*)
(−4,71*)
At
−0,952
−0,948
−0,790
−0,761
(−7,83*)
(−7,40*)
(−5,07*)
(−4,74*)
0,354
0,307
∆It−1
—
—
(4,28*)
(3,47*)
22,190
17,142
∆Wt−1
—
—
(1,90***)
(3,06*)
N
144
144
128
128
R2
0,64
0,65
0,71
0,71

5. Conceptual features of data processing system for graduate career path
surveys
Our results convince that labour market developments, output and wage
dynamics are important factors of youth unemployment in general and university
graduates in particular. However, these relationships could serve only as general
guidelines for instrumental policies at the regional and university levels aimed at
minimizing of the youth unemployment. In order to elaborate effective policy
options, a detailed set of individual level data is to be analyzed. In this respect,
there is a need for the information system based on automatic processing of graduate career path surveys. Its main purpose is to clarify the relationships between
labor market conditions and youth unemployment by the use of multivariate data
analysis.
New system of electronic university graduate surveys as the key element of
monitoring of youth labour market should meet several specific requirements,
which enable its effective implementation. First, architecture of electronic system
should be based on principles of cloud computing. Any higher education institution, which declares its interest in participating in the system, should be able to
make use of resources provided with the supplier of the system, with no need to
invest in the new equipment. Access to all services should be given via Internet.
Second, it is necessary to make use of advanced statistical methods in a userfriendly way. Necessary instrumental tools for monitoring of youth labour market
in Poland and multi-functional analysis of relevant data in the segment of universi-
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ty graduates is provided by the OLAP (On-Line Analytical Processing) system.
Its main part is the database containing comprehensive information on university
graduates (Fig. 3).
Graduate surveys are supposed to provide with data across four dimensions:
1) personal (academic degree, sex, average score etc), 2) institutional (type of
higher education institution, department, field of study), 3) competence (definition), 4) geographical (country, region, town). Such a comprehensive dataset
allows multi-faucet aggregation and analysis of (1) labor market success measured
by the wage or job satisfaction levels and/or (2) effectiveness of job search strategies. Using various search queries, it is possible to obtain answers for such questions as the average wage of graduates from technical and economic universities
or across fields of study. Assuming flexible database organization, the number of
analytical questions to be answered is quite large being dependent on current and
strategic goals of university managers and government authorities.
An important component of the automated data processing system is the module of monitoring of labor market competences expected by employers. As graduates are asked to define their subjective perceptions of the level of acquired and
required competences, it provides with an opportunity to study phenomena of overand under-education. On the other hand, employers obtain a possibility to define
their preferences for workplace competences, including plans for future activities.
Combining with information imported directly from most popular job search portals, it allows defining competence gaps across labor market segments. Such information should be helpful for higher education institutions in defining fields of
study and subject curricula in order to minimalize differences between higher education and expectations of employers.
DIM_GRADUATE
ID
DEGREE
AVERAGE_GRADE
SEX
BIRTH_DATE
PROF_STATUS

DIM_UNIVERSITY
ID
UNIVERSITY
FACULTY
FIELD
SPECIALIZATION

FACT_QUEST
ID
AMOUNT
MONTHS
OCCUR
ID_UNIVERSITY
ID_TIME
…

DIM_COMPET
COMPETENCE_GROUP
COMPETENCE_NAME

DIM_GEOGRAPHY
ID
COUNTRY
REGION
CITY

Figure 3. Information content of university graduate career path monitoring
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6. Conclusions
Using regional panel data for the 2000─2010 period, it is established that the
youth unemployment rate is decreased by higher output growth and improvement
in the general unemployment. On the other hand, higher wage growth and investment rate are factors behind higher young unemployment rate. Given importance
of labor market developments, output and wage dynamics as well as job search
strategies as instrumental determinants of youth unemployment, formulation and
implementation of effective policies require development for the information system based on automatic processing of graduate career path surveys. New system of
electronic university graduate surveys as the key element of monitoring of youth
labour market should be based on the architecture of cloud computing, with any
higher education institution being able to make use of resources provided with the
supplier of the system, with no need to invest in the new equipment. Also, it is
necessary to make use of advanced statistical methods in a user-friendly way.
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