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PREFACE
Information is a very important resource for the modern business enterprises.
The possibility of an effective data acquisition, processing, analyzing, and presenting the results in the form of information needed for end-users and useful for management processes, is a key success factor for business. Information and Communication Technologies (ICT) are effective tools to promote such activities as well as
to design and to build information management systems.
This monograph consists of 11 chapters written by 17 authors coming from
different institutions. It is a rich source of ideas, concepts, solutions, and prospects
for interesting applications. We believe that the presented results will be useful to
all researchers, experts, and business practitioners, including the managers themselves, who have to deal with different types of information management systems.
The chapters are arranged alphabetically by surnames of the first-named authors.
The content of the monograph is as follows. The ranking of business offers
based on the linguistic evaluation of experts is constructed and then transformed
and aggregated to model parameters of AHP (Analytic Hierarchy Process) preferences for a DSS (Decision Support System) information system (J. Becker,
A. Becker). Suggestions on how to use methods and possibilities of experiments
planning to optimize production processes by using of DoE (Design of Experiments) module of STATISTICA software are given and illustrated by data obtained
from a manufacturing enterprise operating in the glass industry (D. Dejniak,
M. Piróg-Mazur). A system supporting IT (Information Technologies) infrastructure management is described together with the structure, functionality, and technologies used for the system construction and implementation (D. Doliwa,
W. Horzelski). A project of large DC (Data Centre) virtualization is presented as an
example of very effective methods of TCO (Total Costs Ownership) optimization
(M. Dyczkowski). An example of effective methodologies for IT systems management, namely the COBIT methodology, is introduced and elaborated with the
emphasis on problems related to information security aspects of developing IT
infrastructure (B. Księżopolski). A new method of measuring the knowledge in a
company, based on the so-called Global Cards, is described, providing another
evidence for importance of knowledge management in successful modern enterprises (M. Leśnik). Large scale integration of distributed Renewable Energy
Sources (RES) requires very good monitoring of grid parameters both at the local
and the global levels. Various problems and barriers related to implementations of
novel business solutions and ICT tools for distributed RES integration and aggregation are discussed, including classification issues and peculiarities specific to
different European countries (B.E. Matusiak, A. Pamuła). Key factors and assumptions necessary for successful knowledge management, effective support of deci-

sion processes, and smooth coordination of collaboration processes in CBS (Community-Built Systems), i.e., self-organizing complex adaptive systems designed for
virtual collaboration, are presented (P. Różewski). Detailed monitoring of turbulent
and unpredictable business environment is one of the most important factors influencing the level of achievement in modern companies. A new solution, based on
a consensus method, to the problems of actuality, reliability, and credibility of
information acquired from different sources via multi-agent monitoring systems,
is proposed (J. Sobieska-Karpińska, M. Hernes). An analysis of OCR (Optical Character Recognition) technologies usability for automatic data entry is presented on
the basis of practical tests and experiments performed on a production information
system (S. Stoliński, W. Bieniecki). A potentially positive role of electronic markets in improving effectiveness of Polish agribusiness is analyzed and illustrated by
an example of the Warsaw Commodity Exchange (WGT – Warszawska Giełda
Towarowa) and its electronic facilities (D. Strzębicki).
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RANKING OF BUSINESS TENDERS IN THE DSS 2.0 SYSTEM
Jarosław Becker a), Aneta Becker b)
a)

Department of Computer Science, b) Department of Economics,
West Pomeranian University of Technology, Szczecin

Abstract. The article presents methodological basics as well as the functionality of an IT system within the scope of ranking business tenders. The ranking is based on linguistic, bulk evaluations of experts, transformed and aggregated into the form of AHP (Analytic Hierarchy Process) preferential
model parameters. It is estimated that rank criteria can be broken down into
sub-criteria and be evaluated together (thanks to preferences of these compositions). The subject of researches includes an investment-repair motions
submitted by communes, associations within communes and county in West
Pomeranian Voivodeship within the Activation Program of Rural Areas, A
task of scheduling offers (in a form of case studies) was conducted in an information system of DSS class (Decision Support Systems) built in academic
environment of Szczecin [6].
Keywords. support for multiple criteria decisions, the rank of business offers, Decision Support System (DSS).

1. INTRODUCTION

The task of ranking and selecting best business tenders is characterized by
wide and variable range of application. When considered at a certain level of generalization within the aspect of standardization and engineering, it turns out to be a
very complex matter. Within that field we can differentiate tenders submitted
within the public and non-public (private) auction [1, 2] designed to buy products
and services (e.g. makeover of a house, acquisition of a car, fleet of cars, choice of
insurance, credit) and applications concerning subsidizing of certain economic
activities, e.g. grants from European Union [3], communities’ targeted budget [4],
distribution of NFZ’s financial resources, etc. Activities mentioned above (often
standardized), differ between themselves, e.g. in respect of subjects being selected
and formal conditions (legal, organizational). Their common trait is the dependency between parties of a decision game: the purchaser in relation to many others
who offer goods (reversed auction), as well as the funding entity in relation to
many others who apply for grants. The thesis for such a decisional proceeding is to
maximize the quality of offerings and minimize the price.

The decisional proceeding may consist of multiple stages, e.g.: formal verification, preliminary qualification of the matter, its comprehensive evaluation, ranking, and selection of proposal applications. There are many conditions, limitations,
criteria, sub-criteria and preferences taken into account during the whole process. If
it often happens that proposals’ evaluations and selection process are supported
with the knowledge of experts. The issue of integrating knowledge which comes
from many sources is also a complex one. It stems from the fact that this knowledge might be dispersed, might pertain to various subjects, and be conveyed in
different forms, e.g.: opinions, evaluations, assessments, polling results, by an individual or a group of individuals with an adequate level of qualifications (experts,
board members, managers, employees, clients), in any form: numeric or linguistic.
The aim of the article is to present methodological basics as well as the functionality of IT system within the scope of arranging business tenders. The ranking
is based on linguistic, bulk evaluations of experts, transformed and aggregated into
the form of AHP preferential model parameters. The task of arranging tenders, in
form of an adequate case study, was performed in the DSS 2.0 information system
[5, 6]. The research concentrates on the subject of applications for renovations and
investments submitted by communities, inter-community associations, and counties
in the West Pomerania region within the Rural Development Program.
2. CONSTRUCTIONAL AND FUNCTIONAL ASSUMPTIONS
OF THE DSS SYSTEM

The presented DSS concept was based on the description of an issue in the interpretational convention of an adequate MLP task. In particular, goal programming with a specific arrangement (diagonal and block) of matrix parameters, where
each block corresponds to one application or tender [7]. Blocks treated separately
form separate MLP tasks, while taken together, allow you to choose the best block
(including PARETO). In terms of database, a block corresponds to a record (of a
variable length) and the entire task formally meets requirements of a relational
database with all of its attributes. The proposed system allows the construction of
partial models describing variants of the decision-making (requests for quotation),
combining them into one mega-model (dozens of thousands of decisional variables) and considering problems of automatic choice for differently formulated
decisional situations. It has been assumed that an information system should meet
several demands, which characterize the complexity and diversity of these situations, namely:
• massiveness and mobility of objects (variants of decisions) – tender applications involved in the qualifying procedure can adapt to the conditions of the
game automatically by themselves (e.g. to the assumed intervals of subsidizing) without the interference of those conducting the tender,
8

• heterogeneity of data sources – integration of data, expressed in the form of
opinions, evaluations, assessments or the results of polling through transforming linguistic expressions into numbers and vice versa: numbers into words,
• multiple aspects of decision-making process – in a sense of choice based on
multiple criteria, bulk evaluations of experts, multi-stage character of the decision-making process,
• obtaining the best possible solutions.
The architecture of the DSS information system has been subjected to the
analysis of all these situations, which the author (and his colleagues) believed to be
important in the final design of the system. There has been made some engineering
assumptions about the openness of architecture and integration of multiple selected
methods: MLP, AHP, rough sets and LSM (multiple regression analysis) in a single
system, which works on the same numerical and linguistic data and is a tool of
finding the best possible solutions.
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Figure 1. Functions of the DSS information system. Source: author’s own illustration
based on [6].
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The architecture of information system – the prototype of which was programmed in the CA Visual Object 2.8 of GrafX Software (formerly owned by
Computer Associates) – has been divided into two functional levels. First one is
represented by the options of system resources administration, that is, a set of templates, decisional tasks and a base of competencies, while the second level features
a specific function of decisional task management. Functional structures for these
solutions are shown in Figure 1, where marked in bold are the most important functions.
The idea of DSS system has generally no precedent in the native literature.
However, in order to implement methods of multiple criteria decision support (e.g.
AHP), in particular the methods of operational research (e.g. MLP), they should be
presented to users in the most friendly form possible, that is, in the form wellsuited to the practice of information system management.
3. PROCESS OF DEFINING TASKS IN THE DSS SYSTEM

One of the problems in the area of operational research is the adaptation of a
suitable decisional task design. Within the information system, it cannot be the
classical resource allocation model with a loose arrangement: decisional variables,
balances, limits, and a certain objective-based function, e.g. the usability function.
It is required to introduce some formal rigorous approach to the adopted concept of
the MLP generator (constructor): all objects (applications) should be reviewed in
the same structures, called “sub-models” hereinafter. These units form a larger
structure, with distinguished constraints, specifically for each of the objects, balance sheets and constraints common to all objects as well as the block of criteria
integrating the problem of choice in the convention of goal programming.
The first stage in designing the template of a decision-making task within the
DSS system is the analysis of the problem. It is based on finding cause-effect relationships describing the problem, including the subject of choice. These relationships should be presented in the form of factors affecting the decision, which resulted in the choice or rejection of the option. Then, one should proceed to defining
the partial model (Figure 2, A. Decisional variables, B. Block of a task), according
to which there will have been formulated all the blocks (describing decisionmaking objects) introduced to the tasks (e.g. requests for quotes). Within the implementation of the information system, this approach has led to the forced introduction of a special subsystem (TEMPLATE), based on the adopted partial model,
which allows its verification and identification of all potential risks for the future
operation of the main model and the DSS system. Next, one fills in the ready template with adjustable parameters, in particular: globally available resources (Fig. 2,
C. Common balances) as well as preferences of partial objectives of a task (Fig. 2,
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D. Criteria). The template provides the basis for the introduction of test data and
the actual data contained in the applications.

Figure 2. The MLP generator model within the information system.
Source: DSS 2.0 system [6].

The MLP model of decision-making is essentially a two-dimensional array of
technical and economic parameters, where the adjustable parameters can create
formal links between e.g. groups of variables (balances) or forcing values of defined states, e.g. labor resources. Within the second group, especially with regard
to the parameters of the partial functions of the objective, the data may come not
only from numerical measurements, but can be considered as justified linguistic
assessments (evaluations). There has been a validation procedure introduced to the
system (Figure 3).
It enables the assessment of each parameter, taking into account:
• the range of acceptable values for each parameter (d1, d2, …,dn);
• the choice of assessment scale profile of any cafeteria, which is based on the
selected model of linguistic quantifiers; adjustable elements are: the number of
degrees of scale, adherence function, the names of linguistic concepts (e.g.
few, medium, many, do not know);
• the possibility to decompose parameters into components (sub-criteria);
11

•
•

selecting group of people (experts) evaluating main parameter or sub-criteria
the application of a programming system, which allows for the construction of
the function containing any logical conditions and arithmetic operations,
transforming the parameter’s value into the output form required in MLP task
(e.g. binary form) [8].

Figure 3. Defining validation parameters of a mathematical model template.
Source: DSS 2.0 system [6].

The validation procedure gives mandate to create a testing record of generally
accepted sub-model design. In the event of contradiction, the system does not allow
for further processing. Subsequently, elements of correctly formulated testing
record play the role of starting parameters for entered data (applications).
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4. RANKING OF TENDERS
The method of hierarchical analysis of the problem (AHP) supports decisionmaking process in the environment of multiple criteria, where discreet decision
problems exist [9]. O. Downarowicz and others claim that “the AHP method takes
into account the multi-objective approach, basing on compensatory strategy of
modeling preferences, assuming the comparability of options, also with reference
to the specificity of the psychological processes of evaluation of a hierarchical and
relational character” [10]. This method supports the articulation of preferences by
those who evaluate, as well as their use in the process of aggregating criteria.
Preferences pose the very essence of multi-criteria approach are a natural
phenomenon for subjective assessments made by humans, in contrast to the
assessments characterized as being objective [11]. Results obtained using the AHP
method are numerical values that define a hierarchy of possible variants according
to the aggregated, multi-criteria and qualitative assessment of decision-makers.
High transparency of calculations and the possibility of qualitative assessments
determine the high utility of this method, its use in those situations when traditional
methods (e.g. multi-criteria linear programming) cannot be used [12].
At the core of the AHP method lies the assertion made by T.L. Saaty (1990),
that "human judgments are relative, dependent on the current value system,
occupied role and characteristic of the one who conducts evaluation" [13]. As a
result, there are different points of view on the subject of evaluation, which manifests itself in different values of partial utilities. This approach is similar to multicriteria aggregation methods of partial goals to the form utility function [14]. Representation of the decisional problem in the AHP method as a hierarchical tree of
criteria and corresponding alternatives of choice is a psychological projection of
partial usefulness of the evaluator (decision-maker) [9, 15]. This phase is being
called the “structuring of decision problem”. Appointment of local and global
vectors of preferences and their aggregation, according to the additive weight
method, provides the basis for the construction of the target ranking of decisional
alternatives.
AHP procedure starts with the definition of the goal and a coherent family of
criteria relevant for the group of mediators of the decision making process. The
DSS system builds a matrix of comparison criteria (model’s parameters) d1, d2, ...,
dr, which are then entered in the equations of partial goals at the stage of modeling
the decisional problem (Figure 2, MLP generator). These criteria can form a twolevel hierarchical structure. At the stage of defining the validation sheet the decision maker (holder of resources or analyst’s assistant) can determine the set of subcriteria ki* (i = 1, 2, …, n*), for each parameter dk (k = 1, 2, …, r). Each of them
may pose as a reasonable linguistic assessment (Figure 3, more on this in [8]).
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In order to find the vector of scale

d = [d 1 ,..., d r ]T

(1)

for the criteria, one applies Saaty’s method, which enables to calculate precise values of the eigenvector matrix for coherent array as well as a certain approximation
of the vector regarding the proportional matrix of comparisons [16].
In the next step, system’s algorithm constructs the comparison-based matrix
of decisional alternatives Wt (t = 1, 2, …, n) for each k = 1,…, r criterion, against
k - of this criterion. In order to calculate the vector of scale of a given criterion

d k = [d1k , d 2k ,..., d nk ]

(2)

Saaty’s method is used [16].

Figure 4. Administrator of the template – setting the AHP preferences.
Source: DSS 2.0 system [6].

In the last stage the system builds the “C” matrix, whose column are derived
from vectors of scale of suitable criteria. Finally, one selects a vector of scale of
acceptable solutions (Figure 5, column W (R)):

d = Cd

(3)

Determining the degree of mutual dominance of criteria (Figure 4, RNG) and
sub-criteria (Figure 3, RNG) is run with the use of binary relation introduced by
T.L. Saaty (1994), where five basic situations have been distinguished:
equivalence, weak preference, relevant preference, clear preference and an absolute
preference [9]. It is as well possible to fix an indirect relationship, which in turn
creates a nine-point scale. Adoption of a scale based on natural numbers is
14

appropriate from the psychological point of view. It refers particularly to the
Weber-Fechner’s assertion about the relation between the change of stimulus and
the effect, as well as the assertion that a man is able to simultaneously compare a
maximum of 5 to 9 objects [9, 17].
A practical example concerned the allocation of financial resources for the
communities of West Pomerania. Subsidizing of renovation and investment applications (“B-2 Education” subcomponent in the Rural Development Program) was
possible to allocate for construction, renovations and modernization of primary,
secondary and special school buildings in rural areas as well as renovating and
equipping of school clubs associated within the consolidated school network. The
call for proposals took place at the turn of 2003/2004. The Regional Controlling
Committee has approved the following qualifying criteria for renovation and
investment applications, with such indicators as:
• d1 - the use of teaching facilities, the number of square meters per one student
(30 pts.)
• d2 - the ratio of registered unemployed inhabitants to the entire population
(15 pts.)
• d3 - total revenue of the municipality per capita (15 pts.)
• d4 - size of the requests for funds from the RDP in relation to the total cost of
project (10 pts.)
• d5 - implementation of the complementary training and teaching tasks, the need
to carry out the tasks (20 pts.)
• d6 - obtained result as the effect of consolidation of the school network (10 pts.).

Figure 5. Business tender ranking – implementation of the AHP method.
Source: DSS 2.0 system [6].
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Each indicator has been assigned a certain number of points which gave a
total number of 100. Within the DSS system, these points have been restated to
weighting factors. The numerical values of the criteria for d1 and d4 were
characterized the person, who tried to get funding (school). However, d2, d3 and
d6 described the situation of the municipality where a given unit is located. D5
criterion has been decomposed into three sub-criteria: K01 - the importance of the
tasks for the municipality, K02 - compliance with the objectives of the RDP, K03 teachers’ commitment. It has been assumed that each of the sub-criteria will be
evaluated by the group of experts (Fig. 5, OC1, OC2), who could express their
opinions through the linguistic, nine-point scale of evaluation.
The obtained result with regard to objects’ array (Fig. 5) can be repeatedly
modified during the simulation process. It is based on changing the value of the
main criterion (e.g. Figure 3, D3 in the AA0003 proposal), which can be assessed
by the group and expressed as a vector of sub-criteria (K01, K02, K03). Approval
of changes in one or more linguistic evaluations by the evaluators (e.g. OC_01,
OC_02) triggers the automatic start of the algorithm of the AHP method and the
renewal of ranking’s result. The creators of the DSS system intend to expand its
functionality by adding the multiple regression analysis. The regression equation
can be used to assess the sensitivity of results in the ranking, for changes in values
of criterion parameters.
5. CONCLUSION

The article presents the methodological basis and the functionality of the
information system with regard to the ranking procedure, based on selected objects
(grant applications). One should take note of the possibility of inclusion in the
ranking of the linguistic, group assessments of experts, transformed and aggregated
into the form of the AHP model’s parameter preferences.
It should be noted that engineering results in an open architecture of the DSS
system. One is allowed to integrate many of the chosen methods, which can
operate simultaneously on the entered data (referring to applications, the vector of
criteria, preferences and evaluations), expressed numerically and linguistically.
Currently, the functionality relates to the use of methods: MLP, AHP, rough sets
and LSM in a single system as tools for seeking the best solutions. The
identification of the object (application) with the record (a record in the database),
which also poses as relatively isolated MLP model of decision making (for the
object), has been adopted as the starting point and system’s methodical basis. It
may also constitute a component of a wider optimization game, a greater decisionmaking model for a group of objects, e.g. tenders, which, in the bidding process,
“fight” for an access to financial resources by improving their parameters of
quality.
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COMPUTER-BASED PLANNING SUPPORT IN
A MANUFACTURING ENTERPRISE
Dorota Dejniak, Monika Piróg-Mazur
Institute of Technical Engineering State School Of Higher Vocational
Education in Jaroslaw
Abstract. In the course of performing a production process questions about
optimization and what actions should be undertaken to make the production
cheaper, faster and more stable arise. The article shows how to use design of
experiments to optimize the production process. Experimental data used in
the analysis will be taken from a manufacturing enterprise operating in the
glass industry. The process analysis will be carried out using STASISTICA
program, which includes the module responsible for design of experiments
(DOE).
Keywords. Planning experience, technological process, DOE.

1. INTRODUCTION

Enterprises that are currently operating on the market are collecting more and
more data about production, delivery processes, clients and their requirements,
about products failure rate, their control processes as well as clients’ opinions.
They gather enormous amounts of data, among which information needed for making apt decisions at the stage of product design, then at the stage of manufacturing
process and products control as well as at the final stage – sale, can be
found [1].
In a manufacturing enterprise, making decisions regarding production preparation processes constitutes a fundamental and key element of the entire manufacturing process. Production diversity and short life cycles of wares, whose complexity increases at the same time, cause that enterprises are forced to produce wares in
short series.
Operations of a manufacturing enterprise that wants to meet individual clients’ requirements should be based on computer systems that aid to an experiment.
Design of Experiment (DOE) is a method that, by the elimination of external
causes, allows to find such an adjustment of the controlled process parameters that
the process is made as optimal as it is possible.

2. DESIGN OF EXPERIMENTS

Theory of experiment was formulated to gain in a relatively short time and at
limited costs knowledge needed for a new or improved technological process. It is
highly significant in case of knowledge-based economy. During each technological
process, questions about the quality of the product as well as the optimisation of
costs emerge. Only scientific research studies result in experiments that need to be
carried out as quickly as it is possible and aim to obtain a product of desired qualities. Design of experiments (DOE) is an interdisciplinary field of science, which
combines applied mathematics, statistics and computer science. Its aim is to answer
the question: how to design an experiment to gather as much information as it is
possible at the lowest possible costs.
Studying the role of the theory of experiment in the knowledge-based economy, two circumstances need to be taken into consideration [2]:
- In the event when the concept of creating new quality emerges, the theoretical and empirical research studies are required the most frequently. Each of these
researches is important and indispensable; the empirical studies are, in addition,
expensive and time consuming.
- In the event when it is important to cut the costs and carry out empirical
studies in shorter time, the methods of the theory of experiment need to be applied,
including the design of experiment and statistical analysis of results.
The subject of a research may, for instance be a device, a technological process as well as an economic dependency etc. Input parameters specified by a researcher, as well as output parameters that are observed and measured characterize
the quality of a selected product. Despite the controlled inputs, the investigated
process is influenced by factors that are beyond the researcher’s control.
The aim of the research is to determine an approximate relation that describes
the reaction of the object to the introduced input changes. The relation is an approximation of a connection inside the object. Calculations of the methods of the
theory of experiment are so complex that computer is indispensable to make them.
Once the input parameters have been determined, it is checked whether there is a
qualitative relation between them and the output quantities. The relation needs to
be described by means of a model, and the values of input parameters that will
ensure optimal output values have to be found. For that purpose, for instance fractional factorial design, compositional design, Latin square, Taguchi method can be
applied.
During the research studies, it is indispensable to carry out a series of experiments that aim to investigate the response of an object to specified input values. In
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a traditional meaning, the variation interval of each input variable would be divided
into equal segments and all the possible combinations of their values would correspond to particular experiments. The complexity of the contemporary processes has
made the traditional method ineffective. For instance, an object of 8 input parameters would constitute 28 = 256 of experiments. An analogical program of researches, designed in compliance with the theory of experiments, consists of only
16 experiments. ANOVA analysis of variance and Pareto chart are used to analyse
results obtained by means of computer-aided design of experiments.
A quality management systems certification needs to be mentioned at that
point. The methodology of designing experiments has become one of the devices
that aim to design a process that meets a standard. In the result, the standard – ISO
35344-3 that covers statistical methods was extended by a part referring to the design of experiments [3, 4].
3. TECHNOLOGICAL PROCESS

Glass containers are those glass wares which are produced in Poland on the
largest scale. Unquestionably, bottles and jars made of a colourless glass (nearly
80% of the production) dominate among them. Both food storage containers and
cosmetic and pharmaceutical containers as well as candle containers are manufactured in Poland. Annually, approximately 1 120 thousand tons of them are produced. The majority of Polish glass container foundries have gone through a thorough modernisation in recent years. Although it has resulted in, among others, the
introduction of thin wall containers into the production and a considerable decrease
of the containers weight, the production tonnage is regularly increasing.
Polish glass industry encompasses over 100 enterprises. About one third of
them have a productive capacity that exceeds 20 tons per day. Polish foundries
produce about 2 700 – 3 000 thousand tons of glass per year [5].
Data for the building of model were gathered in the Glass Foundry, a company from the sector of large enterprises. In total, 14 production lines in three-shift
system work in the Foundry where during one shift, on one production line, 200
000 pieces of ready product can be produced.
Large production lines that comprise several dozen of machines, connected to
each other, are equipped with measurement points. Currently, in the Glass Foundry, data from measurement points are gathered by PIC – Production Information
Computer.
According to the definition, a technological process is a quantitatively and
qualitatively structured set of actions that change physical properties (shape, size),
the form or chemical properties of a specific substance (material). Technological
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process, together with support actions (transfer of material), constitutes a production process that results in a final product. The process of glass production comprises 9 main actions, connected with transforming raw materials and materials into
ready products (for the purpose of an external recipient).
- Glass batch preparation – accurately weighed out and mixed raw materials constitute the so called batch. Glass cullet is a very important raw material. Even
80% of natural resources can be replaced with it.
- Melting – the batch is transported to the foundry furnace, namely the glass melting furnace and melts in the temperature of 1500*C. Such a high temperature is
provided by gas fire burners, situated on both sides of the glass melting furnace.
Molten glass is pushed by a new portion of batch.
- Forming process – a stream of molten glass is cut into sections – drops of glass
(known as gobs) of a weight that corresponds to the weight of the container being
formed. Gobs are transferred to forming machines. The compressed air shapes, in
the initial phase, a glass bubble that falls into the moulds where it takes on its final shape.
- Hot refinement – bottles or jars are transferred to a tunnel-chamber where the
compound of tin is sprayed. It penetrates the glass surface and results in higher
mechanical resistance of wares and gives them shine.
- Tempering – Wares are moved slowly on a conveyor belt inside a tunnel-lehr and
solidify under control. It protects bottles against future cracking.
- Cold refinement – cooled glass wares are subject to a process that makes them
still more shining and flexible.
- Quality check and sorting – it is automatically checked whether wares have
flaws. If yes, the machine immediately eliminates defective wares.
- Packaging an lamination – once the wares have bee checked, they are conveyed
to an automatic machine – palletiser, which arranges them in layers on pallets
and protects them with a heat-shrinkable film. Packed wares are transferred to
warehouses.
- storage and shipping – prepared to clients order wares wait in the warehouse to
be shipped [6].
In the event of such an extended production process, the likelihood of flaws
occurrence in production is enormous. The main objective of an enterprise is to
optimize the technological process. Analysis of flaws and the interrelationship
between them is one of the possible ways of how it can be fulfilled. It will allow to
reduce the sample series and, at the same time, save time and costs.
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4. EXAMPLE OF A COMPUTER-AIDED DESGN OF EXPERIMENTS

The example concerns the technological process of manufacturing glass containers. Apart from the productivity improvement, the quality of the process and its
realizability in practice are significant. In addition, two output variables connected
with the occurrence of flaws marked with L7 and L9 symbols were taken into consideration. PCT.REJ quality parameter determined by the percentage of the defective wares occurrence constitutes the output variable. Installation means determining measurement points FP1 as well as FP2. Having the results of performed measurements, it needs to be specified, by means of the analysis of variance, which of
the output variables have a significant influence on the output variable. Thanks to
appropriate models in the form of equations and measurements of effect size, the
influence of the particular variables on the output variable can be evaluated and a
spatial diagram of responses that allows to gain general knowledge of the character
of the responses of the research object can be obtained. For the sake of the study,
the STATISTCA software, which contains the module Design of Experiments
(DOE) containing Central Composite Designs was used. Once the data had been
entered (Table 1), the STATISTICA software displayed a dialog box (Figure 1), of
which Central Composite Designs was selected.
Table 1. Obtained measurement results at two measurement points.
L7 - variable

L9 - variable

installation

PCT.REJ

1

42

11

1

9,59

2

82

21

1

6,38

3

212

34

1

12,73

4

169

17

1

8,79

5

89

23

1

7,63

6

56

28

1

7,35

7

125

23

1

7,61

8

189

20

1

7,51

9

22

10

2

6,14

10

13

22

2

4,43

11

96

27

2

9,42

12

109

27

2

7,21

13

50

41

2

6,84

14

42

43

2

6,44

15

73

44

2

6,42

16

46

55

2

5,38

Source. own calculations.
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Figure 1. Dialog box of the STATISTICA software.

All the designs and methods of their analysis aim to outline the response surface, build upon a general equation:
y = b 0 + b1 * x 1 + ... + b k + x k + b12 * x 1 * x 2 + b13 * x 1 * x 3 + ... +
2

+ b k −1 , k * x k −1 * x k + b11 * x 1 + ... + b kk * x k

2

(1)

In other words, a model that contains:
1. main effects for the input variable (x1, …, xk),
2. their interactions (x1*x2, x1*x3, …, xk-1, xk), as well as
3. quadratic words (x12, …, xk2) is adjusted to the experimental values of the
output variable
However, there are no directives as regards the level of the input variables;
any set of continuous values of these variables can be analysed. Options of the
Central Composite Design do not require to meet any guidelines as regards the
structure of the data file, that is the number of different input variables values, their
combination in the design structures and, for that reason, these options can be used
in the analysis of any design in order to adjust the described above general model
to data. In case of two input variables, the selected model has the following form:
2

y = b0 + b1 * x1 + b2 * x 2 + b12 * x1 * x 2 + b11 * x1 + b22 * x 2

2

(2)

Once the input variables (L7 and L9), output variable (PTC. REJ) and block variables (installation) have been defined, the Design and Analysis of Experiment is
approached (Figure 2).
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Figure 2. Dialog box of the STATISTICA software.

On the basis of obtained calculations, it can be assessed which the greatest effects
are and have a statistically significant influence on product defectiveness. Option
Conclusion. Evaluation of effects is used for the sake of qualitative evaluation
(Table 2).
Table 2. Conclusion. Evaluation of effects
Evaluate the effects; Variable.:PCT.REJ; R^2= ,70236; Correct:,50394 (sweet 4) 2 variables,
2 Blocks, 16 configurations; Residue MS=1,883554 variable output -ZZ PCT.REJ
Effect
Average /
8,834
constant
Installation
-0,792
(1)

Standard
error

t(9)

Standard −95%
−95%
+95%
+95%
Factor
error confidence confidence
confidence confidence
coefficient
factor
limits
limits
limits
limits

p

0,745 11,857 0,000

7,149

10,520

8,834

0,745

7,149

10,520

0,965 -0,820 0,433

-2,977

1,392

-0,396

0,482

-1,488

0,696

6,785

1,998 3,394 0,007

2,263

11,306

3,392

0,999

1,131

5,653

-1,526

2,491 -0,612 0,555

-7,163

4,109

-0,763

1,245

-3,581

2,054

(2)L9 (L)

4,712

2,521 1,869 0,094

-0,990

10,415

2,356

1,260

-0,495

5,207

L9 (Q)

1,191

2,490 0,478 0,643

-4,442

6,826

0,595

1,245

-2,221

3,413

1L wz.2L

8,787

3,558 2,469 0,035

0,736

16,838

4,393

1,779

0,368

8,419

(1)L7 (L)
L7 (Q)

Source: own calculations
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Having accepted the significance level at p = 0.05, the block variable has appeared
to be insignificant. Linear variable L7 as well as L7*L9 are significant. For the
visual evaluation, Pareto chart of effects (Figure 3) appears to be the most useful.

Figure 3. Pareto chart of effects, Source: own calculations.

The ANOVA table displays qualitative information about the influence of the particular effects on the complete response variation of the research object (Tab. 3).
In order to evaluate the significance, the value of MS quadrate mean is compared
with residual error.
Table 3. Table ANOVA
ANOVA; Variable.:PCT.REJ; R^2= ,70236;Correct:,50394 (sweet4) 2 variables., 2 Blocks, 16 configurations; Residue MS=1,883554 ZZ PCT.REJ Variable output
SS
df
MS
F
p
Blocks

1,26797

1

1,26797

0,67318

0,433138

(1)L7 (L)

21,70142

1

21,70142

11,52153

0,007944

L7 (Q)

0,70726

1

0,70726

0,37549

0,555190

(2)L9 (L)

6,58191

1

6,58191

3,49441

0,094399

L9 (Q)

0,43115

1

0,43115

0,22890

0,643747

1L wz.2L

11,48366

1

11,48366

6,09680

0,035619

error

16,95199

9

1,88355

total. SS

56,95504

15

Source: own calculations
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The obtained normality diagram (Figure 4) has on the horizontal axis residual values and on the vertical axis the expected normal values, calculated for the ordered
sequence of residual values, by means of the inverse of normal distribution function. Line stands for the arrangement of an ideal normal distribution.

Figure 4. Normality diagram. Source: own calculations

In the event of two input variables, spatial diagram of response surface, which allows to grasp general knowledge of the character of the research object responses,
can be drawn up (Figure 5).

Figure 5. Adjusted surface, Source: own calculations
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White dots are marked below and above the response surface These are the measured values together with dotted lines that lead to the corresponding forecasting
points on the response surface. The red colour stands for maximum values whereas
the green colour denotes minimum values. On the lower diagram plane, there is an
equivalent contour diagram.
5. CONCLUSION

The presented process of computer design of experiments enables to single
out input variables that significantly influence the studied process. It allows to
build fast and reliably an appropriate mathematical model. The essence of the presented design is also to determine the influence of the particular input variables
variability on the variability of the entire process. It allows to identify sensitive
places of the studied process and, as a consequence, broaden the knowledge of the
studied production process.
Design of experiment is a method that faster and more effectively allows to
model solutions to complex problems that occur in the process of production system functioning and, in much shorter period of time than so far, make indispensable decisions concerning the elimination of product flaws that emerge on the production line, which is significant for the innovation and improvement of the enterprise competitiveness.
STATISTICA software and a module for design of experiments and results
analysis, which it contains, was used as a tool in the carried out study.
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AUTOMATIC MANAGEMENT OF IT INFRASTRUCTURE
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Abstract. The paper shows a system to assist the IT infrastructure management. Its purpose is to collect information about the hardware and network
services operating within the company. The system has a modular construction. Individual modules allow respectively on inventory hardware and software, monitoring the availability of services, management of irregularities in
the operation and management of contacts with its users. Each of the modules
can be enabled or disabled depending on the objectives that we want to
achieve. The system is based on the use of both known and widely used
technologies for example SNMP to gather information about network devices
or WMI to gather information about hardware and software, and solutions
created by authors: software (agents and managers) and application layer protocol for communication between them.
Keywords. Hardware audit, WMI, Hibernate, SNMP.

1. SYSTEM’S FUNCTIONALITY

Large companies with multiply locations usually have problems with keeping
up-to-date information about software and hardware resources. Frequent configuration updates, organizational changes and hardware upgrades often cause the loss of
control of its resources. To keep all track of resources together we need a system
which collects information in one place (appropriately designed database) and then
allow this information to be presented in a clear and simple manner. To complete
this task, we need an application for automated management of IT infrastructure.
The task of the system is to collect information about hardware and network services operating within the company. The system is modular. Individual modules
allow to do the appropriate inventory of computer hardware (information about
computers and their components) and software (software installed, update information), monitoring of the availability of services, management of irregularities in the
operation of IT infrastructure and management of contacts with users. A part of the
system responsible for the visualization of the collected data can quickly search
computers in according to needed criteria (e.g. equipment that fulfills the conditions required by the application or requires modernization). With this application

we can also get the current parameters of the monitored devices (such as logged-on
user, running processes, the number of free resources, performance counters of the
system).
2. SYSTEM’S ARCHITECTURE

The system consists of a database collecting information about the controlled
resources, communication protocols used by agent applications and managers receiving data from agents and transmitting them to the database (Fig. 1). The agents
collect data on the devices using WMI (Windows Management Instrumentation) or
MIB (Management Information Base) and send them to a central server. The communication between agents and management server uses dedicated protocol or
standard network management protocol (SNMP on those devices that support this
protocol) . Another module is dedicated to data visualization. It allows to show the
actual state of monitoring resources.

Figure 1. System’s design.
2.1. Database

The database consists of tables that contain data about the elements of enterprise’s IT infrastructure (scanned computers, the network devices reporting with
using SNMP). Structure of the application’s database is presented in Fig. 2. Tables
Devices, Processors, Memory, Graphics_interfaces, Network_interfaces, HDDs,
CD_DVD_Devices contain information about hardware components, table Operating_system stores data about the operating system (version, installed patches, the
language and the date of installation), and table Applications stores data of soft29

ware applications. The values in these tables are static (they change rarely) and
any change makes agent rescan the client’s system. The data in these tables is
saved only when during the scannig the value of any of the fields defined in that
table has changed (checksum is calculated after each scan so its value changes if
any of the components change). Since every change in hardware configuration is
important, the static data are stored permanently and will never be erased. After
each change the previous data are archived, what enables the system to obtain information not only about the current state of resources, but also to trace the
changes. Table Dynamic_counters defines the frequently changing parameters, of
which we wish to obtain information from the client’s computer. That data is saved
on every request. Unlike static data archiving of dynamic data is not executed.

Figure 2. Database’s structure.

After receiving data from the client by manager server, it saves them into the
database. An object-oriented mapping interface implemented by the library NHibernate is used for communication with the database [5,6]. NHibernate is an example of an "object-to-relational mapping" software which moves relational database
schema to a higher level of abstraction, by introducing a conceptual schema. This
allows the programmer to focus on the data as the object model [1, 6]. Due to this
approach, the application can treat the database and its resources as an integral
object. In this way, the information sent by the client will be saved in the database.
The configuration file contains settings for database connections, dialect, etc.
Changing of that configuration file allows to do a simple modification of the data30

base system used in the application, which allows application to interact with the
majority of existing databases on the market. NHibernate will also be used to retrieve data from tables in order of their presentation.
2.2. Communication’s protocol

Network devices that support SNMP protocol use it to report the information
to management server. Other devices use dedicated application layer protocol to
communicate agents with the manager. The protocol efficiently uses network infrastructure of the company, optimizing traffic and balancing between the reliability
of transmitted data and speed and amount of redundant information - using TCP or
UDP in the transport layer, depending on the needs. The protocol defines the way
and the format of information transmitted from client to server and requests generated by the server to the client when it wants to get current information about the
resources. In the case of reporting the information by the agent to the management
server TCP protocol and messages HELLO, STATUS, DATA and END are used
[7]. Communication process is presented in Fig. 3.

Figure 3. Communication model.

After establishing a TCP session between the client (agent’s application on
the device) and a server (the server to handle the session creates a dedicated thread)
there is sent HELLO message including computer ID and password to access. In
response, the server sends the STATUS message with the response code. If the
response code’s value is other than OK, the server is not ready to receive the file
(e.g. in a case of non-compliance or lack of storage space) and then the client
writes a message about the fail to the system register. In the case of a positive response from the server, the client places in a stream of data sending to the server,
data from a file describing its resources. Finally the client sends the END message
and expects confirmation from the server about the end of communication (message STATUS OK). The correctness of communication (sequence of transmitted
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data, reliability of the mechanisms of confirmation and retransmission) is guaranteed by the TCP and it does not need to be implemented at the application layer.
When the server wants to initiate the transmission of data from the client,
UDP is used and messages SCANREQUEST and STATUS are defined. The client
after receiving the SCANREQUEST message confirms it with STATUS OK message or sends an STATUS message with error code. In the positive case a new scan
is carried out and the result is sent to the server, according to the scheme described
above.
2.3. Agent’s application

Agents’ programs are modular so that they can carry out only these tasks that
are required on the running device (Fig. 4). This allows to optimize use of the resources and gather and transmit only required information. The client’s application
allows to attach each of the three functional modules: an audit of equipment, a
module for monitoring services and users’ communication module.

Figure 4. Agent operation.
2.4. Hardware and software audit module

Audit module collects information about your computer. It is installed on each
computer which will be covered by the scan. It has been implemented in C# language as Microsoft Window’s service [4], operating in the background, started
automatically during the start of the operating system. It does not generate any
messages for the user, saves all the information in the register of events. During
installation, the administrator enters the following information: a unique name and
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location of the computer, and the value of the UDP port on which it will be listening for requests from the server, IP address and TCP port on which the server listens. At this time a unique identifier of the computer is generated using UUID
(Universally Unique Identifier) algorithm. All this information is saved in the configuration file.
After module’s initialization, an initial system’s scan using WMI is performed. WMI is the Microsoft-developed standard implementation of WBEM
(Web-Based Management Enterprised) - a set of technologies drawn up to unify
the management of IT environments. WMI allows an access to system’s resources
hiding the complexity of this access under the layers of abstraction. The communication is based on the pattern of supplier - recipient, where the supplier consist of
components providing administrative information and recipient are properly designed applications - in our case the scan agent. A language chosen for implementation of scanning client (C #) has classes to handle the WMI, allowing fairly simple access to information about hardware and software [3,4].
For example function that allows to obtain processor’s data looks as follows:
using System;
using System.Management;
using System.Windows.Forms;
using System.IO;
namespace WMISample
{
public class MyWMIQuery
{
public static void Main()
{
try
{
ManagementObjectSearcher searcher =
new ManagementObjectSearcher("root\\CIMV2","SELECT * FROM Win32_Processor");
FileInfo t = new FileInfo("C:\\Temp\\dane.xml");
StreamWriter plik =t.CreateText();
foreach (ManagementObject queryObj in searcher.Get())
{
plik.WriteLine("<Nazwa>{0}</Nazwa>", queryObj["Name"]);
plik.WriteLine("<Archit>{0}</Archit>", queryObj["Architecture"]);
plik.WriteLine("<Rodzina>{0}</Rodzina>", queryObj["Family"]);
plik.WriteLine("<Taktowanie>{0}</Taktowanie>",queryObj["MaxClockSpeed"]);
plik.WriteLine("<RozmiarL2>{0}</RozmiarL2>",queryObj["L2CacheSize"]);
plik.WriteLine("<Rozmiar_danych>{0}</Rozmiar_danych>",queryObj["DataWidth"])
;
plik.Close();
}}
catch (ManagementException e)
{
MessageBox.Show("An error occurred while querying for WMI data: " +
e.Message);
}}}}
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In this way, in this application the data will be saved in a file dane.xml describing the computer in XML format. Then, the client establishes a TCP session
with the server and sends this file to it. After receiving acknowledgement from the
server, the client saves information about success in the event log file.
The client also runs the resident process (running in an infinite loop) listening on
the configured UDP port requests from the server. This process allows the administrator to obtain current information about the state of the system.
2.5. Services monitoring module

Monitoring module allows to track the availability of services for correct operation and the current load. These data can be automatically recorded in the events
log in order to compare the results with baselines. It also allows to decide if IT
infrastructure operates in accordance with established parameters. This module lets
you automatically notify an administrator when the critical parameters are exceeded or service stops working. It is activated only on those computers that are
running critical services from the company’s perspective. The system’s administrator specifies which hosts will be available for individual services. It is done by
pointing the computer’s name (Fig. 5), the type of monitoring service and the way
of monitoring (on demand or periodically, indicating the time interval).

Figure 5. Services monitoring module’s interface.

In the case of irregularities in the operation of the service the information is
transmitted to the management server, which will take defined actions - writing
information to the registry, sending notifications to the administrator by e-mail
or SMS.
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2.6. User communication module

User communication module enables users to report problems with equipment
and direct them to the appropriate person responsible for the device. It runs on
workstations and has an interface to report the problems with computer or application. These information is sent to the server where they are stored in the database
and associated with a particular workstation, and the message to the person responsible for servicing the device is generated. This person after receiving messages
gives appropriate status to such an event (RECEIVED, INPROGRESS, DONE).
System’s administrator can view the statuses of problems by attributes of each
device’s window.
Each module can be activated or deactivated according to our goals. It allows
to optimize the use of resources on the monitored devices.
2.7. Server’s application

A computer that is running the server’s application is responsible for various
functions. The main role of the server is continuous listening and waiting for a
sessions made by the client’s modules. Another important role of this program is a
permanent record of incoming data in the database. The third task of the server’s
module is to be a presentation layer of collected data. It acts as an interface between all elements of the system (Fig. 6). Like the client’s application, it was written in C#.

Presentation Layer

Database Access Layer

Communication Layer

Communication
session

Database

Figure 6. Server’s tasks.
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According to the communication layer the server’s application implements the
task of collecting the information sent by client’s applications. These information
may be provided by various software modules and must be properly interpreted and
stored in the database. The communication between server and client uses two
separate processes. The first is a multi-threaded process listening on the defined
TCP port for connections from clients. After establishing a communication session
by the client, it sends two types of information: about its current configuration (IP
address, a port by which the server may communicate with the client) and the data.xml file describing the resources of the client. Then data file is read and parsed.
If there are no syntax errors, the values retrieved from the file are assigned to the
appropriate objects. If an error is detected, a re-scan command is sent.
The second process allows the server to initiate communication with the client
to send requests to obtain the current configuration or dynamic parameters.
Server’s program on this layer has also implemented an SNMP manager functionality. It allows to communicate with SNMP compatible devices using this method.
Database maintenance layer allows to record and retrieve information from
the database using the previously described mechanisms.

Data from agent

Application objects

NHibernate
Configuration

XML mapping

Database

Figure 7. Database access.

All information stored in the file can be read at any time using the application’s presentation layer. This layer has a specially designed user’s interface, due to
which we can control only these data which is needed (Fig. 7).
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The access to data may take place by a dedicated application that displays information about the selected computer. It is possible to show data recorded on a
specific date. The information is divided into sections depending on the type of
equipment. The tabs allow user to view data about operating system, processor,
memory and the BIOS, drives, graphics and network cards, installed applications
and the problems with the device.

Figure 8. User’s interface.

The system also contains software for the analysis of collected results and generating reports of using resources . It helps to plan investments and changes in IT
infrastructure. Monitoring of services trigger an event (e-mail, SMS) in case of a
problem, which allows a quick detection of irregularities and reductions of losses.
It is also possible to search these data from a Web browser, which allows the administrator to obtain information from the database from every place on the network. The advantage of a dedicated application, however, is the ability to access
dynamic data and ability to force the scanning of the system.
3. CONCLUSION

The presented system allows to control IT infrastructure of the company. Its
modular construction reduces the use of the client’s resources. It has been implemented and used in practice in a high school’s network. Conducted tests showed
that communication between agents and management server does not affect net-
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work performance. The uses of well-known technologies (WMI, SNMP) makes it
easy to use with a wide range of hardware devices.
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Abstract. The economic crisis forces companies to cut down cost. Constrained IT budgets are one of the symptoms. Consequently, possibilities to
optimise Total Cost of Ownership (TCO) are focused on. Virtualisation is
a technology of rationalising TCO for IT infrastructure. It is particularly efficient for data centres (DC). The paper discusses such a virtualisation project
for a large DC. The initial part of the study describes essentials of the virtualisation and presents its main advantages and benefits expected. In the main
part the virtualisation case study is analysed. It gives insights into both major
characteristics of the project and evaluation of its economic effectiveness.
It is proved that benefits resulting from virtualisation exceed necessary investments and operating cost. Eventually, it is confirmed that virtualisation of
the DC optimises TCO and improves both flexibility and accessibility of IT
infrastructure.
Keywords. IT projects economic effectiveness, virtualisation of IT infrastructure, data centre, Total Cost of Ownership, TCO, case study.

1. INTRODUCTION

The economic growth in the recent decade together with an accessibility to the
European funds caused that numerous IT project were conducted without thorough
profitability studies. Even if effectiveness was analysed for new investments, current spendings on IT were optimised far too rarely. This was a mistake, since –
according to studies of Gartner company – expenses related to maintenance and
development of existing IT infrastructure account for 85% of funds spend on IT as
a whole (see [13, p. 49]). The author’s studies also prove, that IT infrastructure,
which is cost-intensive and difficult to manage, pose a vital problem to Polish
companies.
The recent difficult economic situation made companies rationalise their operations, what resulted in dramatic cost cuts. IT budgets were affected as well, what
forced IT managers to look for possible savings. In April and May 2009 the author

carried out a study on the crisis and its influence on IT area. Data from 139 examined objects demonstrated that in many cases budgets and employment in IT area
had been reduced, ongoing IT investments suspended, put off, abandoned or limited in their scopes, and planned initiatives had never been launched (for more see
[9] and [10]). Similar observations apply to day-to-day IT operations, therefore
activities leading to optimise total cost of IT ownership (TCO) have become more
and more popular.
Any project aimed at increasing effectiveness of IT applications may produce
expected results only if it is based on scenarios for IT effectiveness management
discussed in the literature (see [1] and [13], and works referred therein) and tested
in business practise. Since this paper deals with effectiveness in hardware virtualisation projects, particularly in relation to server infrastructure, among all existing
scenarios for IT effectiveness management special attention should be paid to the
following two:
1) lower IT expenditure/cost while keeping the same level of IT influence on
corporate performance,
2) or lower IT expenditure/cost while increasing such positive influence.
Before effectiveness related issues are presented in details, the following part
will – for transparency of the whole study – discuss in brief a concept of virtualising hardware resources.
2. VIRTUALISATION AS A TECHNOLOGY FOR OPTIMISING HARDWARE
RESOURCES

Modern organisations are working intensively to solve infrastructural problems resulting from increasing scope and complexity of IT systems implemented in
early 1990s. At that time computer networks and applications supporting business
processes, including integrated MRPII/ERP solutions, were implemented in many
companies and institutions. In order to guarantee appropriate level of control over
more and more complex IT infrastructure, operational procedures were developed.
They made processes in resources management area even more complex. Ultimately, IT departments in numerous institutions have to face the following challenges:
− large number of servers which capacity is not used in an optimal way (according to Talex company the average use of servers does not exceed 20%; see
www.talex.pl/oferta/integracja/vm), since – despite increased processing power
– they are used in a model: one server ↔ one application, but also because demand for server capacity had often been overestimated, due to applying maximum load assumption at a planning stage,
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− considerable delays between reporting new requirements and implementing
operational modifications, resulting from long time required for installing new
servers, mass storage devices or (re)configuring networks,
− diverse configuration versions of servers and operating systems, which are hard
to replicate, what makes procedures for managing dispersed servers under Windows, Linux or NetWare too complicated,
− lack of testing and development environment adequate to actual parameters of
production systems, what leads to unexpected functional changes in applications
or decreasing efficiency of entire systems when operating systems are updated
or patches are installed.
IT staff in many companies initiated projects aimed at optimising resources.
The first phase covered centralising infrastructure in a smaller number of centres
with large processing capacity. Centralisation makes resources management much
easier, minimises cost of resources use, maintenance, storage and security, and
helps to integrate diverse hardware platforms. The second phase included activities
leading to implement technologies and solutions which enable to create IT infrastructure offering higher level of services for business units at lower operating cost.
Virtualisation plays a prominent role here. Despite the fact that this concept is not
entirely new, it opened the Gartner’s Top 10 Strategic Technologies for 2009 list [3].
“Virtualisation” is nowadays broadly understood, and so its meaning might be
vague. It has been discussed in numerous books and papers. For a purpose of this
article – which focuses on virtualising IT infrastructure – it will be assumed that
virtualisation consists in separating physical hardware from operating systems.
Such virtual technologies and solutions enable to run many virtual machines, with
own operating systems, on one, common, physical machine. Each virtual machine
has own memory, processing unit and a network card attributed to it and own, independent operating systems with a set of applications. An operating system of a
virtual machine recognises a complete hardware and software environment independent from parameters of a physical server (see definitions in [5], [12] and [14]).
There are four main methods to virtualise server infrastructure: full virtualisation, hardware-assisted virtualisation, paravirtualisation and OS-based virtualisation (for more see [12] and [14]). Each one may be the most effective depending on
data to be processed and operating priorities. The following part of the paper will
analyse the first method, which employs software that create an abstract layer between virtual servers and physical hardware. The most popular commercial solution in this respect include tools developed by the market leading VMware company and the Virtual Server environment by Microsoft (see e.g. [5] and [12] or
developers’ web-sites: www.vmware.com/ and www.microsoft.com/virtualization/
default.mspx). The examined model offers entirely virtual hardware platform for
each virtual server, including fully configurable BIOS. In this method each virtual
server acts as a separate process at a hosting platform. Every single server is fully
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independent from any other on a physical disk (or a disk array) – it is a separate file
– with its own instance of an operating system and with all required applications.
Virtualising software intercepts instructions for processors, controllers or peripherals, prioritises them and queues for execution. Due to the virtual layer almost any
operating system can be installed, without modifying hardware or software. Disadvantages of this solution include extra load for processors created by virtualisation
software (it is not heavy, but still noticeable) and numerous instances of an operating system run on a single physical server.
3. ADVANTAGES AND EXPECTED BENEFITS FROM VIRTUALISING
HARDWARE INFRASTRUCTURE

The description of the virtualisation technology and solutions optimising
hardware resources presented in the previous part enables to identify its major advantages and potential effects. Number, scope and financial aspects of such effects
are essential to calculate effectiveness of virtualisation projects and all related investments. Consulting companies and providers of technologies, tools and services
connected with virtualisation of server infrastructure acknowledge certain technological, organisational, administrative and economic benefits – both in IT domain
and in all business processes and areas supported by IT – gained when the said
solutions are implemented.
The following expected benefits from virtualisation are reported the most frequently:
− consolidation in IT environment and reduced demand for hardware,
− increasing accessibility to systems, application and services,
− higher security level and growing efficiency and compatibility of IT infrastructure,
− shorter downtimes, including time necessary to restore working environment
after breakdowns, and less time needed to make processing capacity available
on-demand,
− simplified administration and management procedures in IT environment,
− reduced total cost of ownership for IT infrastructure.
The last group of benefits is particularly important for examining economic
effectiveness. It should be pointed out, therefore, that the following factors enable
to reduce TCO (see vmware.talex.pl/produk-ty/cpd/vi3):
− increasing extent to which IT infrastructure is used and, at the same time, diminishing demand for new hardware,
− reduced space required for data centres, lower energy cost, savings on aircondition – all by limiting a number of physical servers,
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− decreasing personal cost (remuneration and other related expenses) by reducing
number of employees, who manage the virtual environment, in relation to those
required in case of a complex physical infrastructure.
According to Gartner’s estimates companies and institutions which do not
virtualise their IT infrastructure will bear higher operating and investment expenses
in IT area by 30% than those which apply such methods (see www.copi.pl/
wirtualizacja-vmware-rozwiazania-dla-biznesu-2.html).
The following part of the paper is meant to verify the aforementioned estimates by analysing an actual virtualisation project for a large data centre. The total
cost of ownership methodology will be applied. This results from its orientation
towards optimising expenditure and cost of acquiring and using IT (compare with
extended descriptions of TCO in [2], [11] and [6, pp. 99-104, 138-140 and 155158]), and also from availability of tools for such an analysis. The latter include
ROI/TCO calculators, such as: Microsoft Integrated Virtualization – ROI Tool
applied for Microsoft environment or TCO/ROI Calculator by ALINEAN and
VMware, used for the reported project where VMware virtualisation tools were
applied. More information on the foregoing tools can be found at: www.alinean.
com/P_ROIcalcula-tor.asp or www.alinean.com/P_TCOcalculator.asp.
4. VIRTUALISING PROJECT FOR A DATA CENTRE IN ABC COMPANY.
THE CASE STUDY
4.1. General Characteristics of the Project

The case study introduces a virtualisation project for a data centre (DC), located in Poland, operated by ABC company, which is a world-known producer of
home appliances. The DC runs currently 11 servers, with single or dual processors
(HP Proliant and Dell PowerEdge), as well as many other active devices (switches,
routers, controllers etc.). The server room works as a hub for the IT infrastructure
for several Polish plants and offices belonging to the company and located in various cities. The so-called IT saturation level, which determines company’s dependence on IT, is very high. ABC company has implemented several application systems, which support production and logistic processes, warehouse management or
sales, automate monitoring for particular production lines, as well as office suites.
Consequently, it is a serious problem for IT employees to guarantee proper functionality of this environment. In case of the system disaster, it takes over 30 minutes, in extreme cases even an hour, to restart it. This results from volume and dispersion of data which needs to be recover. The limited space for the DC poses another problem. In order to support dynamic growth of the company new services
have to be available, and that requires further hardware, including servers. Proper
cooling, with so much heat produced, is another challenge. Redundant air condition
is required, what increases both the cost of appliances and their energy consumption.
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The aforementioned exemplary problems of technological and organisational
nature triggered launch of the project which aimed at virtualise server resources in
the DC. Without going into technological details, the following assumptions will
underlay the effectiveness analysis [4]:
− accessibility of the data centre in a 24/7/365 working scheme,
− reducing 11 physical servers to 2 in 3 years, where 3-4 existing servers will be
substituted in the following years,
− cutting down energy consumption cost of the DC (where 1 kW h cost 0.282
PLN according to average prices by Stoen SA at the time of analysis)
− limiting space taken by servers by 2 sq m (the area of the DC accounts to 2630 sq m),
− twofold decrease in a workload necessary to manage the server room, where an
average working hour cost for system administration amounts to 19 PLN (this is
the uniform rate for all positions),
− 2 physical machines required to host VMware infrastructure (IBM x3650,
2xQuadCore 3GHz, 24GB RAM),
− estimated cost of server infrastructure reflects suggested retail prices (SRP) for
certain IBM configurations, including discount of 20%,
− VMware backup system will temporarily use existing PLBACKUP server of the
DC, and therefore does not require additional investment.
4.2. Measuring and Assessing Effectiveness for the Virtualisation Project

The aforementioned assumptions were fundamental to estimate total cost of
ownership for the server infrastructure in the DC. Firstly, according to the procedure for effectiveness analysis, investment expenditure and cost were identified
and quantified (see [6, chapter 3], [7] and [8]). These categories include expenses
on licensing and implementation services. Their specification and time schedule
are presented in table 1.
Table 1. Expected Investment in VMware Solutions in PLN
Expected Investment

Year 1

Year 2

Year 3

6 928

Total

VI Software licensing and SnS

34 638

6 928

48 494

Additional cost

60 000

0

0

60 000

Total cost

94 638

6 928

6 928

108 494

Source: Own presentation based on data from [4].

The information presented in table 1 requires short comment. Firstly, the
position “VI Software licensing and SnS” includes total software licensing cost
(VI – VMware Infrastructure Software including: VI Enterprise, Standard and
Foundation editions and VirtualCentre Management Server) and annual support
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and subscription fees (SnS). Secondly, total investment expenditure should be increased by cost of implementation services (e.g. VI Design, plan and deployment
services and VI Training) carried out by an external party. Their price is based on
the actual offer and it is included in “Additional cost”. The final, global, expenditure and cost for the virtualisation project in the DC amount to 108 494 PLN.
Expected effects from implementing virtualisation solutions for the DC were
identified and estimated subsequently. These figures, based on projected savings
and the so-called alternative cost, are specified in table 2. The presented data, similarly to expenditure/cost, require short explanation.
Table 2. Expected Benefits from VMware Infrastructure in PLN
Expected benefits
Data centre server hardware
Data centre server storage (SAN/NAS)
Data centre server networking
Data centre server power and cooling
consumption
Data centre server space
Data centre server provisioning
Data centre server administration
Disaster recovery site investment
Data centre server disaster recovery (indirect cost)
Data centre server downtime (indirect cost)
Total benefit

Year 1

Year 2

Year 3

Total

32 045

35 250

38 775

106 070

–22 960

–25 256

–27 782

–75 998

3 333

3 499

3 674

10 506

15 826

18 200

20 930

54 956

1 620

1 701

1 786

5 107

707

856

1 035

2 598

2 569

3 109

3 761

9 439

0

0

0

0

1 650

1 650

1 650

4 950

4 100

4 100

4 100

12 300

38 890

43 109

47 929

129 928

Source: Own presentation based on data from [4].

Two important groups of effects should be focused on, namely those related
to hardware and administration. The good example for the first group is „Data centre server hardware”. In section 4.1, where assumptions for the project were described, it was stated that the project comprised virtualisation of 11 servers, including 7 with a single and 4 with dual processors. According to current data (“as-is”)
the average depreciation for a single processor server amounts to 3 833 PLN,
whereas for a dual processor one it reaches 6 517 PLN. The overall depreciation
for 11 servers equals 52 899 PLN. After consolidation (“to-be”) only two dual
processor servers remain. The projected depreciation should amount to 2 × 10 427
PLN, what gives 20 854 PLN annually. In effect, savings for the first year will
reach 32 045 PLN, and in the following two periods 35 250 and 38 775 PLN respectively. The global effect on server virtualisation only will amount to 106 070
PLN within 3 years. The other group, included in “Data centre server administra-
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tion”, is of vital importance, as it covers personal cost, which is a very sensitive
factor with increasing tendency. Server consolidation, by introducing VMware
solutions, enables to reduce number of administrative and service activities, and
produces savings of 9 439 PLN.
After identifying and quantifying expenditure and cost as well as recognising
cash flows (scheduled expenses and savings) the current state („as-is”) was compared to the one after implementation of the proposed solution („to-be”) – as required by the TCO procedure – considering the 3-year investment horizon. Such a
period is typical for TCO calculations in case of IT investments (see [2] and [6]).
The calculations were based on TCO/ROI Calculator by ALINEAN and VMware
(they are available in appendices to [4]). Selected outcomes are presented in table 3.
Table 3. Cumulative 3 year TCO comparison.
Current
(PLN)
“as-is”

Item

With VI
(PLN)
“to-be”

Difference (PLN and %
savings)

Investment required
VI Software licensing and SnS

0

48 494

–48 494

Additional cost

0

60 000

–60 000

VMware Infrastructure benefits
Data centre server hardware

175 096

69 026

+106 070

+60,6%

7 944

83 942

–75 998

–956,7%

Data centre server networking

21 014

10 508

+10 506

+50,0%

Data centre server power and cooling
consumption

71 277

16 321

+54 956

+77,1%

Data centre server space

5 107

0

+5 107

+100,0%

Data centre server provisioning

2 793

195

+2 598

+93,0%

Data centre server administration

40 658

31 219

+9 439

+23,2%

Disaster recovery site investment

Data centre server storage (SAN/NAS)

0

0

0

0,0%

Data centre server disaster recovery (indirect cost)

13 011

1 084

+11 927

+91,7%

Data centre server downtime (indirect cost)

16 500

4 200

+12 300

+74,5%

323 889

319 705

+4 184

+1,3%

29 511

5 284

+24 227

+82,1%

353 400

324 989

+28 411

+8,0%

VMware Infrastructure TCO
TCO – Direct
TCO – Indirect
Total TCO (3 year)

Source: Own presentation based on data from [4].
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Data presented in table 3 demonstrate clearly that implementation of VMware
Infrastructure should lead to the following benefits, estimated with TCO method
(see [4], [7] and [8]):
− ROI at 19.8% from the investment of 108 494 PLN in VMware Infrastructure,
and projected direct savings of 4 184 PLN with indirect savings of 4 227 PLN,
− reduced number of servers through virtualisation from 11 to 2 (savings of
81.8% i.e. target consolidation ratio of 5.5 to 1),
− decreased operating power consumption by 2.854 kWatts, cooling power by
3.570 kWatts and data centre space by 2 square metres, resulting from reduction
in the overall number of servers,
− reduced carbon emission by 34 tons, which is equivalent to taking 6 cars off
roads per year,
− expected return on the investment (which involves 94 638 PLN of initial expenses and 6 928 PLN of ongoing cost per year) in a VMware Infrastructure solution of 19.8% over three years, net present value of 2 282 PLN (NPV for a
discount rate of 9.5%) and the payback period (PP) of 30 months.
The discussed case study proved that hardware virtualisation – in this instance
including server infrastructure for the DC – may bring benefits of technological,
organisational and administrative nature. It is also economically effective, what is
particularly important in times of the economic crisis, which affected a considerable share of Polish companies. Virtualisation appears to be the technology which
optimises total cost of ownership for IT infrastructure. The TCO methodology applied for such projects helps to manage expenses and cost effectively both at the
initial stage and in a long-run, when implemented solution are in use.
5. CONCLUSION

The TCO analysis for the DC in ABC company demonstrated that server virtualisation is an effective undertaking both in technological and economic terms.
The case study proved that benefits from virtualisation exceed necessary investments and cost. Those companies which decide to virtualise their IT resources
should considerably reduce a number of their physical servers and active network
appliances. By decreasing energy consumption and reducing carbon dioxide emission a company support pro-ecological activities, which are in line with the more
and more popular trend of “green computing” (interestingly, it is also one of the
top ten strategic concepts for 2009 identified by Gartner [3]). Server virtualisation
saves space taken by traditional hardware, and this space can be adapted for any
other purpose. Time needed to prepare a new server decreases, and administration
cost related to its operation do so, as well. This means that IT systems, which support business units, may be put into operation much earlier, and consequently time
necessary to develop and launch new products and services at the market is short47

ened. After some time the effects of that process become visible in a form of increasing revenues. Due to server virtualisation data security is strengthened, as
time and cost to recover systems after their breakdown is minimised. In effect,
downtimes, which are particularly troublesome for companies with a high level of
IT saturation, are shortened. One should consider also these benefits which are
hardly measurable, and therefore not incorporated into profitability studies for such
investments. These include: more efficient resources management and rationalised
employment in IT departments of companies and institutions.
Conclusions drawn from the TCO study for the server virtualisation project in
ABC company proved, that such an initiative is, on the one hand, an effective
method for cost optimisation, and on the other one, it improves flexibility and accessibility of IT infrastructure.
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Abstract. In many organizations, information is the most valuable asset.
Majority of information is transmitted and stored by means of different technology, which often refers to IT systems. The need of management of the IT
systems is obvious and one can find different methodology which guarantees
IT governance. Among them, one can enumerate COBIT methodology,
which describes the methods of introducing IT governance in institutions.
In this article the COBIT standard will be presented with special focus on the
IT objectives which refer to information security. The process of ensuring
system security will be described as the part of delivery and support domain.
Keywords. Information security management, risk analysis, information
security standards.

1. INTRODUCTION

IT governance join together best practice to ensure IT assistance in achieving
business goals. The factors which are involved in ensuring IT governance are very
wide and one can enumerate[1] responsibility of executives and the board of directors, organizational structures and processes.
Among the IT governance one can distinguish information security governance. The organizations which want to realize information security governance
should be based on the international standards and frameworks, rather than doing
it as an ad hoc process. In the literature one can find different methodologies and
international standards. Some of them refer to the same topic but they are designed
for different institutes [10, 11, 12]. The process of ensuring security governance is
very complex because one has to start form general security control objectives and
finally has to define specific security mechanisms and procedures. Unfortunately in
the literature, there is not one document in which the whole process is described.
During this process one has to use different types of documents and standards[2].
The main aim of this paper is to show the steps of ensuring security governance, which starts from general control objectives and finishes on detailed technical
recommendation. The next goal is to present the method of combining the standards designed by different security organizations.

2. COBIT − ARCHITECTURE

CobiT framework [1] includes 34 processes which are organized into 4 domains (Fig.1). The starting point in the IT management refers to the business objectives which always defines the base of future analysis. First of all, the CobiT
defines the criteria which will be mapped on the business objectives.

Figure 1. Overall CobiT Framework. Source: ISACA, CobiT 4.1, USA, 2007.

Among them one can enumerate:
• effectiveness – the significance of the information according to time and
consistency of the information;
• efficiency – the optimal usage of resources during information processing;
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• confidentiality – the access to the information against parts which are not
authorized;
• integrity – the information accuracy according to the business value;
• availability – the availability of information for the business processes;
• compliance – meeting the rules and policies which must be used for organization;
• reliability – providing as many information as will be enough for taking
a solid decision for the managers.
In the next step, to the business goals (which are described by the attributes
shown above) different resources which are required for ensuring these goals are
added. These resources are defined in CobiT methodology as follows.
• Applications – the parts of the system which automatically or manually
are processing the information.
• Information – any type of the data which are used by the organization.
• Infrastructure – software, hardware and any technology which are used
for processing the information.
• People – any person which is involved in any of 34 process of CobiT
framework.
Finally, the resources which are used for ensuring business goals are mapped
into 34 processes and they are organized into 4 domains. These domains concern
the following topics.
• Plan and Organise (PO) – this domain tries to plan and organize IT resources for achieving business goals.
• Acquire and Implement (AI) – the IT strategy which was planed into PO
must be acquired and implemented and integrated with the business processes.
• Deliver and Support (DS) – this domain refers to delivery and management of IT processes.
• Monitor and Evaluate (ME) – the IT processes must be monitored and
assessed in case of their quality and compliance with requirements.
The processes grouped into domains refer to each other (Fig.1) and theyare
represented by Input/Output tables. In these tables one can see the domain name
and the specific processes into it. The Input/Output table for process DS5 (Ensure
System Security) is presented in Figure 2.
In the article we would like to focus on the process which refers to security
management. This process is in the domain DS5 and is called “Ensure System Security”. In the next section this process will be described in details.
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3. DS5 – ENSURE SYSTEM SECURITY

In the CobiT methodology, all processes are described by control objectives.
The process DS5 (delivery and support domain) has 11 control objectives, which
integrate the security issues in the organization. Below we would like to describe
these control objectives.

Figure 2. Input/Output tables for DS5 process. Source: ISACA, CobiT 4.1, USA, 2007.

DS5.1 Management of IT Security
Any organizations has its own mission which is represented as the business
goals. The IT security goals must be managed on the highest organization level
because only then can one take into account any business goals requirements and
obstacles. In addition, one can say that every security plan which will be created in
the future, must be accepted by the organization executive. That is why it is so
important to analyse the IT security on the highest management level.
DS5.2 IT Security Plan
When IT security goals are define then security policy must be defined. This
process is preceded by risk analyses and compliance requirements of specific organization. The concrete organization requirements refer to IT infrastructure,
hardware and software constrains and human resources. Finally, the security policy
document must be prepared in which IT security goals are represented as a security
plan. In this document the security controls are defined but not in details.
DS5.3 Identity Management
Any users who are using any IT system in the organization must be verified
and authorized. In many cases, the IT systems are very complex and it is important
to identify the user for any system uniquely. The user access rights which are defined for specific IT systems must be implemented according to security policy
document.
DS5.4 User Account Management
Every operations in the IT system are executed by the user who are represented in the systems as the user account with specific id and profile. The man53

agement of user account is very important because any modification in the profile
can easily lead to extending user rights. Life cycle of user account must be controlled and monitored, starting from user registration, account establishing, modifying and to finally closing the account. This account management rules must be
realized for all users with administration privileges inclusively.
DS5.5 Security Testing, Surveillance and Monitoring
The security mechanisms and controls implemented according to the security
policy document should protect the organization assets. The problem is that the
effectiveness of these processes must be monitor. The monitoring procedure must
be defined and appropriate IT processes should be implemented. The data collected
by this processes should be analysed according to fulfillment of IT security and
security processes should be periodically reaccredited.
DS5.6 Security Incident Definition
In the IT systems one can distinguish two kinds of activities, the first ones are
normal and are understand by the systems as the approved ones, while second ones
are exceed normal activities and are recognized as the security incident. The important issue is to clearly define the profile of activities which will be recognize as the
incident. When incidents are defined as not restrictive rules then many attacks will
not be detected. Otherwise, in the system many false attacks would be detected.
Thus, very precise rules should be set.
DS5.7 Protection of Security Technology
The security mechanisms and technology which protect IT systems should be
resistant to tampering. One can imagine the situation when the attacker can interfere into the logging process and modify the incident logs in the system. As the
result of that the attacker can cheat intrusion detection systems because after the
incident no alarm will be raised. Another important issue is protecting the IT security documentations. In the documentation one can find many information which
makes the attack much easier. The process of ensuring of this control objective is
very time consuming because it refers to any other control objectives.
DS5.8 Cryptographic Key Management
To ensure IT security one can use many security mechanisms. These security
mechanisms are used many cryptographic modules. One of the most important
issues is life-cycle management of cryptographic keys. Among others, theses processes include key generation, key revocation, key distribution, key certification or
key storage.
DS5.9 Malicious Software Prevention, Detection and Correction
Any Operating Systems or computer software consist of lines of code written
in some programming language. Malicious software uses the errors in the software
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written by the programmers and finally can execute specially prepared lines of
malicious code. IT systems should have up-to-date software patches which protect
from malware (e.g., viruses, worms, spam).
DS5.10 Network Security
In the organization IT systems are linked to each other by any type of computer network. Finally, the organization is linked to the global network – the Internet. The communication protocols enable exchanging the information, but unfortunately they are mostly based on vulnerable TCP/IP protocols. In the computer network, security techniques must be used which ensures that sides which are communicating are authorized and no information flows in the network would take
place.
DS5.11 Exchange of Sensitive Data
Among data transmitted in the organization one can find these which have
sensitive character. In these situations it is important to guarantee additional security requirement which finally will lead to use the strongest security mechanisms
[8]. In the case of this kind of data are exchange, trusted path must be established
first. Another scenario can assume that sides which are transmitting the data require the proof of sending the message by the sender or receiving the data from
recipient. In that case non-repudiation security attribute must be guaranteed. It is
worth mentioning that it is not good to use the strongest security mechanisms for
all IT processes because then the IT resources can be exhausted which can finally
lead to the denial of service attacks [8].
These control objectives characterize 11 areas of interest which refer to IT security. In the CobiT methodology one cannot find details about how to fulfill this
control objectives. These details are described in the international standards and
documents which are called best practice [3, 4, 5, 6, 9]. The most important international standard which refers to the DS5 control objectives is ISO 27002 - “Information technology, Security techniques, Code of Practice for Information Security Management” [3]. Another international standard which refers to the best practice of IT security is ITIL (Information Technology Infrastructure Library) published by the UK government [9]. In the next part of the article we would like to
describe how to map security control objectives with best practice of IT security.
4. MAPPING CONTROL OBJECTIVES INTO THE BEST PRACTICE
RECOMMENDATION

The Governance Institute [12] creates the document aligning CobiT v.4.1 into
ITILv.3 and ISO 27002 standards [7]. Thanks to this documentation one can find
appropriate issues which refer to the specific control objective. In this article we
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would like to focus on mapping one control objective from DS5 process to ISO 27002
standard. We choose control objective DS5.8 – cryptographic key management.
The DS5.8 process can be aligned into 5 issues from ISO 27002 standard [3]:
• 10.8.4 – Electronic messaging;
• 12.2.3 – Message integrity;
• 12.3.1 – Policy on the use of cryptographic controls;
• 12.3.2 – Key management;
• 15.1.6 – Regulation of cryptographic controls.
All of these issues are described in details in the ISO 27002 document. In the
article we would like to concentrate on the point 10.8.4 – Electronic messaging. In
the ISO 27002 document [3] one can find implementation guidance, which suggests the issues for consideration when information is transmitted electronically:
• protecting messages from unauthorized access, modification or denial of
service;
• ensuring correct addressing and transportation of the message;
• general reliability and availability of the service;
• legal considerations, for example requirements for electronic signatures;
• obtaining approval prior to using external public services such as instant
messaging or file sharing;
• stronger levels of authentcation controlling access from publicly accessible
networks.
In the ISO 27002 document one cannot find concreted solutions for message
transferring in electronic way. The details must be defined according to current
security techniques and specific organization requirements. In the article we would
like to analyze one issue which refers to Electronic messaging, it will be “protecting messages from unauthorized access, modification or denial of service”.
During the analyze, one cannot find the standard in which you can match the
issue form standard 27002 with concrete security mechanisms directly. Next steps
of analysis cannot be done automatically, must be done manually by security expert. In this standard, one can find the recommended security controls which are
described more technically [5].
These security controls help to align sets of security technicals which will
guarante an appropriate level of protection. In the described example, we can base
on the document published by NIST [5] where we can map the recommendation.
The short analysis is presented in Tab.1. This list did not include a full set of security recommendations for specific issues because the full list can be only prepared
after a detailed analyses of organization requirements. In the article we would like
to present the method of mapping specific security mechanisms with general control objectives.
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Table 1. Mapping issue from ISO 27002 standard to NIST 800-53 document.
Issue from ISO
Technical issue
Detailed recommendation for specific tech27002[3]
from NIST 800nical issue
53[5]
Electronic messaging - PE-4 ACCESS
locked wiring closets
protecting messages
CONTROL FOR disconnected or locked spare jacks
from unauthorized
TRANSMISSION protection of cabling by cable trays
access, modification or MEDIUM
denial of service
IA-5 AUTHENdefining initial authenticator content
TICATOR MAN- establishing administrative procedures for
AGEMENT
initial authenticator distribution, for
lost/compromised, or damaged authenticators, and for revoking authenticators
changing default authenticators upon information system installation
changing/refreshing authenticators periodically.
SC-5 DENIAL OF The information system restricts the ability
SERVICE PROof users to launch denial of service attacks
TECTION
against other information systems or networks.
The information system manages excess
capacity, bandwidth, or other redundancy to
limit the effects of information flooding
types of denial of service attacks.
SC-8 TRANSThe organization employs cryptographic
MISSION INmechanisms to recognize changes to inforTEGRITY
mation during transmission unless otherwise
protected by alternative physical measures.
5. CONCLUSIONS

In the article, we have presented the method how to guarantee information security governance according to the CobiT methodology. The CobiT methodology
is designed for providing complete information governance but in the article we
focus on information security issues. We have described the main process of CobiT
methodology which ensures system security – DS5. The most important case is
mapping DS5 control objectives with best practice recommendations. One can
choose different standards for this task [2] but the most well known standard is ISO
27002 [3]. In the last step we have shown how to create the list of detailed technical recommendation for general issues from ISO 27002 standard.
The process of defining the list of specific technical security mechanisms for
the organization is a very complex issue. One have to use different standards and
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documents which will specify the security parameters and technical solutions. It is
not possible to write general recommendations for any organization because the
organizations have different requirements and informatics infrastructure parameters. Another reason for it is the fact that the technology is changing every day and
these general recommendations would be out of date very quickly. to conclude,
these processes should be done/carried out manually by security experts with help
of security standards and information governance methodology.
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MEASURING KNOWLEDGE BY GLOBAL CARD
Monika Leśnik
Department of Fundamentals of Technology, University of Life Sciences in Lublin
Abstract. Knowledge management in modern companies is essential element that serves their survival. Huge amounts of data about an unpredictable
environment must be collected and archived, so, after making a selection and
adding current knowledge, it was possible to obtain an image slice of reality
by means of appropriate IT tools and take on that basis accurate business decisions. Manage something it means to measure something. In the case of
knowledge this is difficult task, because it is the resource intangible, elusive
and created in people's minds. So the measurement is unstable. So far for this
purpose methods have been developed with extracting from other fields,
mainly accounting. But this is not an ideal solution, because each method has
some drawbacks. The aim of this study is to present a new method of measuring the knowledge in the company, the so-called Global Card.
Keywords. Knowledge, intellectual capital, knowledge management, measurement of the knowledge.

1. INTRODUCTION

Intellectual Capital is the most valuable resource of modern enterprise. For efficiently managing it’s needed to measure its individual components. This is not an
easy task, because the knowledge contained in the minds of employees, business
documents, databases is difficult to grasp. Nevertheless, many tools for valuation/evaluation IC have been created since the 90s of the twentieth century created.
There are methods:
• Direct (they measure the value of the individual components),
• Based on return on assets,
• Based on market value (the value of IC is a difference in market value and
book value of the company),
• Charter Point.
Because none of the existing tools is perfect (they have advantages and disadvantages) it is necessary to search for new solutions. In this article, it will be presented
author's method of measuring IC – point card, so called Global Card.

2. INTELLECTUAL CAPITAL IN ENTERPRISES

INTELLECTUAL CAPITAL
MATERIAL
RESOURCES

MARKET VALUE

Let's look at sketch Figure 1.

Human Capital

Knowledge
Management

Capital Client

Marketing

Innovation Capital

R&D

Capital Processes

Quality
Management

Tangible Assets

Production

Finance

Bookkeeping

Staff

Human Resource Management

Figure 1. Division of functions in terms of organization of processed resources. Source:
Own preparation on the basis of http://gazeta-it.pl/200305226086/Kapital-intelektualnyzarzadzanie-wiedza-a-moze-zarzadzanie-personelem.html.

We can see what categories are part of the Intellectual Capital and what specificity of enterprise management has an impact on the value of each element. Thus,
knowledge management is one of the issue in management of intellectual capital.
In addition, the major role is played by quality management, marketing management and research and development. This is clearly not the only approach. According to the definition presented in the literature there are many divisions of IC
(Table 1).
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Author

Table 1. Division IC by different sources.
Division IC

Wagner, Hauss, Warschat, [4]

Leif Edvinsson, [5]

Intellectual capital
organization's environment

Capital Structure

L. Edvinssona, H. Saint –
Onge, G. Petrasha, C.
Armstronga, [6]
Elżbieta Skrzypek, [1],
75-77
G. Roos i J. Roos – structure of Intellectual Capital, [8]

Mariolanta RowińskaFronczek, [3], 131

E. Sveiby, 2002 r., [1], 78
Bukowitz, Williams,
2000 r., [1], 78
M. Bratnicki – tree value
of the company, [7]
A. Brooking, 1999 r., [1],
78

Intellectual Capital
of employees
Intellectual Capital
Company

Human Capital
Organizational
Capital
Capital Market

Innovation
Capital

Human Capital
Capital Client
Innovation
Capital
Organizational
Capital
Capital Processes
Human Capital
Organizational Capital
Relational Capital
Network Staff
Organizational Capital

Innovation Capital
Capital Processes
Human Capital
Capital Processes
Organizational Capital
Capital Structure

Capital renewal and development
Capital Client
Inward-oriented
Organizational
Personal Intellectual
Addressed to the
Intellectual Capital
Capital
market
technical intellectual capital
Impersonal Intellectual Capital (documented)
Internal Structural Capital
External Structural Capital

Human Capital
Human Capital
Capital client
Organizational Capital
Social Capital

Human Capital
Organizational Capital
Marketable Assets
Intellectual Assets
Human Assets
Infrastructure Assets

Source: Own preparation on the basis of: [1], 75-78, [3], 131, [4], [5], [6], [7], [8].

61

3. PRINCIPLES OF MEASUREMENT IC USING GLOBAL CARD

In the 90s through the point card Skandia Navigator it was measured IC of the
company. New methods which have arisen until today are complex and subjective.
They also have positive attributes, but none of them can be considered as universal.
Overall card, which is here presented, is based on the indicators, possible to calculate in each company. There is no descriptive part, only in some cases, solutions
applied in the company over the last year must be named. The results of the indicators will be aggregated and compared with other companies. Extra criterion will be
the division of the surveyed companies to: small, medium and large and the division of the branches to: production, trade and services.
This method is based on the specification of ingredients of IC by a division
into categories: human assets, marketable assets, intellectual property and infrastructure assets made by A. Brooking [1], 78.
Then there was created a form (Presented by Table 2, Table 3, Table 4, Table
5 placed at the end of the article.), which was the basis for a new method for measuring Intellectual Capital of the company. The indicators are chosen to identify the
best intellectual resources in the company and not to be too complicated in the
same time to did not trouble personnel carrying out the measurement.
Supplement the following tables the table above with information from an individual company will let us know what is the quality of the ingredients of intellectual capital. This method is under study. It is planned to conduct a survey with
heads of enterprises in Lublin and check whether the tool fulfills its role better than
the previous ones. If so, in the future will be made an annual measurement of IC of
companies to constantly monitor and ensure the development of Intellectual Capital
of the company, which determines its growth or decline.
4. CONCLUSION

It is not known whether the presented method of measuring the IC will be
positively received by companies. However, it is very important to create more
perfect methods of measuring IC. There are designed to enable companies to better
manage processes and activities and consequently to offer better products and
services.
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Assets protected
by law

Table 2. The method of measurement of Intellectual assets.
Intellectual assets
Patents
Copyright: descriptions, instructions, summaries
Licenses (degree of innovation), [13]
Rights to commercial designs (degree of innovation),
[13]
Trademarks, [13]
Special service / innovation [13]

Measurement method
Number of patents for the last year
Number used for the last year
Number obtained for the last year
Number for the last year
Number for the last year
Number for the last year

Source: Own preparation.

Powers (employee competencies) and the mindset of managers and employees

Quality, [1]

Table 3. The method of measurement of Human Assets.
Human Assets
Knowledge (about trends
in the company's expansion and development,
risk taking, an experience
level, etc.)

Performance Indicators
The average age of staff

Problem-solving ability

Number of solved problems / number of all those that have arisen

Ability to work

Number of sick / total number of workers
Average educational level of employees
Add all the points corresponding to individual workers / number of
employees:
Bachelor of 0.5 points
Master 1 point
Postgraduate 2 points
PhD 3 points
Number of employees participating in trainings / number of employees
Number of employees participating in postgraduate courses or
planning a career / number of employees
Number of trainings initiated by workers / number of trainings that
took place
Number of employees who successfully completed the training /
number of employees participating in training

The level of education,
professional qualifications
and skills (professional
talent, the ability to intelligent thinking)
Enterprise
Eagerness to learn
Capabilities
Innovation (rate of innovation and customer
satisfaction)
The ability to meet customer needs
Managerial leadership
Knowledge created by
members of the organization

Number of new product ideas or improvements made by employees
/ number of employees
Percentage of employees who spend most of his time on customer
relations / total number of employees
Percentage of supervisors and managers after graduation theses or
doctoral
Number of employees participating in the projects (instead of or in
addition to stand-alone operation) / number of employees
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Participation rate of
women in employment

Number of women employees / number of employees

Motivation

The role of small motivators in creating a work atmosphere. Is
there?
•
Free coffee,
•
Small gifts for special occasions
Relation to the organiza•
The possibility of purchasing a discounted price of prodtion, [14]
ucts manufactured by the company,
•
Allow small requests of workers
•
Awards and approvals
•
Penalties, admonitions, reprimands.
Friendly psychological
Number of workers dismissed at their own request / number of
environment at work, [14]
redundant
Safety related to the type
Number of full-time / number of all employees
of employment
Number of employees made redundant at
Number of abuse of
The tendency for ethical
the request of the employer / number of
workers / number of
behavior
employees
employees
Vitality (Distribution of human The cycle time of developing a new product / service / improvement
resources in the process)
in the trade back up to 1 year
Values and relationships (qualPercentage of employity of human potential, opportuIntegration trips for workers or informal
ees with higher educanities for cooperation and demeetings at company
tion
velopment)
Experience (knowledge related
Average length of work of employee = Total length of work of
to work)
employees in the period / Number of employees
The indicator "Rookie"
Admissions ratio = the Number of new
= staff with the period
The quality and quantity of
number of newly
jobs created /
of employment less than
talent
employed workers /
number of all
2 years / total number of
number of employees
employees
employees
•
Impact of personality on work
done by the employee,
Time designed on
•
Temperament suitable to the naPsychometric Aptitude (profes- trainings = number of
ture of the job,
sional skills, the ability to intel- hours of all trainings /
•
Cognitive skills of candidates
ligent thinking)
number of workers
(such as intelligence, including
taking part in them
emotional intelligence)
•
How a person will behave while
working in a team.
Rate of movement of staff = number of admissions / total number of
employees
Organizational Authority
Indicator of the degree of delegation of powers = number of promotions or changes in the workplace / total number of employees
Investment in human capital
(trainings, salaries, benefits,
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Expenditure on human capital / total expenditure

purchase of materials and technology)

Expenditure on IT / number of employees
Is there in a company?
developed system of quality standards of customer service, product quality, etc.
•
methods of reducing the cost of: commodity production,
customer service or execution of the service,
•
long-term public relations strategy to the client, customer
or supplier,
•
database of contacts to the representatives of clients, customers or the media containing the characteristics of individuals,
•
instructions how to contact, negotiate,
•
original data archiving system or order management system, dates of service system,
•
internal procedures and regulations
If so, whether in the last year there are made any changes, improvements, new records?
•

Know how, [13]

Source: Own preparation.
Table 4. The method of measurement of Infrastructure assets.
Infrastructure assets

Methodology and Tools

Management Philosophy

Organizational culture, management
processes

Information systems, [12]

Performance Indicators
People-oriented
Oriented to technology
Oriented to effective interaction of people with
technology
•
Oriented to the effective use of knowledge in
the company
•
Culture of the authority
•
Culture of the role
•
Culture of the order (task)
•
Culture of the unit
The quality and range of SI
The structure of systems (integrated or modular).The
occurrence of BI, SWD, SIK, CRM. Class of MRP,
MRPII, ERP.
Are there in a company?
•
management information systems (known
as SIK)
•
decision support systems (known as
SWD)
•
expert systems (known as SE).
What improvements / investments made under these
systems in the last year?
•
•
•
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Systems to support the Knowledge
Management

The system links [11]

Indirect links

Direct links (Innovations)

Documentation
Investment in systems and tools to accelerate the flow of knowledge in the enterprise
and outside the company (value of expenditure on development of internal structure
and degree of innovation)
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Are there in a company?
Corporate Portal
Mailing Lists
Chats, communicators
Module-Search within the corporate portal
Computer programs controlling flow of tasks,
data, documents in order to improve the work
process (workflow: the admission of a new
employee to work, production line of cars, TV,
consumer electronics)
•
Groupware Systems
•
Internal Network
•
External Network - Internet
Technology Transfer
Is there in a company?
•
The acquisition of technology (by modern machines)
•
The acquisition of external knowledge / knowhow
Workers' mobility
Is there in a company the mobility of workers and the
transfer of knowledge, so-called "tacit knowledge"
through?
•
Improving and expanding professional qualifications of the workers,
•
The acquisition of new employees with needed
skills
Cooperation with R & D centers by:
• Joint promoter theses and dissertations through cooperation with universities,
• Company representatives lectures at universities,
• Financing of university staff who carry out the important from the point of view of company research activities,
• Acquisition of university staff to work in the company,
• Company joint projects with the university,
• Help in setting up companies by university staff,
• Joint publications of science and business,
• Continuing education for representatives of company
offered by universities,
• Practices for research workers in the company.
Procedure for documenting information in accordance
with the requirements of quality management standard
ISO 9001
•
•
•
•
•

The share of expenditure designed to technology development / total expenditures

Knowledge of the enterprise and employees
(capacity for innovation and manufacturing),
innovation, level of development of the
company
The ability of organization to create a codified knowledge in databases

Values and norms
Database

Total expenses

Technical/Technological Infrastructure
(Held technologies, accessibility to information and media knowledge, comfort of
work, level of computerization)

Number of new products or improvements (per year) /
total number of employees
Website that allows employees of all departments entering information about their daily work in order to improve the quality of the functioning of the company: for
example - data on solved problems, good practices in
customer services, opportunities to improve some kind
of operations, etc.
The existence of regulations, recommendations, formulas
Number of upgrades put into the database
Number of computers / the number of users
Computers Capacity in GB
Held network: Internet, Intranet
Revenue from new products / Total revenue

Financial relationships

Expenditure on IT / Administrative costs

The degree of attention to the creation, collection and dissemination of
various types of knowledge that can
be used.

The percentage of income invested in the Knowledge
Management or in a Information Technology system
(IT), which is part of knowledge management

Does the:
• foundation act,
• statute,
• rules of organization and organizational chart
Systems and processes to enable the im• instructions on documentation cycle,
plementation of specific solutions (adminis• work regulations,
trative systems)
• quality book,
• organizational instructions,
• materials from training in the electronic version
was changed in the last year?
Shareholding
Percentage of workers subscribing for shares

Source: Own preparation.
Table 5. The method of measurement of Marketable assets.
Marketable assets
Market position (share of market expansion)
Reputation, company image (the possibility of determining the impact of number of clients on sales volume)
Commercial brand, company brand,
brand loyalty

Performance Indicators
Marketing costs / total costs
Number of offers for a post / number of persons admitted
Promotion costs / Number of customers
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The percentage of long-term cooperating customers / number of customers
Are they use in a company?
•
Internet
•
direct Sales in the client's home,
•
telemarketing,
•
mail order,
•
sales through the press, TV,
•
promotional meetings in homes,
•
shops manufacturer
Whether the sale is through?
•
Wholesalers,
•
Retailers.

Distribution Channels

Trademarks

Direct

Indirect

Customer loyalty (a measurable effect of
customer care)
Relationship with the client (Number of
clients per 1 employee)
Relationships with customers and suppliers (efficiency of used ways of selling/selection of suppliers)
The value of contacts with customers
(The influence of customers on the sales
volume)
Information about customers and suppliers (quality of cooperation)
The strength and value of customer
relationships (degree of stabilization)
Cooperation with other companies (range
of knowledge flows and value of creating
relationships with customers)

Licensed agreement
Favorable contracts
Franchise agreements
Relations with the environment (Customer satisfaction - size and scope of the
connection with customers)
The database allows the registration of
purchases of customers and objectively
established and proven systems of
weights

Number of regular customers / total number of customers
Number of clients / number of employees
Average time between first contact with the customer or
supplier and transaction
Sales volume / number of customers
The percentage of recurring transactions
The average length of customer loyalty to the company
The percentage of cooperation agreements with the customer = number of agreements / number of customers
Number of external trainings (organized by other companies) / number of trainings in which employees took part
Exchange of experiences (trips to corporate meetings to
observe and verify the implemented IT project, which is
about to be executed by a company in order to improveit.)
Number of licensed agreements / total number of agreements
Number of favorable contracts / total number of agreements
Number of favorable agreements / total number of agreements
The share of reclamations, returns, complaints in the total
number of sold products and services
RFM, PCV, SOW, CLV

Source: Own preparation.
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BARRIERS TO DER AGGREGATION BUSINESS RELATED
TO DIFFERENT ICT TOOLS:
TWO EUROPEAN COUNTRIES REVIEW
Matusiak Bożena Ewa, Pamuła Anna
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Abstract. The paper presents barriers to DER aggregation business related
to different ICT tools, starting from their classification with short description
of each type. Two European country analyses of ICT barriers regarding to
DER aggregation business models are also presented.
Keywords. Business model, energy market, DER aggregation, ICTInformation and Communication Technologies.

1. INTRODUCTION

In Europe the number of existing DER (Distributed Energy Resources) aggregators is still small. This new business model faces some barriers, which slow
down its development. Barriers can be defined as potential problems for the development and acceptance of DER aggregator business. There are many types of barriers for DER aggregation business. These can be classified according to their origin into regulatory, technical, economic, social, and other groups. However, in
many cases the barrier does not clearly belong to one group only. Regulatory barriers include for example minimum volume requirements to access certain organized
markets or limitations to the possibility to offer aggregated resources to TSO's disposal as reserves (TSO-Transportation System Operator). Regulations related to
balance management can also have a great effect on aggregator business.
Obvious technical barriers include the lacking infrastructure such as smart
meters and appropriate communication infrastructure. In some cases aggregator
actions may lead to critical network loading situations that would not occur if aggregators were not present. The main topic of this paper concerns on barriers which
are related to the ICT tools needed by DER aggregators.
Presented range of issues is a result of European Project Works named
SEESGEN –ICT, EU 2009-2010 in which the Authors together with Prof. J.S.
Zieliński participate.

2. THE ROLE OF AGGREGATOR FOR DER BUSINESS MODELS

Works in SEESGEN-ICT among others aim at exploring requirements and
barriers to the deployment of business models needed to support implementation of
energy efficiency services and DER in a competitive market; and also analysing
what kind of ICT solutions/barriers and methods are already available to support
these business models and what kind of research/developments are still required.
There are different definitions for the term: business model on the energy
market. Business model is generically intended as a framework for the management of the commercial relationships among market entities for creating value to
the whole chain of the electricity market. In SEESGEN-ICT it is intended as a logic
of creating value (such as profits to the company, tax income, benefits to consumers, power quality and improved environment), including description of the stakeholders and of their roles and the most important transactions.
The business models on which the project works were focused on those which
concern an aggregator of demand response (DR), distributed generation (DG) and
distributed energy storages (DS), which together are called- distributed energy
resources (DER). Aggregation functions can be taken care of by an independent
organization or an existing market participant, e.g. an electricity supplier (retailer).
In each case, this organization have been called: the aggregator.
An aggregator is a company who acts as intermediator between electricity
end-users, who provide distributed energy resources, and those power system participants who wish to exploit these services.
Aggregators are deregulated power system participants with the main role of
bringing DER on markets for the use of the other players, and on the other hand
providing market access to DER. The aggregator can provide added value to the
electrical system.
Towards consumers and DER owners the aggregator: studies which consumers or DER owners can provide demand response, distributed generation or distributed storage capacity in a profitable manner, promotes and informs the aggregation
service to consumers and DER owners in easily and understandable way, provides
financial incentives to the consumers or DER owners to provide distributed energy
services, in some cases installs control and communication devices at consumer's
premises.
Firstly the aggregator has to develop deep knowledge about different types of
consumers and their potential as providers of demand response or distributed generation (customers portfolio). Signals must be received, appliances controlled, and
measurements sent in an automated manner using the new technology and dedicated ICT tools. The aggregator can take care of installing the proper control and
communication equipment. Smart meters along with their communication and load
control features can be exploited in this function. Also the measurement resolution
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may not be high enough and time delay of load control calls may not be low
enough for the aggregator's purposes.
Towards power system participants and the electricity market the aggregator:
provides distributed energy services in different forms (different timeframes, power
curve shapes and locations), forecasts the needs for different types distributed energy services on different markets using new ICT tools and applications, makes
sure (together with DSO) that the provision of services complies with the operation
of distribution grids.
The aggregator collects together different realized and forecasted requests for
distributed energy services, and evaluates his contractual position, taken into account forecast of consumption based on existing retail contracts and forecast of
variable-output generation. He combines the different requests and identifies their
synergies. He then calculates how to best respond to these requests by load control.
The aggregator can take advantage of economies of scale in controlling a large
group of consumers and acquire sophisticated optimization software to support the
load control decisions. Without dedicated new ICT tools and methods, real-timely
and double way metering it will not be possible to realized.
Different types of distributed energy services can be required on different
markets. This depends on: local market rules, which may set restrictions on the
participation of aggregated DER, activation time of DER, which can in some cases
be excessive and verification of the provision of the service, which can sometimes
be problematic.
Trading on organized markets means selling the resources on day-ahead and
intra-day spot markets for power. Conversely, the aggregator can also buy electricity for DES and storage-type DR when it is cheapest. The aggregator thus tries to
obtain the best price on market, whether he has to sell or buy. At the same time he
helps other consumers by shaving the peak prices on the market. The aggregator
may have to monitor his own power balance and imbalance too.
3. ICT TOOLS FOR ENERGY MARKET (EM)

The development of distribution networks in the direction of smart grids with
DER aggregation models demands new infrastructure and ICT tools. Some software and existing applications which are already adapted to the new needs of the
energy market and intelligent networks in Europe. They can be summarized as
follows in several main groups:
• Energy flow calculation and market integration tools;
• Power system analysis tools;
• Customer portfolio and levels simulation tools;
• Simulation and optimization tools for DR, DG and energy storage operation;
• Forecasting and information systems tools.
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Great number of the software was investigated in European project called EUDEEP. Some examples of it with details are presented in table 1. There are some
tools examples that can be find in [7].
Table 1. Some DER management tools which were compared in the EU-DEEP project.
Tool

Offpeak

Flexprof

DEMS

CleanPower

Field of analysis

sensitivity
analysis of
business cases

support investment decisions
and customer
selection

support investment decisions;
live usage in
online mode

support investment decisions

Degree of industrialization

Internal tool

intenal tool

commercial tool

internal tool

Model type

deterministic

stochastic

deterministic

deterministic

Planning horizon

½ hours

normally 24 – 48
hours

typically max 7
days ahead

specified number
of periods (1, 6,
24 etc.)

Time resolution

½h

user-defined

¼ h, ½ h or 1 h

user-defined

Support for energy
storages

No

yes

yes

yes

15 min (5 customer types, ½
hour resolution)

45 min (with 5
contracts and 10
generator units)

1 h 20 min (50
end-uses, 10 generation units and 5
exchange contracts)

10 s (5 cusComputation time
tomer types,
for one year simula½ hour resolution
tion)

Source: based on [1]

3.1. Barriers to DER aggregation business related to different ICT
tools-classification

The barriers related to the ICT tools needed by an aggregation models on the
electricity market can be classified in four main groups:
• Load and price forecasting group - price forecasting, demand response forecasting, imbalance cost. The main suggested solution is: Clear regulatory decisions/ guidelines and transparent price information, access to consumption
data;
• Service verification - negotiation, monitoring and verification of active demand
services are interrelated. A relevant characteristic of and active demand service
is that it is negotiated and contracted time before the service provision is requested and the problem for which the service is requested appears;
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•

Operational optimalisation - operational optimization works in the short-term.
It works on top of portfolio optimization, whose job is to decide the long-term
contracts with consumers and DER owners as well as wholesale actors;
• Market communication flow -. the ebIX (European forum for energy business
information exchange) model with some possible additions to this model due to
presence of DER aggregators a solution to these barriers .
In each group there are subgroups of special market problems and ICT tools for its
resolved. More information can be find in [5].
3.2. Barriers arising from implementation of aggregator's ICT tools

Some barriers are related not to a specific tool, but to their implementation on
large scale (table 2). Those tools should allow to an aggregator to manage the data
from huge number of end users in easy and safe way.
Table 2. Barriers arising from implementation of aggregator's ICT tools.
Barrier

Description

Insufficient interoperability group

Interoperability is an important
precondition also for the profitability
of the business models because it
would avoid vendor lock-in if the
involved partners could use a modular tool package with standard interfaces.
There are many candidate standards
able to cover some of aggregator’s
tools but none of these standards has
a complete data model for distributed
energy resources, equipment condition monitoring data, geospatial
location, and other information that
will underpin Smart Grid technologies and applications

Solutions

Use of open standards
Real international consensus from all
the stakeholders. The chosen standards should also be (INST 2010):
(Interoperability is
•
based on a transparent deploy“the ability of two
ment process;
or more systems or
•
effective in responding to the
components to
needs;
exchange informa•
not overlapped with other
tion and to use the
existing international standards;
information that has
Shared architecture - in order to get
a set of not overlapped open stanbeen exchanged”
dards.
(IEEE 1991)
A map of the existing standards
after the design of this architecture
A harmonization process to get the
complete architecture
Scalability issues have to be taken in
Need for scalability The change from centralized to
distributed generation will cause a
account since the design phase of the
group
remarkable escalation of the comICT architecture of the aggregation,
plexity of the electric systems, due to in order to choose ICT solutions
Scalability is “a
addressing this issue.
desirable property of the introduction of ~millions~ of
small generators dispersed on a huge Simulation can be useful to evaluate
a system, a network,
areas.
the chosen architecture.
or a process, which All these new resources will have to Scalability verification should be
indicates its ability
be coordinated and managed. More
planned afterwards, in order to test if
in detail the critical points for scalscalability has to be achieved in the
to either handle
final system.
growing amounts of ability in the implementation of the
aggregator’s ICT tools are (SmartImplementation of distributed con74

work in a graceful
manner or to be
readily enlarged”

Management of
information group

House/SmartGrid 2010):

trol, since centralized control is
hardly scalable.
• the difficulty of knowing in each Using SOA (service oriented archimoment the state of the state of tecture), grid computing and MAS
each distributed resource;
(multi agent system):
• the difficulty of managing large .
numbers of events in short time;
• the difficulty to get reply from the
aggregated DER at short notice.
The model of aggregating of DER
The prevention defined as::
using ICT tools generates new issues • definition of a risk assessment
process;
for management of information
which can hinder the development of • collection of security and privacy
requirements (including analysis
DER aggregations. These issues are
of standard framework to identify
related to privacy, data-ownership
security gaps in existing stanand cyber-security. The raising of
dards);
ICT interconnection among the
• development of a security architecture (additional functionalities
actors, the increasing of the comneeded in the ICT tools to address
plexity of the grid and of the number
security and privacy)
of entry points and paths which can
Management of information barriers
be used by attackers to introduce
require not only technical, but also
vulnerabilities and add potential
policy responses.
menaces for confidentiality and
privacy (NIST Cyber Security 2010).

Source: based on SEESGEN-ICT wp5 deliverable [5]
4. ANALYSIS OF BARRIERS IN CHOSEN EUROPEAN COUNTRIES

One of the project aim is to study barriers in chosen countries. Among others
the barriers in Poland and Italy were considered. In these paper we did not strictly
concentrate on the aspect of ICT tools but generally on character of mentioned
barriers.
4.1. Barriers to DER aggregation business in Italy

In Italy, in spite of the good advancing of energy market liberalization, the
aggregation of DER is not still widely applied. However Italian regulation is beginning to take aggregation into consideration in some particular cases (mainly for
medium voltage interruptible loads and islands loads). Group of barriers:
1. Barriers from system solution: Interruptible Charge Control System-BMI (for
medium voltage loads).
The BMI is a manual system to interrupt an electrical power charge in critical
condition. The aggregation defined in this case is not for commercial aims, but
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2.

3.

4.

5.

only to facilitate big market clients that want to accede to BMI. This aggregation model allows only to aggregate resources allowing to the same owner.
Barriers from system solution: instantaneous reduction of energy drawbacks
system in Italian greater islands.
This dedicated system tries to cut down energy costs for power-consuming establishments of these islands, if mentioned islands are disposed to instantaneously reduce their energy drawbacks in consequence of a GRTN (Italian DSOdistributed system operator) reduction request.
Legislation barriers according to measurements service in grid.
Among the responsible market entities for measurement service listed in the
Italian Legislative Decree there are not the aggregator. This could hinder to the
aggregator to direct manage its DER units. Direct management of consumption
and production data is crucial to forecast future consumption and production
and without forecasting the aggregator could loose its bargaining power towards network operator.
Privacy barriers
All the information delivered from the end user to the TSO are reserved and
can not be communicated to third parties (with some exceptions). Also the
DSO has to inform the end-users about the communicability of their data, before transmitting these data to the vendors.
Social aspect barriers
According to research results published in April 2010 in Italy, some consumers
are not willing to allow electricity providers to remotely limit the use of their
home appliances as a part of electricity management plans without significant
rate discounts.

There are also same barriers directly related to DER aggregation like:
• Barriers form the geographical closeness of aggregated resources for the
CVPP, because that known Commercial Virtual Power Plant aggregates resources independently from their geographical location;
• Barriers from legislation - regulation for low voltage end users demandresponse is still lacking. Creation of the opportunity for selling reduction of
withdrawal on balancing market is a first step in the direction of demand response programs;
• Barriers from private aggregator’s diffusion into the market, because of the
good economical conditions of GSE (main actor of the Italian market) as aggregator of RES, it can stopped development of new aggregation initiatives.
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4.2. Barriers to DER aggregation business in Poland

In Poland we have selected four main groups of barriers of DER development on the Power Market:
A. Unstable legislation especially in the area of ownership. Juridical changes - and
ownership barriers in the energy sector result in a lack of interest in development and supporting new business models in area of DSO, TSO, retailers as
well as end-users. For example lack of detailed procedures/schedules and the
obligations to provide hourly measurement data in a single format, in a designated, single periods to retailers from local DSO's.
Lack of the explicit strategy for the development of EM in Poland towards the
smart grid and new business models developing for intelligent smart distribution grids (Polish Strategy to 2030 does not specify the Roadmap for such tasks
as: developing in the direction smart grids and demand response) is one of the
passive operation in that area.
B. Instead of EU energy projects availability there is lack funds for new business
models development and DER implementation. Finance barriers exist also in
the new ICT for energy market particularly on the DSO, retailer and prosumer
level.
C. Development of the new ICT tools communication and exchange of information
concerning forecasting, optimization and management of demand response.
The technical infrastructure including AMR and AMI, the development of standards for transmission of information and communication procedures are still
not ready for use in a large scale. Preparation of appropriate ICT with the purposes of billing volume and additional financial services aggregator business
management systems integrated into the active market. (including tools: a flexible planning and forecasting of prices, profits and settlement of financial penalties for bad decisions etc).
D. Missing expanded knowledge about an energy market aggregation and new
business models.
The ICT—related barriers immediately connected with DER aggregation are diagnosed (during project works) and listed below:
1. Optimization barriers - optimal management of energy demand in the very dynamic sources fluctuations and their activity throughout the day, also the valuation of the product which is energy (energy price) in such a dynamic aggregation environment .
2. Forecasting barriers -associated with tools for forecasting short-term aggregation in a dynamic environment.
3. Portfolio management barriers - the difficulties associated with the proper
building customer profiles dynamically active (variable portfolio), collect the
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necessary data planning and calculation of gains and losses, both globally and in
the settlement of individual market participants.
4. Measuring Management barriers - Central or remote of distributed and reliable
readout of measurements.
5. E-energy tools barriers - Lack of tools for management of dynamic pricing of
service products on an e-energy market using internet and mobility in mature
way.
In Poland, no one of analyzed models in SEESGEN-ICT are currently considered
for implementation in their own shapes because of barriers from the previously
mentioned A, B C and D groups (table).
The following general ICT barriers exist on the EM in Poland:
•

Standards for collecting and processing vast amounts of data (e.g.: measurement, and others).
• Exchanging vast amount of data and their protection (data security, cyber security and authorizations).
• Communication channels (independent networks, the Internet, wireless networks, use of technical infrastructure such as hourly counters, instead of induction for all market participants, two-way meters, intelligent meters and their
communication with ICT systems). Should be developed the principles of
communication and feedback during periods of 15-30 minutes between the aggregator and market participants.
• Forecasting energy demand and sales levels models and tools with taking into
account of dynamic changes in the profiles of customers and also maintain prosumers (active demand response) behaviors in real time on the energy market.
• The building and maintenance of dynamic clusters of customers and dynamic
sales prices of energy. Lack of prepared portfolio management mechanisms.
• Dynamic price calculation tools- based on dynamic information received (time
intervals 15-30 min) from the market.
• The operational and financial management methods, accounting for and controlling the value added for each market participant (including invoices, all financial operations including put, any time intervals).
• The preparation and development of the e-platform access to the communication system for market participants (e.g. prosumer) by investing in the work on
a solution, or purchase of already existing solutions.
Lack of pilot plants with a similar effect in the direction of integrated management of participants in the operation of the DER aggregators and establishment
of a virtual power plant and ICT applications and services dedicated to clearing
VCPPs and aggregators (existing tariff-regulating market price-to-urban customers
currently excludes them from active participation in the potential demand response)
are the major barriers for aggregator’s model developments in Poland.
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5. SUMMARY

This paper is limited to the barriers related to the ICT tools needed by an aggregator business models to perform its daily functionalities.
Main challenge is handling the large number of different services, contracts,
consumers and DER units, the dynamic nature of consumers, some DER types and
producers. Some barriers are related not to a specific tool, but to their implementation on large scale. They are mainly: insufficient interoperability, need for scalability and management of information.
Interoperability is essential for the profitability of the new aggregation business models, since it can avoid vendor lock-in thus stimulating market opening and
giving to end-user freedom of choice. Standardization can be the way to get interoperability, but at the moment existent standards are not able to provide a complete
framework for interoperability.
Scalability is another problem because of the difficulty of knowing in each
moment the state of each distributed resource, of managing large numbers of
events in short time and of getting reply from the aggregated DER at short notice.
These issues have to be taken in account since the design phase of the ICT architecture of the aggregation. The main reference should be the existing ICT architectures addressing scalability like Service Oriented Architecture (SOA), Grid Computing and Multi Agent System (MAS).
The last point is about management of information. It raises problems about
privacy, data ownership and cyber-security.
Moreover management of information barriers requires not only technical, but
also policy responses. For example data ownership need a regulation solution taking into account rights and needs of all the involved actors and the weakness of
end-user’s influence.
In these country analyses more freedom was introduced in analyzing the barriers and taking into account for example regulatory barriers which are not linked
to any of the ICT tools which have been described.
In Poland unstable legislation in the energy sector results in a lack of interest
in development and support of new business models There is not enough funding
for new ICT development particularly on the DSO, retailer and prosumer level.
In Italy regulation is beginning to take aggregation into consideration in some
particular cases. This regulation brings in Italy certain simple types of DER aggregators but, at the same time, raises some regulatory and technical barriers.
This paper presented groups of complex barriers which specifically inhibits
the development work into the implementation of solutions for new business models on the energy market in Europe. Most of these barriers are rather the non-ICT
barriers then only ICT-barriers and they are including in particular legal, financial
and procedural barriers. These mentioned barriers cause new challenge for ICT
needs and tools.
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Abstract. A community-built system (CBS) can be defined as a system of
virtual collaborations organized to provide the knowledge development
within a given community. The main reason standing behind the CBS development is a networked nature of the knowledge processing in the modern
organization. In the chapter the CBS will be discussed in the context of
knowledge-base organization. Moreover, the example of CBS in e-learning
will be discussed.
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1. INTRODUCTION

Communities have built collections of information and distributed knowledge in
collaborative manners in different forms for centuries. More recently, Wikipedia has
demonstrated how collaborative efforts can be a powerful feature to build a massive
data storage [13]. It is known that Wikipedia has become a key part of many corporations' knowledge management systems for decision making. Wikipedia is only one
example brought about by Web 2.0 with the goal of creating communities of users
and knowledge network.
The knowledge network is the operational environment of a community-built
system and it allows the processing of the networked knowledge [14]. The main objective of the knowledge network is to enable users to easily share knowledge across
the network. By sharing knowledge, an individual’s expertise can be integrated to
form a much larger and valuable network of knowledge [6], such as Wikipedia.
A community-built system can be defined as a system of virtual collaborations
organized to provide an open resource development within a given community. A
community-built system operational environment is defined as collaborative service
provided within a collaborative workplace supporting the collaborative activities of a
collaborative group (Wiki). Collaborative systems, groupware, or multi-user applications allow groups of users to communicate and cooperate on common tasks. Such
system is modelled as a dynamic and inter-independent, diverse, partially self-

organizing, fragile, and complex adaptive system. In the chapter following subject
will be discussed: key assumptions necessary for community-built system success,
knowledge management in community-built system, collaboration process, case
study: e-learning.
2. KNOWLEDGE-BASE ORGANIZATION

Most of the modern companies, especially in the hi-tech sector, can be characterized as knowledge-based organization. In these organizations the knowledge
workers deal with knowledge according to workflow rules use following processes
for tacit and explicit knowledge: capture/extract, analyze/organize, find, create/synthesize, distribute/share [9]. The knowledge workers are connected by the
knowledge network. In the knowledge network the knowledge workers (nodes) actively process knowledge and communication and social links (edges) represent
channels for knowledge relocation [3].
Knowledge creation and processing are two processes that are based on the individual cognitive capabilities of an individual and his access to resources (i.e. the
object of processing). The networked organization of the knowledge (networked
knowledge) process ensures access to resources and in addition, creates a cognitively-responsive environment. Networked knowledge can produce units of knowledge whose informational value is far greater than the mere sum of the individual
units, i.e. it creates a new knowledge [5]. The information resources available on the
Internet, paired with appropriate semantics, constitute the networked knowledge.
The knowledge network is the operational environment of a community-built
system and it allows the processing of the networked knowledge (tab. 1). The main
objective of the knowledge network is to enable users to easily share knowledge
across the network.
Generally speaking, the knowledge network is a network through which all
available knowledge is properly represented, correlated, and accessed [11]. The
knowledge network identifies “who knows what”. The structure of a knowledge
network is based on a production network and a social network [2]. A knowledge
flow is the relaying of knowledge between nodes according to certain rules and principles of a production network [18]. On the social network level, a knowledge node
is a team member or role, or a knowledge portal or process. From the point of view
of the community-built system, the community-built engine (e.g. wiki) is a hub in the
production network. Additionally, the community-built engine is the most important
element of a social network, representing the knowledge community.
Every actor in the network plays some role. Often, an actor can perform more
than one role in the knowledge network. The actor’s role is the actor’s response to
the network demands and such actor desires an adequate acknowledgement of his
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intellectual potential and available resources in a proper network context. Based on
[6], the following roles can be identified in the knowledge network:
- a knowledge creator is an actor who creates new knowledge that is used by
others in the organization;
- a knowledge sharer (knowledge broker), is an actor who is responsible for sharing knowledge that is created by the knowledge creators;
- a knowledge user is an actor who depends on knowledge for executing its job.
In the community-built system the knowledge broker role is maintained by the
system, which creates the operational environment for the knowledge network. In
addition, in the community-built system, the role of editor is introduced. The editor is
responsible for maintaining the quality of content and its estimation in the knowledge
network.
Table 1. Different approaches to the knowledge network analysis (source: [14])
Design concept

Telecommunications
network

Workflow network

Agent’s network

Analytical basis

Queuing theory

Graph theory

Network game theory, competence set
theory, ontology

Network’s unit

Packet

Task

Competence set,
Knowledge/information
object, concept

Control parameters

Security, speed

Efficiency, workload

Communication
efficiency, Completeness, credibility

Node concept

Computer station

Work station

Social agent

Node role

Signal regeneration,
data distribution

Technological operation

Competence, knowledge and information
creation

Work paradigm

Standards

Technological chain

Emergency, synergy

Every role that exists within the community-built system environment requires
certain skills and behaviours [17]:
- cognitive skills: writing and constructive editing skills (skills in research, writing, and editing.), web skills (accessing the Internet, using Web browsers, tracking logins and passwords, writing with embedded wiki HTML editors, and
working with digital images or other Web media), group process skills (be able
to set goals; communicate clearly; share leadership, participation, power, and
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-

influence; make effective decisions; engage in constructive controversy; and
negotiate conflict).
personal characteristics: openness (opens up each contributor’ s ideas to scrutiny and criticism, others can modify, reorganize, and improve any contributions), integrity (integrity can be perceived through the accountability of each
individual, through the honesty of each individual, and through the competence
of each contributor), self-organization (requires metacognition, ability to selfassess, and ability to adjust to feedback from the environment).

3. COMMUNITY-BUILT SYSTEM

A community-built system can be defined as a system of virtual collaborations organized to provide an open resource and knowledge development within a
given community. According to Cognitive Science, the virtual collaborations are
type of collaborations in which individuals are interdependent in their tasks, share
responsibility for outcomes, and rely on information communication technology to
produce an outcome, such as shared understanding, evaluation, strategy, recommendation, decision, action plan, or other product. Moreover, in order to create the
community-built system we need a common goal or deliverable. In case of the
knowledge-base organisation, the common goal is to develop the knowledge.
A community-built system’s operational environment is defined as a collaborative service provided within a collaborative workplace supporting the collaborative activities of a collaborative group [7]. Collaborative systems, groupware, or
multi-user applications allow groups of users to communicate and cooperate on
common tasks [16]. Such a system is modelled as a dynamic and inter-independent,
diverse, partially self-organizing, fragile, and complex adaptive system. Based on
[4], we can formulate key assumptions necessary for community-built system
success:
- knowledge is created as it is shared;
- individual’s have prior knowledge they can contribute during a discussion/collaboration;
- participation is critical to open resources development; and
- individuals will participate, if given optimal conditions. The community-based
system operates asynchronously and this pattern supports cooperation rather
than competition between individuals.
3.1. Collaboration process

The collaboration process is the driving force behind the operation of a community-built system. During the collaboration, individuals work jointly. It is important to distinguish between processes involving collaboration and coordinated work
[1]. In collaboration, no control element is required. The collaboration between
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individuals strongly depends on the relationship’s typology. It is rarely possible to
maintain an all-to-all connectivity pattern. More likely, the connections pattern is
limited to providing regular graphs, lattices, or other similar formats.
The collaboration process might be analyzed from different perspectives that
depend on the context (i-iii). Knowledge sharing is the most important facet of the
community-built system. We assume that every individual who takes part in the
collaboration process wants the repository content to be evaluated. When an individual objects to the repository content, the disputed knowledge object is created or
edited.
Table 2. Different aspects of collaboration process (source: own preparation)
Collaboration process definitions
Collaboration is an interaction between multiple parties (two or more). All parties are doing work
with a shared purpose or goal, and all parties will benefit from their efforts. In addition, collaboration can happen across boundaries. (12])
Collaboration is a conversational, relatively unstructured, iterative, but nevertheless, active process
during which the participants work together to achieve a goal, reach a decision or a solution.
(Based on [10])
Collaboration refers to informal, cooperative relationships that build shared vision and understanding needed for conceptualizing cross-functional linkages in the context of knowledge intensive
activities. Collaboration facilitates the acquisition and integration of resources through external
integration and cooperation with other cooperative or supporting agents, conducted on a basis of
common consensus, trust, cooperation, and sharing by a multi-functional team of experienced
knowledge workers (Based on [7]).

3.2. Models of community-built system

The process of networked knowledge creation always includes the social, research and education aspects and occurs across cognitive, information and computer-based levels of community-built systems. At each of these levels, the editors
and the creators have their own roles and levels of involvement.
In the community-built system, motivation plays a different part in content
creation and modification processes. The creator is a person responsible for creating and improving the content. The editor is a person responsible for content assessment. The editor’s assessment process is based on his/her personal knowledge.
From the point of view of knowledge engineering, the editor’s ontology is projected on the community-built system’s content. As a result of intelligent comparison between those operations, the editor either accepts the content, or using some
community-built systems’ tools, assumes the creator role and improves the content
on his/her own (Fig. 1).
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The active actors are taken part in system working routine. The active (online) actors have following characteristics creator (content creation), editor (content
evaluation and consultation). The passive actors are outside of the system, but they
are registered in the system and can become active without any cost. During the
passive (off-line) mode the creator is thinking and increase the knowledge potential
and editor applied knowledge during the learning-teaching process.

Figure 1. Model of community-build system (source: own preparation).
3.3. Wiki

Let us analyze a Wiki system as a working example of the community-built
system. Wiki is a special kind of website, the contents of which can be edited by
visitors. It is a Web-based hypertext system which supports community-oriented
authoring, in order to rapidly and collaboratively build the content by editing the
page online in a web browser. The Wiki also represents a class of asynchronous
communication tools. The main differences between Wiki and other tools (such as
blogs or threaded discussions) are the following [17]: (1) the content authorship is
collaborative, (2) not single or multiple, (3) dynamic nature, (4) nonlinear and multipage construction. Technically, Wiki systems consist of four basic elements [8]:
(1) content, (2) a template which defines the layout of the Wiki pages, (3) a Wiki
engine, a software that handles all the business logic of the Wiki, (4) a Wiki page,
the page that is created by the Wiki engine displaying the content in a web browser.
Wiki server technology enables the creation of associative hypertexts with
non-linear navigation structures. In Table 3, the main characteristics of Wiki are
presented and mapped onto the features of the community-built system.
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Table 3. Main characteristics of the Wiki and the community-built systems.
Wiki

Community-built system

If any page is found to be incomplete or poorly
Each member can create, modify and delete the
organized, any reader can edit it as he/she sees
content
fit
The structure and content of the site evolve
over time

The structure and content are dynamic and
non-linear and can be rapidly constructed,
accessed and modified

Any writer is automatically an editor and
organizer

Every member can shift roles on the fly

Activity within the site can be watched and
revised by any visitor to the site

System maintains a version database, which
records its historical revision and content

Interpretable (even if undesirable) behavior is
preferred to error messages

The content must fulfil interface requirements,
the quality is decided by the community

Source: own preparation.
4. THE CONCEPT OF COLLABORATION FOR KNOWLEDGE REPOSITORY IN
COMMUNITY-BUILT E-LEARNING SYSTEM

In the knowledge repository development process the social agents (students,
teachers) collaborated mutually [15]. The knowledge repository development system support CBS creation and maintaining process by means of social network
creation in order to exchange ontology in the repository environment. The system
shares the same goal with CBS systems: creating a social group according to the
criterion of domain interest similarity. The main knowledge repository development system’s objective is to associate learning individuals with similar knowledge
and learning objectives in order to facilitate knowledge repository development
process.
The students work with their teacher according to a certain motivation model
[13]. The teacher is interested in having the repository developed in a specific direction. The student is interested in developing his competencies and improving the
e-portfolio components. The information system provides appropriate information
tools, knowledge-portioning methods and defines the collaboration between teachers and students. As a result, the collaboration environment for knowledge management in a competence-based learning system is presented. The behaviour of the
participants in the learning process can be defined using appropriate motivation
functions. The key goal is to find a balance between the motivation functions of the
teacher and that of the student.
The knowledge repository development system consists three levels [15]. The
first level (knowledge level) concerns proper preparation of the learning process
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from the point of view of the structure of domain knowledge. In accordance with
the accepted definition of knowledge, the knowledge structurization process includes preparation of a portion of theoretical and procedural knowledge, and of
corresponding test tasks, to verify students’ skills/abilities.

Figure 2. Organization of social networks in the learning process. Source: [15].

The second level (social network level) is the basis for determining conditions
for cooperation between the teacher and the students. This cooperation creates a
new dimension for social networks, described by appropriate functions of motivation.
Checking the conditions of cooperation takes place at the management level.
The established cooperation conditions are analyzed from the point of view of the
existing constrains (human resource, time resource). The obtained results can be a
signal to change the cooperation model. In addition, feedback information is
transmitted, concerning further repository development and learning process participants collaboration.
The combination of these components allows organizing the learning process
in accordance with the requirements for competence-based learning, using for this
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purpose the accepted model of knowledge management, and involving students,
who become active and equal participants of the learning process and consciously
create their own cognitive process.
The repository development plan based on ontology is a crucial element to
forming cooperation in the learning process. The social network created for the
collaboration process consists of teacher, students and repository, which is an activity “accelerated” mechanism in this network (Fig. 2).
5. CONCLUSION

In this chapter, the community-built system has been identified as a form of
knowledge network. The knowledge is modelled using the ontological approach.
The approach allows the representation of knowledge in a formal way available for
further computer processing. Moreover, the ontological approach is compatible
with the concept of Semantic Web. In the future, the community-built system will
be integrated with the Semantic Web. Subsequently, multiple software agents can
become participants in the process of populating the knowledge repository.
Modern distance learning system is networked and we should take advantage
of this situation. In addition to research issues of distributed resources and work
organization the one should put some attention on network characteristic of learning process. The model of social agent collaboration between students, teacher and
an e-learning information system (repository) allows:
- to assess the degree of the repository fulfilment and its further development
plan;
- to check the competence acquired path through the appropriate domain knowledge structurization;
- to measure competence growth through analysis of the domain ontology graph
coverage;
- to elaborate a model of teacher behaviour with successive groups of students;
- to model and review the group management strategy in accordance with
teacher and students preferences.
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Abstract. In the paper using consensus method in multiagent environment of
enterprise monitoring system is presented. Multiagent environment monitoring systems read information from different sources, so it is occur problem of
actuality, reliability and credibility this information. It can result from contradiction of information owned by particular agents among other things. In
this article it is suggest a new, not yet use solution of this problem by use
consensus methods, which can coordinate one of information version. This
information has got suitable value for enterprise, what in consequence have
an essential effect on management of enterprise.
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1. INTRODUCTION

Environment monitoring is nowadays a crucial element of the functioning of
every organisation. The business environment is one of the basic variables examined in the management theory, one which influences the functioning of company
multilaterally and forces it to take adaptive actions. What happens in its business
environment is much more important to the survival of the organisation than its
internal situation. The business environment is all the external factors, which can
influence and influence the conditions of the company functioning by objects: phenomena and processes; and subjects: institutions, clients, business partners and
competitors [6]
The business environment is turbulent, it can change in various ways. The
changes are always signalized somehow, but not everyone can observe these signals and interpret them properly. Some of the changes are obvious and the company expects them, for example changes in law. However, majority of changes in
the company environment happen very fast and they are a great shock for these
companies which underestimate the problem of environment scanning. Information
systems are widely applied to monitor the company environment and the applica-

tion of multiagent systems is more and more popular, because they not only acquire
up-to-date information fast, but also process the information and draw conclusions
which are later presented to the organization management. Beyond that, multiagent
systems have the ability of reacting to the changes in the environment. It can be for
example informing the management about substantial changes by text messages
and emails, or creating guidelines for the production (service) departments of the
organization.
In the practice of applying multiagent systems to environment monitoring
various problems occur. These systems acquire data from various different sources
what creates the problem of information validity, accuracy and credibility. It can
result from the discrepancy of data gathered from different agents. It must be highlighted, that only information of adequate value enables efficient decision making
in the company and by that effectual functioning in economy. Thus, the system
users can make proper use of information only when the accurate version of gathered information is established. This article proposes a new, not yet applied solution to this problem, that is application of the consensus method which enables
creating one version of information of adequate value, crucial for more efficient
organization management.
2. MULTIAGENT MONITORING OF ENTERPRISE SYSTEM

The literature divides concepts of gathering data about the environment into
classical (competition analysis, competitive intelligence, social intelligence) and
assisted by computer systems (rapid alert system, strategic information system,
vigilance system and environment monitoring system).
Environment monitoring system is a concept of the widest range. It is data
analysis of each sector of the environment and it enables the management to plan
the future of the company.
There are several methods of gathering data [1]:
1. Non-directed review. Data is gathered without prior analysis of the management information needs. The goal of it is wide review of information
that enables early discovery of the change signals.
2. Conditional review. It focuses on information on specific subject or on
specific kind of information. The goal is to estimate the value of gathered
data which enables the assessment of general influence on the company.
3. Informal search. It is an active search for data to deepen the knowledge
about specific subject and understand certain problems. The goal of this
method is to gather data essential to work on a problem in a way that helps
to decide if the company has to take some action.
4. Formal search. Deliberate and planned actions to acquire specific information about specific event. The goal is to gather exhaustive information on a
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given problem, which can be the basis for decision making and action
taking.
Monitoring takes place in several phases [6]:
1. Data acquisition. Observers are crucial and the efficiency depends on their
devotion and their information awareness.
2. Data gathering. It cannot be simply a linear data gathering depending on
quantitative data accumulation. Avalanche increase of data in company
demands applying gathering data technologies, such as databases or data
warehouse.
3. Data processing. It uses data processing technologies such as computer
hardware and software.
4. Data transmission. It is most frequently done by the use of computer network.
5. Data storing. It uses databases and knowledge bases.
6. Data search. Users of the stored data need tools enabling them to find specific information. SQL language and Internet browsers are examples of
such tools.
7. Data presentation. Data is nowadays commonly presented with the use of
multimedia technologies which enable presenting data as text, graphics,
sound, films and Internet pages.
Enterprise environment is monitored with the use of computer systems employing different fields of AI such as artificial neural networks, expert systems or
agent programmes. Neural networks enable fast environment perception as well as
discovering changes and patterns in it. Expert systems consist of two separate elements: knowledge base and reasoning mechanism. Thus, they can employ various
reasoning mechanisms for one knowledge base without the necessity of changing
the software. Knowledge base of an expert system consists of rules and facts. The
user asks the system for the solution of a problem, and then the reasoning process,
that is generating new facts on the basis of the rules and facts which already exist,
takes place. When the process ends, the systems provides the user with a proposition of solution.
However, the best solution in environment environment scanning are multiagent systems, which enable instant access to information, fast finding of data, its
analysis and conclusions.
Multiagent system is defined in various ways. To sum up different approaches
in the literature [2, 3, 8]MAS is defined as a system characterized by:
• environment E, that has defined limits;
• objects in set O, which belong to the environment E and have specific position in it; these objects can be examined, created, modified and destroyed
by agents.
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• Agents in set A, which are the active objects of the system (A ⊆ O);
• Relations in set R, which join the objects within semantics;
• Operations in set Op., which enable agents from set A to examine, create,
use and transfigure objects from set O;
• Rules of the world – representation operators, operation applications and
reaction of the world.
Multiagent system always has a specific goal (it can be, for example enterprise environment monitoring).
Multiagent system consists of several agent programmes, which are able to
communicate with each other via computer network. Each agent can be responsible
for a different element of the environment, one can analyze the suppliers, another
one for the wholesale clients and yet another for the retail clients. Agent looks for
the data on the Internet and in company computer systems (especially ERP system
responsible for orders or/and CRM system) and then reasoning takes place which
results in creating up-to-date state of the business environment. In literature this
state is called agent knowledge. Because the same data gathered from different
sources can differ, agent knowledge can be contradictory or incoherent. In such
case consensus methods are applied to establish a coherent state of agent knowledge which can be presented to the system user.
The scheme of multiagent system for enterprise environment scanning is presented in Figure 1.

Data
Server

Server

Server

Server

Consensus methods

Agent

Agent

Agent

Agent

Users
Figure 1. Diagram of multiagent monitoring of environmrnt system.
Source: Self elaboration.
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The system consists of several elements:
1. Data – they are on the Internet or on the local network, on different servers.
2. Servers – they are part of the Internet or local network. Each agent
searches on specific servers for data it needs to evaluate the environment
state and then reads the data.
3. Agent – an intelligent program which not only draw conclusions from the
data but also takes actions to reach its goal, that is the accurate value of the
enterprise environment state. Agent can be implemented on any computer
with the Internet access.
4. Consensus methods – they enable the agreement of the agent knowledge
about the business environment. Algorithms which use the consensus
methods are implemented on one server connected with the Internet and
local network.
5. Users – people who read the up-to-date information about the environment. They are usually members of the management.
Presented multiagent system of enterprise environment monitoring works in a
specific environment (enterprise environment), finds needful environment data,
draws conlusions and takes independent actions to achieve its goal. This system
can monitor phenomena in the company environment, calculate economic indicators and draw conclusions useful in business management.
A frequent problem in the process of the environment scanning is insufficient
or superfluous information, which can cause decrease of the company efficiency.
For example, if the competitors lower their prices and the company does not have
information about that and does not take proper actions it can lead to fall in the
company sales. Also, if there is too much mail in the inbox, there is not enough
time to read it all and some important data can be missed. Up-to-dateness of data is
also an issue. If the company isn’t provided with the information about changes of
market demand, it cannot react fast enough and it results in fall in sales. It must be
emphasized that an organization functions properly only if it has information of
certain value [10].
Multiagent system is a solution to aforementioned problems, because it provides the company with tools to assure having sufficient information about the
environment, analyzing them and counting economic indicators, drawing conclusions on the basis of data, keeping the management informed and suggesting solutions to the problems. These functions can be achieved by using consensus method
to updating knowledge of agents.
Human role in this situation is restrained to controlling the system. Managers
deal with issues of different levels of complexity. Multiagent system of environment scanning can relieve the employers who dedicate a lot of time and effort to
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data analysis and making conclusions. Applying MAS the management can make
decisions faster and thus the company becomes more competitive.
reasuming, the tool that is most frequently used in business environment
scanning is computer system. Nowadays one of the best solutions is multiagent
system, because it not only monitors, but also draws conclusions and takes actions,
like informing the management about important changes in the business environment via text message. That enables the company managers to react fast to the
environment changes what is the foundation of the company efficiency on the
competitive market. However, providing the information of sufficient value is essential, as only up-to-date and genuine data are helpful in decision making. Consensus methods, described in the next part of this article, are extensively applied in
order to achieve this goal.
3. CONSENSUS METHODS

Agent knowledge is presented as a specific structure. The environment consists of elementary objects such as suppliers, customers, products, etc. Formal definition of the structure of agent knowledge is next:
Definition 1
Structure of agent knowledge about it environment P finite set of elementary
object E = {e1 , e2 , … , e N } is called ay sequence:

P = {EW + }, {EW ± }, {EW − }, DT
where:
1) EW + = eo , peo , eq , peq , … , e p , pe p .
Couple e x , pe x , where: e x ∈ E and pe x ∈ [0,1] , is an alementary object
and its share in set EW + .
Elementary obcjects e x ∈ EW + will signify by e x+ .
Set EW + is called positive set, in other words it is set of elementary objects, about which agent know, that it objects there are in environment.
2) EW ± = er , per , e s , pe s , … , et , pet .
Couple e x , pe x , where: e x ∈ E oraz pe x ∈ [0,1] , is an alementary object and its share in set EW ± .
Elementary objects e x ∈ EW ± will signify by e x± .

96

Set EW ± is called neutraly set, in other words it is set of elementary objects, about which agent do not know, that it objects there are in environment.
3) EW − = eu , peu , ev , pev , …, e w , pe w .
Couple e x , pe x , where: e x ∈ E oraz pe x ∈ [0,1] , is an alementary object ad its share in set EW − .
Elementary objects e x ∈ EW − will be signify by e x− .
Set EW − is called negative set, in other words it is set of elementary objects, about which agent know, that it objects there are not in environment.
4) DT - date of agent knowledge.
This structure meet next conditions:
1. EW + ∩ EW ± ∩ EW − = ∅ .
Elements of positive, neutraly and negative sets must be partity, becouse
agent, must clear-cut determine to which set belongs given elementary object. It is assumpte, becouse knowledge about evironment must be concrete.
2. EW

+

p

≠ ∅ ⇒ ∑ pei+ ≥ 1 .
i =0

Sum of share all of elementary objects in positive set must be oversize or
equal 1.
3. EW ± ≠ ∅ ⇒

t

∑ pe
i =0

±
i

≥1.

Sum of share all of elementary objects in neutraly set must be oversize or
equal 1.
4. EW − ≠ ∅ ⇒

w

∑ pe
i =0

−
i

≥ 1.

Sum of share all of elementary objects in negative set must be oversize or
equal 1.
Let set E = {a1 , a 2 , a3 , a 4 , a5 , a 6 , a 7 } . Examples of structure of agent knowledge:

P1 = { a1 ,0.2 , a3 ,0.5 , a5 ,0.3 }, { a 2 ,1 }, { a 4 ,1 , a 6 ,1 , a 7 ,1 }, 19 − 04 − 2010
P 2 = { a 2 ,0.2 , a3 ,0.8 }, {∅}, { a1 ,1 , a 4 ,1 , a5 ,1 , a 6 ,1 , a 7 ,1 },14 − 05 − 2009
In first example sets EW + , EW ± , EW − ≠ ∅ . In second example set EW ± = ∅ .
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Situation, in which the structures of agent knowledge in the system differ, or
the values of their attributes are different, it called a inconsistent of the state of
knowledge of these agents. In this case consensus methods can by applied to coordinate the state of knowledge.
Consensus theory roots from choice theory [7], which deals with a problem:
there is set Z (i.e. set of objects), that is a subset of set X. Choice is a selection
according to criteria of a subset of set Z. In consensus theory, choice does not have
to be a subset of set Z and it does not have to have the same structure as the elements of set Z. Primarily, consensus theory deals with simple structures, like linear
order or partial order. Next, it started to deal with more complicated structures, like
divisions, hierarchies and n-trees. Consensus theory deals with problems with data
analysis to find useful information (just like data exploration). However, when data
exploration looks for cause-effect chains hidden in data, consensus method aim is
to find such version for a set of different versions of data, which represents them
best or is a compromise acceptable for the authors of different versions. Consensus
theory can be used to solve various conflicts. In literature [5, 8], problems which
can be solved using consensus theory are grouped as follows:
1. Problems connected with discovering the hidden structure of an object. For
example: the set of elements is given, and the discovered structure is the
function of space between these elements.
2. Problems connected with looking for agreement between contradictory or
incoherent data about one object. For example, when experts provide different versions of the data and one version must be found and presented to
the user.
There are several phases of finding consensus [4, 5, 9]. First, the exact structure of set Z must be specified. Next, the space between subsets of set Z is calculated. Finding consensus is choosing such set, for which the space between this set
(consensus) and subsets of set Z is minimal.
The outcome of consensus method application is a good representation of the
set, because it takes into consideration practically all the subsets of the set, while
choice methods reflect one of the subsets extensively, and largely ignore the other
subsets of the set.
Consensus methods can be divided into constructive method, optimization
method and Boolean reasoning method [8].
Constructive methods reach consensus on two levels: micro- and macrostructure of universum U. Microstructure of set U is the structure of its elements. Macrostructure of set U is its own structure.
Optimization methods define function of consensus with optimization rules. A
tool, that is very often used in these methods is quasi-median function, thanks to
which the consensus is the closest to all the solutions it takes into consideration,
while the spaces between the consensus and the solutions are equal.
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Boolean reasoning methods code the problem of consensus as a Boolean formula in such a way, that each first implicant of the formula determines the solution
for the problem. Boolean reasoning is useful when the number of variables and the
number of their domains are not large.
In business environment scanning systems, constructive and optimization
methods are mostly used, because macro- and microstructure of agent knowledge
are given and optimal consensus is sought for (information needs to have the highest value).
The consensus is determined on the basis of the set of knowledge states of
agents functioning in the system. This set is called the profile and defined as follows [5]:
Definition 2
Set of elementary objects E = {e1 , e2 , … , e N } is given.
Profile A = {A(1), A(2), ..., A(M)} is called M kowledge structures finite set of
elementary objects E, such that:
A (1) = {EW + }(1) , {EW ± }(1) , {EW − }(1) , DT (1) ,

A ( 2 ) = {EW + }( 2 ) , {EW ± }( 2 ) , {EW − }( 2 ) , DT ( 2 ) ,
............

A ( M ) = {EW + }( M ) , {EW ± }( M ) , {EW − }( M ) , DT ( M ) .
It can be used theorem definied in work (Hernes at al. 2004 p.78) to determine
consensus.
On the basis of this theorem we can create an algorithm for choosing the consensus of agent knowledge state.
In this algorithm, for each elementary object in set E we check, how many
times did it appear in set EW + , EW ± and EW − . If the elementary object appeared in one of the sets more times than ½ of the number of all agents, it belongs
to this set in consensus. If it appeared in given set as often as ½ of number of all
agents or less often than ½ of the number of all agents, it does not belong to the
consensus.
If a given elementary object belongs to a given set in the consensus, we move
to another elementary object of set E.
Next, we determine ascending order of values DT for the whole profile and
estimate where, between the values in these orders has to be the value that represents consensus. The algorithm is done, when all the elementary objects have been
checked and the consensus for DT value has been found. The algorithm looks as
follows:
Data: Profile A= {A(1), A(2), .... A(M) }consist of M knowledge structure of agent.
Result: Consensus CON = CON + , CON ± , CON − , CON DT consideration for A.
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BEGIN
Step 1: CON + = CON ± = CON − = ∅, CON DT = 0 .
Step 2: j:=1.
Step 3: i:=+.
Step 4: If ti(j) > M/2 then CONi:= CONi ∪{ej}. Goto: Step 6.
Step 5: If i= + then i:=±. If i=± then i:=- . If i=- then goto: Step 6.
Goto: Step 4.
Step 6: If j<N then j:=j+1. Goto: Step 3.
If j≥N then goto: Step 7.
Step 7: i:=DT.
Step 8: Assign pr(i).
Step 9: ki1 = ( M + 1) / 2 , ki2 = ( M + 2) / 2 .
Step 10: ki1 ≤ CON i ≤ ki2 .
END.
Calculation complexity of this algorithm is O(3NM).
Presented algorithm of estimating the consensus enables the agreement of the
agent knowledge; in other words, it provides the organization with the information
of the highest value.
The application of the consensus methods to monitor the enterprise environment affects the efficiency of monitoring, thanks to the coherence of agent knowledge states. This coherence guarantees validity, accuracy and credibility of the
information in the system. Of course, such an analysis could be done by a person,
but the process would be very time-consuming. Thus, applying consensus methods
rationalizes functioning of multiagent environment monitoring system and the organization obtain information of proper value. Consequently, it is more competitive
on the market.
4. CONCLUSION

Environment monitoring has always been a part of organization activity.
Once, it was done manually by humans. Nowadays however, in the modern economy of turbulent environment, efficient environment monitoring is impossible
without the application of information systems. This article presents the use of
multiagent system for multiagent environment monitoringsystem is capable of
independent data gathering and making conclusions, and thus unburdens the company managers and enables them to take actions faster. Because of fast reactions to
the changes in environment, the company management is more efficient and the
company succeeds in the turbulent environment.
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DIGITIZATION OF PAPER DOCUMENTS
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Abstract. Nowadays, a lot of paper documents are transformed to electronic
form, which easies information processing, like searching, analysis and conversion. In this paper the analysis of OCR usability for automatic data entering is presented. The analysis is based on practical experiments, tests, and
productive use of the OCR systems.
In our study we took into account the entire sequence of digitizing the printouts: scanning, data indexation, approval, and file preparation. The tests were
made on specialized electronic archive system, for which commercially
available OCR engines were employed.
The experiment was carried out on two available data types: barcodes and
filled text forms. Different document types were tested: bank transfer forms,
insurance forms, invoices, banking contract and application forms.
The survey showed that the recognition of both barcodes and printed text is
reliable and significantly accelerates data processing. On the contrary, the
handwritten text appeared difficult to recognize by OCR systems.
Keywords. OCR, printed text recognition, barcodes, data indexation.

1. INTRODUCTION

Nowadays, a lot of documents are produced in paper form. The document is
repeatedly copied and changed during subsequent processing steps, so it exists in
many different copies (on average 19). This way of processing is inefficient, so
many companies decide to digitalize theirs documents. Working with files is
cheaper than processing traditional documents, because there is no space required
for document storage. Moreover each document exists in one copy, and consequently all changes or notes are visible for all document users [4].
There are three main steps of document digitalization: scanning, indexation
(data entry) and presentation of digitalized documents. In this paper we focused on
indexation, especially on using automatic systems in this process.
Mass scanning requires highly specialized and very efficient scanners. These
devices can scan both sides of documents in one pass (duplex). Scanners can be
equipped with dedicated software to automatically enhance the images acquired by
the scanner. Mass scanning require very efficient recognition systems [3].

1.1. Automatic recognition systems

The historical overview of recognition system may be found in [1].
Nowadays, there are some various types of automatic recognition systems. The
most popular ones are:
- Barcodes (one or two dimensional),
- Smartcards (magnetic and chip cards),
- OCR (Optical Character Recognition used for recognition of printed documents),
- ICR (Intelligent Character Recognition used for recognition of handwritten
documents),
- OMR (Optical Marking Recognition used to survey forms),
- RFID (Radio Frequency Identification),
- Biometric techniques [2],
- Online handwritten character recognition [10].
In this paper we carried out test for barcodes, OCR and ICR systems
A document-driven business process must do more than simply convert paper
documents to electronic images. A complete process of document processing contains some steps:
- converting printed or hand-printed text from the paper document into electronic data that can be used in a computer system (using OCR or ICR software),
- identifying the important pieces of information (vendor, address, items, prices,
payment terms, and so on),
- verifying that the OCR software has converted the information correctly,
- matching the information from document with the corresponding data in the
business system,
- delivering the validated information into the appropriate business system in
the correct format [7, 9].
Optical Character Recognition systems can use several types of algorithms,
the most popular ones are:
- pattern systems;
- structural systems;
- feature systems;
- neural network systems [11].
1.2. The challenge of character recognition

Machine-printed text includes the materials such as books, newspapers,
magazines, documents and various writing units in the video or still images. The
problem of recognition of fixed-font, multifont and omni-font character is relatively well understood and solved with some constraints.
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Documents generated on a high quality paper with modern printing technologies allow the systems to exceed 99% recognition accuracy [5]. However, the recognition rate of the commercially available products depends on the age of the
documents, quality of the paper and ink, which may result in significant data acquisition noise. Documents with colored or patterned backgrounds, marked with pens,
crooked when scanned, can yield poor OCR results. Some improvement can be
done by either adjusting the scanner settings and rescanning the document or
manually correcting the electronic data [6].
Hand-written character recognition systems still have limited capabilities even
for recognition of the Latin characters and digits. The problem can be divided into
two categories: cursive and hand-printed script. Five levels of difficulty in handwritten recognition have been defined in the literature [8].

Figure 1. Types of handwritten text by [8]

The writing type presented as the second item is also known as sanscrit.
1.3. OCR/ICR systems capabilities

OCR technology replaces manual rewriting of printed documents to electronic
form. The OCR application can recognize not only printed text, but also font type
and size, paragraph formatting, tables, graphic elements like charts, diagrams and
images [9]. A single A4 page recognition time can be about 1 minute, depending
on hardware and software configuration.
One of specific uses of OCR/ICR technology is recognition of forms, documents which have certain structure or specific layout. Form recognition differs
from full-text recognition as it focuses on retrieving particular, predefined pieces of
information from a document [5].
OCR/ICR application can convert structured and semi-structured documents
such as invoices, payment drafts, bills, etc. During recognition process it locates all
the text in the image, including characters and numbers - even if this information is
located in stamps, pictures, logos or small text areas.
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Available ICR technology allows to recognize handwritten documents, but it
is limited to difficulty level 1 and 2 (Figure 1). It means that only separate, clearletters or digits can be recognized.
Some OCR/ICR engines provide information about recognition reliability and
if the character is not marked as certain, the system gives a list of alternatives. This
functionality is useful during dictionary verification and it allows to reduce the
number of substitutions, which may cause additional errors [6].
Some OCR/ICR engines have a voting mechanism. Each character is recognized by at least two parallel algorithms and the voting mechanism decides about
recognition result [6].
Some OCR/ICR engines can process different types of forms in one batch.
They identify the type of the form and in the same process they use predefined
templates to recognize proper blocks [6].
1.4. OCR/ICR processing steps.

First step is usually page preprocessing. During this process, some of operations like deskewing, noise removal, brightness compensation, contrast and gamma
correction, distortion removal can be done[12].
Next operation is page recognition, it usually consists of two main steps:
- page layout analysis (finding page elements like: blocks of text, tables, lines,
single characters),
- character recognition.
These steps are strictly connected. During recognition process, the system
creates hypotheses about recognized object (character, part of character or some
characters). Next step is the verification of these hypotheses, the system tries to
find all parts of each character (lines, dots, circles) and relations between them. The
last step is searching for the context of current recognized character, which allows
to recognize damaged characters [5].
2. TEST PROCEDURES AND RESULTS

For testing we used Abbyy FineReader 8.1 and Recostar 2.5 OCR engines.
The scanners were equipped with Kofax VRS 4.1, a software for image enhancement and barcode recognition. It was suficient to take advantage of free demo versions of these products.
2.1. Printed bank transfer form test

We have tested three types of forms marked by A, B and C. Forms presented
in figures below have been anonymized, all personal data such as personal ids,
postal codes or signatures are fake. Their layout is almost the same, but the recog-
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nized blocks are situated in different places. Each form has two recognized blocks
(bank account number – 26 digits, amount – about 5 digits or invoice number - 15
digits). Because we have tested document from production, some document images
were distorted while scanning (skew, noisy, rotated, poor quality printed or
scanned) or damaged before (extra notes, stamps, dirt or torn inside recognized
blocks). Bad quality images have been manually removed from further processing.
As the commercial software has a feature of assesing the minimum level of recognition for good quality scans, we can evaluate error rates for our experiments and
easily compare them to the results obtained by commercial engine.
Test results are presented in Table 1. The column All samples contains the
number of all documents, column Good quality samples the number of images
possible to recognize. An examplary image is shown in Figure 2. This form is type
A and has been successfully recognized. The values found are: bank account number 93 1076 0000 0172 0000 0172 0370 and amount 55,17.
Table 1. Printed bank transfer form test results.
Type

All
samples

Good
quality
samples

Bank account
number

Amount

Invoice number

Recognized %

Recognized %

Recognized %

Type A

130

120

118

98

119

99

-

-

Type B

1245

1120

1096

98

-

-

1100

98

Type C

110

101

100

99

99

98

-

-

Figure 2. Bank transfer form – example.
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Documents of type B contain a handwritten amount. This field has been filled
by payer transfers, so each handwriting is individual. Moreover, some digits are
located partly outside of the area or characters and are indistinct, connected. We
have tried to recognize them, but results were below our expectations. Only about
30% of amounts were recognized, moreover some of them were incorrect. Only
24% of recognized amounts were correct, so we decided that OCR is useless the in
recognition of this value.
2.2. Printed invoices OCR recognition

Tests consisted of the recognition of two values: invoice number and date. Invoice number was printed in a fixed area, date might be printed in a few areas (but
each document contained only one date and it had a fixed format). During page
processing, each of these date areas were recognized. Next, all of them were
searched for string in a proper format. First string found was considered as the date.
Number of processed documents was 1000 and all invoice numbers were recognized correctly. Twenty dates were unrecognized, but they were partly or completely devastated by extra handwritten notes or stamps.
The next test consisted of layout recognition. Invoices contain elements such
as tables, images and stamps.
The layout was properly recognized in 50%, 10% of documents had small defects like lacking one line in table. In 40% of documents the layout recognition was
weak, some of them had more pages than original, some images and stamps were
located in different places, some tables were incomplete.
2.3. Barcodes recognition

We tested automatic barcode recognition. Each tested single-page document
contained one 16-digit barcode. The barcode did not have a checksum, so some
documents were badly recognized. The volume of tested documents contained
78939 pages.
Table 2. Barcodes recognition test results.
Correct recognition

Not recognized

Incorrect recognition

Recognition percent [%]

98.2

1.7

0.1%

Data entry time per sheet [s]

0.96

8.74

10.59
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Figure 3. The example of recognized barcode.

Figure 4. The example of unrecognized barcode, only initial 6 digits were identified.

The first step of processing of the documents was scanning and image preprocessing, next the barcode was recognized, after that, data verification process
was invoked. Before manual verification the system checked barcode length: if it
was not 16 digits, it was considered incorrect. Next, the barcodes were verified
manually based on comparison of data from documents (name, surname, address
and amount) and data form dictionary, which were loaded basing on recognized
barcode. Recognized image and data from the dictionary were presented on the
screen. If they were coherent, the document was accepted, otherwise the barcode
was entered manually. As seen in Table 2, the verification of correctly recognized
barcode took nearly a second. The most time consuming case was the correction of
badly recognized barcode. Moreover, mistakes could be made during verification.
In this test there were three verification errors.
Figures 3 and 4 show parts of scanned forms containing examples of barcodes. The first of them was successfully recognized, the second was unrecognized
due to blur with a pen.
2.4. Handwritten documents

We tested personal data forms (100 sheets) haveing 10 fields: name, surname,
address (street, street number, zip, city, district, province), personal ID and Tax ID.
All documents were filled using sanscrit (boxed or space discrete characters)
and they were of good quality (without notes, extra objects, blurs etc.).
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Table 3. Handwritten document recognition test results.
Surname

Field

Name

OCR

86%

67%

Manual
without
verification

99%

96%

Personal
ID

Street

Street
number

69%

66%

90%

88%

76%

64%

82%

78%

100%

94%

99%

98%

98%

93%

96%

97%

City

Zip

District

Province

Tax ID

Figure 5. Example of fields which have been correctly recognized.

Figure 6. Example of fields which have not been recognized.

Nearly 80% of fields were recognized correctly, but only 23% data forms
were recognized correctly. Examples of correct and incorrect recognized fields are
presented in Figures 5 and 6. They contain 5 of recognized values: line 1 – name
and street, line 2 – province and postal code, line 3 – personal id number.
These results were compared with manual data entry without verification.
Manual data entry provides better quality than ICR (Table 3). Moreover, the result
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of manual data entry was worse than usually, because we have tested a new type of
forms, and the tested data entry system was different than that routinely used in our
company.
Additionally, we checked the quality of manual data entry for an experienced
user, working with forms in a known format. These documents were of such a bad
quality that after recognition of a few forms, we did not decide to tests ICR application on a larger scale. Some fields were filled by hardly readable characters. We
checked 1483 sheets. Each contained 55 fields (text or numerical: names, surnames, addresses, personal id numbers, unique form numbers, etc.). Only 0.5% of
fields were incorrect, but about 15% forms had at least one mistake.
3. CONCLUSION

It is obvious, that automatic data recognition systems are very popular nowadays. In some applications they can successfully help humans, but in some cases
they are useless. Our tests have shown that barcodes are useful for document identification. Barcode recognition is fast and efficient, but barcodes must contain an
internal checksum, which would prevent errors in the recognition and data entry
process. The experience shows that users do not check the correctness of the recognized sequence of digits and always accept it. The use of a checksum of the may
reduce the number of errors.
Recognition of printed text gives good results. Almost all the data read was
correct. Only few recognized fields contained mistakes, but they have been unreadable or damaged during the scanning process.
OCR/ICR systems are not very useful for handwritten documents. Because
few documents are filled by sanscrit, the recognition results are not satisfactory.
Our survey has shown that data manually rewritten from the form by an experienced user contains less mistakes than the data recognized by OCR/ICE system.
This advantage is more noticeable for forms not filled by sanscrit. In this case an
OCR/ICR application is almost useless.
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Abstract. The paper discusses an issue of electronic marketplaces development in agriculture. An observation of the Polish agricultural websites allows
to distinguish some electronic marketplaces in their initial stage of development. The most complex electronic market of agricultural products in Poland
is e-WGT electronic exchange. The paper includes description of e-WGT and
discusses its role and impact on the Polish agricultural market.
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1. INTRODUCTION

Development of the new internet services at the end of XX century caused a
growing popularity of the medium in business uses. Nowadays it would be very
difficult for entrepreneurs to communicate and promote without the use of e-mail
or maintaining the website. These are the most often used internet services in enterprises. The possibility and ease of communication and promotion by the medium has a great significance, however the Internet is also more and more often
used in selling and buying products on the market. This kind of Internet usage is
also known in the agri-food sector. Suppliers of production resources for agriculture, farmers, middleman, food industry enterprises, on the agri-food market can
use Internet to sell and buy products. One of the most important form of electronic
commerce is electronic market (electronic marketplace, e-market). Electronic markets bring a new quality for trade and change conditions of buying and selling
products. Electronic markets also change relations between enterprises in the industry and even its structure. The paper presents an issue of the development of
electronic marketplaces in the Polish agribusiness. The paper is focused on electronic marketplaces of agri-food products and on the electronic marketplace called
e-WGT in particular. The research methods used to write the paper were an observation and an interview. The observation of websites was used for the short de-

scription of the main Polish agricultural markets. The interview was conducted by
the author with the chairman of e-WGT and the information collected from it were
used to describe e-WGT marketplace.
2. THE ROLE OF THE INTERNET IN THE DEVELOPMENT OF ELECTRONIC
COMMERCE AND ELECTRONIC MARKETS

According to Hoffmann and Novak, the internet is not only a medium but it is
also a market [3]. Exceptional features of the internet create conditions for market
operation in the virtual dimension in the way similar to the traditional, physical
markets. Therefore buyers and sellers can meet together, communicate, search for
offers, negotiate prices and pay for products in the cyberspace. The existence of
virtual markets is possible because the internet provides unique environment that is
called CME (computer mediated environment). Computer mediated environment
can be characterized by its peculiar features such as [3]:
• Interactivity – which is a dialog between people and computer environment,
• Hypertext – which is a way of information notation, that allows users to
connect information using links,
• Multimedia - that allows integration of static (text, picture, graphics) and
dynamic (audio, video, animation) on one single website.
Each of these features have strong effects because of the global reach of the
medium.
Electronic markets have their roots in the seventies of XX century since entrepreneurs were able to transmit electronic information via private networks. In
agribusiness electronic markets appeared because of the need for efficient mechanism of vertical coordination among enterprises. For example Egg Clearing House,
Inc., was established in 1972 in USA to provide egg producers with an open market
mechanism. Such a mechanism was very important for farmers who were concerned with the lack of transparent market mechanism that would allow for formulation of fair exchange contracts [2]. Egg Clearing House provided conditions of a
very efficient and transparent mechanism for price discovery. The electronic market still exists because it succeeded in attracting many buyers and sellers. However, many agricultural electronic markets that were established in the seventies
and eighties of XX had to close because of strong competition from the new
appearing electronic markets and few market users.
The internet has significantly contributed to the development of electronic
transactions. They have become accessible to every internet user. Every enterprise
is able to sell products on its website or on the website of intermediary. The inter-
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net has enriched possibilities of electronic markets creation by providing a complex
platform for innovation and enabled electronic market operation and broadened the
range of electronic market services. However, creation of an electronic market
became much easier than before the internet era. Therefore the issue of electronic
market success is still alive. We can ask a question – what features should posses
an electronic market to achieve success in specific conditions of a particular country and industry? The Polish market of agri-food products is very dispersed, especially in the sell side of agricultural products. Such a fragmented agricultural market seems to be well fitted to electronic markets development [5]. Nevertheless, the
process of creation of electronic markets on the Polish agricultural market is still at
its early stage. The paper attempts to characterize and compare some observable
initiatives of creation electronic markets of agri-food products in the Polish
internet.
3. THE ESSENCE AND TYPES OF ELECTRONIC MARKETPLACES

An electronic marketplace is a virtual place where buyers and sellers meet to
exchange products and money[4]. In the paper we have focused on the electronic
markets B2B. Electronic markets B2B, in contrast to electronic markets B2C, are
markets where sellers and buyers are enterprises, and not consumers.
Electronic markets B2B can be classified using criterion of market owner and
type of a product. Using criterion of market owner we can distinguish electronic
public markets and electronic private markets. Electronic private markets are created and owned by enterprises representing demand side or supply side on the market. These markets can be created by an enterprise to sell its products on the market. Another important reason to create such market is improvement of procurement. Using its own electronic market for procurement, an enterprise can buy in
the real time from many suppliers. An owner of a private market has control over
the access to the market. Therefore, only the chosen enterprises can have access to
the market and it is closed for most internet users. In case of a public electronic
market, it is created and owned by a third party that is not representing any of a
transaction side. The third party creates the electronic market to generate profits.
The process of creating electronic public market is also known as a reintermediation because the owner of electronic public marketplace by creating the market, is
playing the role similar to the role of intermediary, however he is not an intermediary in the traditional meaning.
The second criterion of electronic B2B electronic markets classification is the
type of products sold on the market. We can distinguish horizontal and vertical
markets. Horizontal electronic markets are the markets where universal products
are sold. These products fulfill needs of enterprises from many different sectors
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(for example stationery for administration needs). The second type of markets are
vertical electronic markets where products are sold for the use of enterprises from a
particular sector. Most of agricultural markets can be considered as vertical markets since products sold on these markets are for specific use of the agri-food
sector.
Development of electronic marketplaces is greatly impacted by the agribusiness specificity. In Poland, particularly the sell side of agricultural market is characterized by many agricultural producers. The producers generally have little bargaining power comparing to the bargaining power of buyers of agricultural products (e.g. food industry enterprises, intermediaries). Growers very often operate in
the conditions of monopsony in which they have to sell their products to the local
buyers. This lack of alternative distribution channel makes a grower to accede to
low prices dictated by buyers. Electronic marketplaces seem to have potential to
change this unfavourable situation for farmers. Using electronic markets, they can
find buyers in an easy and fast way and can get higher prices for their products.
Electronic markets can differ very much from each other. They can have different structures and scope of realized functions. The main elements of electronic
markets are: a database of sell and buy offers, a catalogue of products, an information portal, and an auction.
Electronic markets can offer for their users many services. The hypothetical
services of electronic marketplaces are: searching and browsing buy and sell offers,
matching opposing offers, providing important market information for market users, financial and logistic transaction support, providing efficient ways of communication among market users, integration of information systems between enterprises, support for cooperation in the supply chain, etc.
Electronic B2B public markets to achieve success have to choose an adequate
revenue model that is well matched with the sector specificity. Very popular revenue models among electronic public marketplaces are: transaction fees, subscription fees and advertising fees. Transaction fees are commissions based on the value
of transactions made. Subscription fees are payments of fixed amount for a period
of time to get some services. Advertising fees can be charged by an electronic market for allowing market users to place banners on their sites.
There are many advantages of electronic public marketplaces usage [1]. The
most important of them are: easy and fast search for market partners and products,
using electronic market infrastructure, support of transactions, current market information, broadening of market for sellers, better offer choice for buyers, better
prices, lower transaction costs. Electronic markets can also eliminate asymmetry of
information and asymmetry in bargaining power between sellers and buyers.
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4. THE POLISH ELECTRONIC PUBLIC MARKETPLACES OF THE
AGRICULTURAL PRODUCTS

An observation of the internet allows to distinguish some developing forms of
agricultural marketplaces. The author has presented below some of the most distinctive electronic marketplaces of agricultural products in Poland.
The first electronic marketplace that is shortly described in the paper is Internetowa Giełda Rolna i Towarowa (IGRiT). IGRiT (www.igrit.pl) is the electronic
marketplace in the initial stage of development, since its main element is database
of sell and buy offers. The main function of IGRiT is enabling finding sellers and
buyers on the agricultural market. It is also the only one important function of the
market because there is a lack of the other characteristic public electronic marketplace elements like information portal, or enabling transaction realization. Sell and
buy offers are not separated from each other. Browsing of offers is possible by
using product category.(e.g. cereal, vegetable, fruit, meat, potatoes). To run an
offer within IGRiT, users should fill out a form which consists of the fields connected with the firm and product description. The market owners keep the database to be up-to-date by removing offers older than 3 months. IGRiT is an electronic market in the initial stage of development and at the moment it is difficult
for owners to generate any revenue. Probably they are going to adopt the advertising fee revenue model because there can be found banners of various institutions
on the website of the electronic market.
The next marketplace is Giłeda Rolna (www.gieldarolna.pl). The electronic
market is similar to IGRiT. The main element of the marketplace is database of buy
and sell offers. The users have the possibility of searching offers with a search
engine using key words. Offers in the database are equipped with an interactive
form that allows market participants sending a direct message to the potential business partners. To run an offer is free of charge. The revenue model of Giełda Rolna
is advertising fee. The price list of advertisement is presented on the market’s
website.
Another marketplace described is Fresh Market (www.fresh-market.pl). This
marketplace is more specialized regarding products because it is focused on fruit
and vegetable. Fresh Market offers greater range of services comparing to the
above described markets. It consists of such elements as: a database of offers, a
catalogue of firm addresses, and a complex information portal on vegetable and
fruit market. The electronic market has also its English language version which
means that is also destined for foreign users.
The electronic marketplace Internetowa Giełda Rolna NetBrokers
(www.netbrokers.pl) consists of three major elements. The first is information portal with market information and analysis. The second element is database of buy
and sell offers. The database allows automatic matching of opposite offers. The
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database contains offers of various agricultural products, however the main products offered on this market are meat products. The revenue model chosen by the
owner of the market is a subscription fee for using the database of offers.
The last marketplace described in the paper is electronic, public, B2B market
of agricultural products e-WGT. e-WGT is relatively most complex marketplace
comparing to the above mentioned electronic markets and will be characterized in
more detail in the next sections of this paper.
5. THE PROFILE E-WGT MARKET

e-WGT is an electronic marketplace that was created as a result of division of
Warszawska Giełda Towarowa (WGT). e-WGT is an internet platform of selling
and buying agricultural commodieties like cereal, seed, livestock, meat, butter,
sugar. The marketplace consists of: a database of offers, information portal, auction
and bargaining system. The information portal includes important information connected with current agri-food market issues, analysis of supply and demand side,
prices of agricultural commodities. The database of offers provides an easy way of
searching of offers using various criterion and enables conducting transactions. The
tender and auction system gives market participants a possibility of bidding and
participation in the dynamic price discovery. The website of e-WGT is showed on
the figure 1.

Figure 1. The main page of the e-WGT website. Source: www.ewgt.com.pl.
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The revenue model of e-WGT is transaction fee. The transaction fee is paid by
both sellers and buyers and is an amount of 0,3% of transaction value. Thus, it is
quite a different way of making profit comparing with the other markets described.
The revenue model may be a very important factor impacting the future e-WGT
development and success. But the chosen model seems to be adequate to the Polish
agricultural commodities market since it is very fragmented and finding the new
business partners play important role. Besides, the electronic marketplace itself
doesn’t meet competition from the other electronic marketplaces.
An important feature of e-WGT is the possibility of transaction realization
within the electronic market. The e-market provides a very safe way of making
transaction. E-WGT acts as a side in transaction. A buyer pay money on the eWGT account, and only when a seller confirms that he got the commodity according to the agreed conditions, the money are transferred on the seller’s account.
Without any doubt the security of the transactions has a great significance to the emarket, particularly for the market participants who don’t know each other.
There can be distinguished three main types of the marketplace participants:
not registered users, registered users, and market members. The not-registered users can use the information included in the information portal, and can browse buy
and sell offers. However browsing of the offers is only limited to the basic offer
information. Users can only read information connected with the product (e.g.
quality, quantity, price) but not the information connected with the enterprise (e.g.
contact information) and without any possibility of communication with the buyer
or seller. The registered users have the full access to the information included in
the database of offers. They have also possibility of communication with the sellers
and buyers, and to run their own offers. The members of e-WGT have full access
to the market services. In contrast to registered users they can also realize transaction on behalf of the other marketplace participants. Both registered user and market members can participate in auctions. Auction is a very distinguishing feature of
this electronic market. E-WGT is the only one electronic market of agri-food products that provides auction mechanism in Poland and is contributing to the popularity of this form of price discovery for agricultural products in our country.
6. THE ADVANTAGES OF USING E-WGT MARKET

The chairman of e-WGT is of the opinion that the electronic marketplace is
still in the stage of development. The selling of agricultural products on the internet
is not popular yet, but we should also remember that agribusiness is a specific sec118

tor and even in the developed countries the adoption of electronic commerce to
agribusiness is relatively slow comparing to the other sectors of economy. According to the chairman the most important barriers of e-WGT development and attracting more users are as follows:
•

•

The barrier of mentality – Polish farmers are used to more traditional forms
of transaction that are based on personal, face-to-face interactions and negotiations. Face-to-face transactions are especially important in agribusiness. The barrier of mentality concerns the older farmers in particular;
The barrier of production quantity – For the producers who sell on the
market only small quantities of commodities transportation to the distant
areas is too expensive.

The example quantities of contracts on e-WGT are shown on the figure 2. The
figure presents the search results of offers from the cereal section.
It can be observed from the figure 2 that the minimum quantity for the cereal contracts is 50 t.
In the chairman opinion the most important advantages for farmers of using
e-WGT are:
•

•

•

Better prices – sellers can get better prices because of many potential buyers. Also buyers can buy cheaper because of the greater choice of suppliers. Besides, the electronic market also offers the new, dynamic and competitive mechanisms of price discovery;
Lower transaction costs – both for buyers and for sellers it is easier and
faster to search for adequate offers and finding business partners. Transaction costs are also lowered by the secure transaction system provided by
the electronic market;
Alternative distribution channels – the electronic market gives the users an
opportunity to enter to the new distribution channels.

e-WGT market operates on the Polish agricultural market a few years but still
is treated by the market participants as an innovation. To gain more popularity of
the electronic marketplace the management conducts promotion activities among
farmers and the other market participants. The most important promotion tools are
trainings of the electronic market usage.
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Figure 2. The search results for cereal offers on e-WGT.
Source: www.ewgt.com.pl/towary/oferty/.
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7. CONCLUSION

The internet can be characterized by the unique features, which allow operation of electronic marketplaces. The Polish electronic marketplaces of agri-food
products are at the initial stages of development. Most of these markets are focused
on the function of matching sellers with buyers and dissemination of the market
information. The most developed and complex electronic market of agri-food
products is e-WGT. This marketplace, in contrast to the other agricultural marketplaces, provides its users with a secure transaction system and provides the new
methods of price discovery on the agricultural market in Poland. Due to the growing popularity of e-WGT it has more and more significant impact on the agricultural market structure in Poland. The services provided by the electronic marketplace allow the market users faster searching for offers, getting better prices, and
entrance to the new distribution channels.
It is very difficult to predict the evolution of the agricultural electronic marketplaces in the Polish internet. Probably each of them will evaluate in different
direction. The future success of the electronic markets will be impacted by services offered to the marketplace participants, the ease of use of an electronic market and the revenue model, that will attract sufficient number of users.
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